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feedback to the technical work packages of AB@4Tafter the execution of both pilot$n top of

this, audiences like project leaders and developers will find this document a valuable input if they intend
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chapter i s delde ardoiasddss pitfalls and kottlsneckssand to provide some
development hints for potential adopters of these technoldylesections contain chapters on legal

topics which areypically requiredby public projects designed to enharexed enforcehe Used s

privacy. Especially in the context of minobeingUsess, ABC4Trust mandates a legal framewaookbe

in placebeforerealpersonal dataan beprocessed

The research |l eading to these results has recei veworkfunding
Programme (FP7/2007-2013) under grant agreement n° 257782 for the project Attribute  -based Credentials for
Trust (ABC4Trust) as part of the 01 CT Trust and Security R



ABCA4Trust

10.

11.

12.

Deliverable D5.3

Members of the ABC4TRUST consortium

Alexandra Institute AS

CryptoExperts SAS

Eurodocs AB

IBM Research Zurich

Johann Wolfgang GoethieUniversitat Frankfurt
Microsoft Research and Development
Miracle A/S

Nokia Solutions andNetworks GmbH & Co. IG
ComputerTechnologiednstituteand Press
Sdderhamn Kommun

Technische Universitat Darmstadt

Unabhéangiges Landeszentrum fur Datenschutz

ALX

CRX

EDOC

IBM

GUF

MS

MCL

NSN

CTI

SK

TUD

uLD

Denmark
France
Sweden
Switzerland
Germany
France
Denmark
Germany
Greece
Sweden
Germany

Germany

Disclaimer : The information in this document is provided "as is", and no guarantee or warranty is given that
the information is fit for any particular purpose. The above referenced consortium members shall have no
liability for damages of any kind inclu ding without limitation direct, special, indirect, or consequential
damages that may result from the use of these materials subject to any liability which is mandatory due to
applicable law.

Copyright 2014 by CTI, EDOC, NSN, MGIALX, ULD.

D5.3_ExperiencesAndFeedback.docx Page?2 of 213

Public Version 1.0



ABCA4Trust

Chapter

Foreword
Executive Summary

1st Chapter

2" Chapter

3 Chapter

4™ Chapter

Appendix A

Glossary

Acronyms

Bibliography

Deliverable D5.3

List of Contributors

Author(s)

Norbert G6tzgNSN)

Norbert G6tze (NSN)

Maksym Moneta (EDOC),Souheil Bcheri (EDOC),Michael Stausholrr
(ALX), Kasper Damgard (ALX), Hans Knudsen (MCL), Eva Schleh:
(ULD), Daniel Deibler (ULD), Norbert Gétze (NSN)

Apostolos Pyrgelis (CTI), Michael Stausholm (ALX), Kasper Damg
(ALX), Hans Knudsen (MCL), Eva Schlehahn (ULD), Daniel Deibler (UL
Norbert G6tze (NSN)

Maksym Moneta (EDOCXouheil Bcher{(EDOC), Apostolos Pyrgelis (CTI)
Michael Stausholm (ALX), Kasper Damgard (ALX), Hans Knudsen (MC
Eva Schlehahn (ULD), Daniel Deibler (ULD), Norbert Gotze (NSN)

Eva Schlehahn (ULD), Harald Zwingelberg (ULD)

Norbert G6tze (NSN)

Norbert G6tze (NSN)

Norbert G6tze (NSN)

D5.3_ExperiencesAndFeedback.docx Page3 of 213 Public Version 1.0



ABCA4Trust Deliverable D5.3

Foreword

In the final year of the ABC4Trust project, altheduledpilots have been executed and the parties
which have contributed to developing and operating the applications on tdye &rivacyABC
technologies, have kst chance toprovide their feedback and experiences to the parties which
originally developed these technologi€s/en though no further pilot will be launched in the final
phase of this project, the technical work kage can still use this feedback to correct and/or enhance
the publicly available code embeddetbithe followingABC4Trustrepository:

https://abc4trust.eu/download/source/ ABCEnegnerce.zip
This repository contains the sources of the PrivdB{C Engine (ABCE). Next to the plain engine

itself, separate links point to the crypto engines (CESs) which represent the 2 hearts of the technologies.

As proven in the pilots, both hearts aarexist, like in a hybrid carlt is a choice of the web service,
whichtechnologiesneets best its needs.

In the ABCA4Trust projectMicrosoft Research and Developmg@novidedthe U-Prove CE andBM
Research Zurich providedthe Idemix CE. Both CEs ha been adapted to interface to the ABCE.
The reference implementation and the sample applications have been mainly develdfieztley
A/S the Alexandra Institute /& and CryptoExperts SASThe consortium members which developed
the applications for # pilots on top of the ABCE wereurodocs AB(S6derhamrpilot), Research
Academic ComputeFechnologiesnstitute (Patras pot) and Nokia Solutions and Networks GmbH &
Co. KG (both pilots) The legal framework for both pilots were crafted bynabhangiges
Landeszentrum fir Datenschutgo basically, the membemsho developed the applicatiorsnd
defined the legal frameworlaill share their feedback and their experiences in this document with the
members who developed the crypto engines, the reference emphtation and the sample
applications.

The ABCA4Trustproject partnersencourage all decision makers and developeradopt these
techndogies and thereby to make mddsers aware of the valuadd these technologies bring into

their daily interaction withthe Internet. If enougllsess prefer to use web services which support
PrivacyABC t echnol ogi es, ot her web services which
technologies to their applications.
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Executive Summary

In accordance with thé D eispctri o n , thif deMWerable @ill provide feedback obtained in the
practical execution of thBatras and Sodderharpilots to the technical work packages of ABC4Trust.
Sincethe deliverable$D63] and[D73] will focus on providing user feedback to tkeme audience,
this deliverable will concentrate ehetechnical feedback.

Technical feedbackncludes information on which Javanethodsprovided by WP4 (Reference
Implementationhave beenutilized by the application developérs order to integrate Rracy-ABC
technologies into their designTechnical feedback is also information wich genericservices
implementecby WP4 have beecustomized anthstantiatedby the system administratoirs the pilot
architectures.

So what didthe developers fromWWP5 (Application Requirements\WP6 (Community Interaction
Among Pupily and WP7 (Course Rating by Certified Studentsse in order toprovide the
functionalities depicted in the final high level architecture figures and hew was it to embed
PrivacyABC technologies into their designThe answer is rather surprising-he twoldM ABC
Systens, the Course Evaluation ABC System and the Tombola ABC Systetheaomlyapplications
containing PrivacdABC technologies which have not beevritten by the devebpers of WP4
themselves These applications make use wifappers,so-called Gervicehelped methods Using
software development kits, integratiorf these servicehelper methods is an easy task of an
experienced Java developbr the ABC4Trust projecthe application developers foungaenples on
how to use theservicehelper methods in h sampbe applicatioris(i.e. the pilot-patras and pilet
soederhamrlava projecisuploaded by developers of WP4 into a projatérnal repository. This
repository isnot publicly accessibldut adopters of PrivaexBC technologies caalternativelyfind
usage examples of the servitelper method# the public ABC4Trust repositoiiy the abceservices
directories Contrary to that, e Inspector Application, the Biicted Area ABC System, the
Revocation Authoritythe Smart Card Initialization Tooland the User Application were provided by
WP4itself. All the pilots had to do here was to deploy these applications and operate them.

This document als@rovides someinsight in the functionalities of the applicatiomgich do not

contain PrivacyABC technologies. The technical feedback given here concentrates on the pilot
ecosystem and how the entities within the final high level architecture depend on eacBetat.

entities were not taken into account during the analysis phase of the ABC4Trust pidiect.

specifically, severaladministrative applicationsiere deemediecessaryat a late point in timdor

setting up and maintaining the pilotdnd soine.gthe S°der hamn case, the app
Provisioning Tool 6, 61 dM Admin GU] 60ToO&SMmaApplCiac ¢
and the ORestricted Area Ad miorigibal régairdment catalogee d e v e |
defined in[D51].

The situation in the Patrgsilot was significantly different. In order to lure more students into
participating in the online course evaluation, a newaase was definefr the 29 round of this pilot.

This usecase allowed students to partidpan an anonymous tombola after casting their votden

course evaluation. The impacts in the high level architecture and in the implementation of the Course
Evaluation System were significant: the former required an Inspector next to a Tombola &ystem

the latter had to be enhancedperform advanced issuange [H22], Section 3.4.2)What the 2

round of Patras has proven was that generating proofs based on credentials of different crypto engine
types éeeFigure 42) and thatéadvanced issuan@é.e. carryover attributes) using ldemiseeFigure

43) is feasible with PrivacABC technologies. This document will elaborate in detail on these new
applications and reveal that the effort for gsihese powerful PrivaexBC features is just a matter of
providing the correct XMLs.
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An important aspect this document uncovers is the legal framework imposed on the pilots. Since the
pilots handle personal data pfipils and students, only the pilot owsewere allowed to administer

the applicationgluring the operation phase of the pdotThis underlines the necessity for readable

and understandable printouts in the log files and in the command line winddws document has

come to the conclusiondhthere is room for improvement in the logging. The main issue that has
been identified is that especially the crypto engines generate their printouts in the command line
windows without dumping the same content into log files too. This has a numbisad¥antages.

The most important one is that the buffer of the command line window will be cyclically overwritten.

Setting up the pilots is not trivial, especially if a revocation authority is part of the ecosystem. In the
integration and deployment phasé the pilotsspecific tasks have to be executed in a specific order.
Data generated by the Issuer has to be copied to the Revocation Authority. And then, data generated
by the Revocation Authority has to be copied to the Issuer. 1t B<er is inthe same ecosystem,

the global parameters of th&issuer must be copied to th¥ Bsuer. Finally, the data of the Issuer(s)
has/have to be provided to the Inspector which then generates data which must be provided to the
Users and to the Verifiersin the end, if a credential specification changke,whole process has to

be repeated. The key message here is that setting up a PAB&c8ystem is not trivial but it would

be more acceptable if flexibility is embedded into the design.

Finally, thisd ocument i ncl udes a whitheppddespiospedfiaseactienshd ¢ hap
&onclusions ond g a | Topiacnsdd as ematiinonsecti on covering O0Tec
f ut ur e Adithe lhdoptessf. PrivaddBC technologies will havaccess to the ABC4Trust public

repository, it is very likely that they will be tempted to use the reéadieploy generic abegervices.

This o6Lessons Learnedd chapter c¢ontwheénmdeploying 6 Sec ur
these generic @l-services and shows how to circumvent the security issues.
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1 Introduction

The ABC4Trust pr oj especiicprivacpenhancingaibtitebasedocragentiale 2
technologies; ontechnologyis developed by Microsoft Prove) and the other by IBM (Idemix). In

order tobe able tanake an objective comparison, a generic container was developed tdoattich

PrivacyABC technologies can conngo. This container is called the ABC engine (ABCE). The

PrivacyABC technologies hems el ves are E£effjenesd {(&Esa3.O6Crypto

Contraryto stateof-the-art attributebased credentials, PrivaéABCs allow theUserto selectively
reveal attributefy transforming the credentidildingthese attributes without interaction of the
Issuer

The ABC4Trust project has launched 2 pilaith differentusecasego prove thePrivacyABC
technologiesThe S6derhamipilot was aiming foimplementingand opeatinga social platfornior
the Norrtullskolarprimaryschool in SwedernThe goal was to offer this platform poipils their
guardians and their teachéos exchanging private datAnd the Patrapilot implementedand
operatél a course evaluation systdor the University of Patradhe goal of this pilot was to offer
studentsattendinga specific course a comfortable and anonymous alternative to theljzeseer
courseevaluation Both pilotshave beersplit into 2 rounds allowing enhancements friv@1®* round
to be incorporated intthe 2ndround.

This document was written during and after 2ffand final)rounds of both pilots.

1.1 ABCA4Trust Project and current Status

As depicted irFigurel, the £'rounds of both pilots we executedetweenvi25 andM32 of the
ABCATrust project More precisely, the®iround of the Patras pilot started on Nov?2812 and
ended on Feb. 1%013. The ¥round of theSéderhammpilot started on May %2013 and ended on
June 18 2013.

The reader can easily see that the duration of‘theuhd ofSéderhamipilot wasrathershort.
Originally, this round of th@ilot was to be launched end of Jan. 2013. But because of deldys
obstaclesn the smart card area and since this pilot thafirst to make use afianynew ABC4Trust
features gpecificallyrevocation, relssuan@ndinspection),the start of thisoundhad to be delayed
by over 3 monthsThe £'round of Patradeployedthe ABCE version 1.0.0. Before the start of tfle 1
round ofSéderhamnthe ABCE was significantly refineahd enhanceso thatSéderhammieployed

the ABCE version 1.0.80 in effect one can say that firadings from the f'round of the Patras pilot
werealready taken into account by therbund of theSoderhampilot.

During the kickoff of this deliverable, both th&6derhamrand the Patras pilots were in thelf 2
round TheSéderhammpilot started it2ndround on October f4with over 3® participants. And the
Patras pilostarted it2ndround o November % 2013 with about 5articipants.

The 2 rounds of both pilots ended befaadof February $6derhamn: Feb. 22014/ Patras: Feb.
26" 2014). Due to the fact, that the"2round of the pilots are the final roundf the ABCATrust
project,a majorgoal of this deliverable was to incorporate the techresgleriences and feedback
resulting from these final roundgto this document.
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Oct. 2014
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Figure 1: Pilot Execution in Relation to Deliverable D5.3

1.2 Scope of this Deliverable

The goal of this deliverabis to provide feedback resultifgppm the practical execution of the pilots
to the technical work packagespeciallyWP4. On top of thatin the early discussions of this
deliverablethe consortium decided to includéessons learndisectionwhich should help an
imaginative reader, who is new in this togiwget started in using Priva@yBC technologies.This
document in effect should lower the thresholdlaltisioamakersneed to croswhenanalyzingthese
technologes and should help to accelerate the development process after a dedisiethese
technologiehas been made

1.2.1 Development-Phase Focus

In simple projects with no significant dependencies, a waterfall model containing the elemadts
describe théollowing development lifecycle:

1 Requirements
1 Design

1 Implementation
9 Verification
 Maintenance

But the ABC4Trust project hgsoventhat a more detailed model is requiseeFigure2). This lies
especially in the fact that theBLE and the CEs are not being developed by the teams which are
developing the pilot applications. So an additional integration(6)ep required. On top of that,

NSN which is developing the Registration Systems cannot easily perform regression thstsaoget
platforms hosted by the pilots themselv@ie target platforms would have destabilized and other
applications, depending on the Registration Systems, would malfun&wmthere was the

requirement to set upduplicatesystem on NSNs preses for testing the enhancements and bug

fixes before shifting the applications to fhe | mramsses.Shifting the Registration Systems to their
target platforms required an additional customization step. But the additional efforts for customization
were definitely lower that the speed gain achieved in the test cycles executed on NSNs premises.
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As in every software development process, a thorough anélysiseds to be performed before
stepping into the design. The outcome of the analysis is a etamatalogue of requirements. After
agreeing on this catalogue, the design pl2seill generate an architecture which is able to meet all
requirements. Since the ABC4Trust projecinchedwo independent pilots, every pilot hi#td own
requirement atalogue and its own architecture. So in effect, when lookikggate2, the reader

must be aware that these development steps have been eXeautedes: twice for each pilot since
every pilot executed two roundfn the arly phase of the ABC4Trust project, the requirement
catalogue for th&dderhammilot and the requirement catalogue for the Patras wioedocumented
in [D51]. The first draft s sentedih[D%l] Thdddtajel Level A
usecasef the pilotswere discussed in [D61] and [D70hich paved the path tinally refinethe
architectures ifiD62] and [D72. The latter 2 documents descritydly the 1strounds of the pilots.
The2ndroundsof the pilots impactethe high levehrchitectures. The pilot with the most significant
changes in thendround was the Patras pilot whidlecided tantroducea Tombola System artd

make use of the inspection featuh® PrivacyABC technologies offefThe high level architectures of
the2ndrounds will be introducethter onin this deliverable so that the contributors of this document
can refer tespecific building blocksvithin the architectures when providing their feedback and their
experiences from theracticalexecution of the pils.

After the definition of the higievel architectures, the implementation (3) can begin. The result of
this step is the application codé/hat every experienced developer knows is that during the
development of code it is highly advantageous to citsdknctionality regularly. So typically,

smaller implementation steps are verified in a module test (4) before adding new complexity to the
applications in (3). As soon as the applications are ready to pick up the ABCE (together with the CES)
in (5), an integration test (6) must be performekhe integration test is typically not performed on the
targetservers i.e. the servers which will host the applications for the operation phase (9) of the pilot.
Errors detected in (6) can lead to correctionS)rafid perhaps even corrections in the ABCE itself.
Concept errors might lead to a revising of the Heglel architectures (2) or even in adapting the
underlying requirements (1) Wh e-a o thp o deelaréd by tise team of (3) and if the

integratian test was successful (6), the applications can be installed on the target sites. Typically an
additional customization step must be performed in order to reach (7). From then on, a final system
test will verify the correct function of the applicationg8). In the ABC4Trust project, the final
phase was Usebwere altowed t hcoess the system in (9). Before this, the pilot owners
(EDOCand CTI ) Oicarder toehface the legal fFrainework setup by ULhis resulted

in thatthose developerdrom (3), whowere nothe pilot dwner$} could notaccess the servers

remotely any more.

Figure2 shows very clearly that any changes in the requirements will lead to cycling through the
entire chain again. Late reigements coming from the pilofsspecially requirements coming in when
the development phase is beydhd integration tesgre extremely expensive with respect to time and
can impact the resource planning significantly.

The development phases thididerable will focus on are:
(3 and 4 Implementation
(5 and § Integration
(7 and § Deployment
(9) Operation and Maintenance

The development phases of the ABCE and the CEs ai&f-6otus of this document, as they have
been provided by the technical tkgpackage (i.e. WP4) itself.
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Figure 2: Development Life-Cycle of Pilot Applications

1.2.2 Personnel Focus

Technical feedback is best given by the programmers of the applications which make use of Privacy
ABC technologies. But, unfarnately for this project, most of the programmers were not directly
involved in the practical execution of the pil¢ggeFigure2, (9)). One reason for this was the privacy
restrictions imposed by local laws and directives whensonal information ibeinghandled. Both

NSN and ALX, as data processors in the legal sense, have contacts with the companies which were
actually executing the pilots (i.e. the data controllers). But the data processors were only consulted
during theexecution of the pilots when the data controllers were not able to solve the problems
themselves. So the experience that NSN and ALX could get during the practical execution of the pilot
was very limited. As consequence, the experience obtained frqmettiecal execution of the pilots

had to be givemainly by theinstitutionshosting the pilots i.eEDOCfor the S6derhamn pilot and
CTI for the Patras pilot.

Looking at the development |Heycle and mapping it to personnechnical feedback and
experencesof the pilotscan begivenby thedevelopersfrom Figure2, in phase8 and 4 the
integrators from Figure2, in phase$ and 6 andtheadministrators Figure2, in phases, 8 and.
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Please note, that if the team responsible for phase 7 is not the pilot owner, the administrator teams of
phases 7 and 9 are different.

Goal of this deliverable is watherthetechnicalfeedbackrom eachthe above listegarties and
thereby #ow the readepf this documento gain access to different viewpointstioé PrivacyABC
technologies. Bdicated 8ctions2 and3 have been provided in this documemgather these
contributionspilot-wise.

1.2.3 Pilot Round Focus

The experiences and theeflback on setting up thepdipatiors and executinghe 1stround of the
Sdderhamn pilot and thistround of the Patras pilot haaéreadybeen processed by WPZhe
ABCE and the CEs have been awapaccordingly.

So this document will focumainly on the 2° rounds of both pilotsUnsolved issues, pitfalls and
important hints resulting from the execution of giets will be included in the lessoitsarned
section (se&ectiond) of this deliverable.

1.3 Other available ABC4Trust Deliverables

Contrary tathe scope ofhis deliverable whiclprovidesthetechnicalfeedback, the deliverables [D63]

and [D73]providethe nontechnicalfeedback.

There is no task which matchéetscope of D5.3The tasks whicimap to[D63] and [D73] explicitly
mention that the feedback mRetetenchlmplegénaeé h ondé twhbe ko
packages. On top of thfD63] and [D73] arealsointended foraudiences like government

organizations and data protection officers

SinceD5.3 covering the technical feedback, #entributorsgiving this feedback must be the
developerstheintegrators anthe administrators.

Thegroupgiving feedback in the deliverables [D63] and [D73] Wil mainly theJsess, i.e. the

pupils, teachergounselorsn the Séderhammilot and the students in the Patras pilBince these
persons will not edit these documents, the contributors to the deliverables [D63] and [D73}keéll be
pilot ownersthemelves.

1.4 Structure of the Document

Chapter 2 is focusing on théechnicalo Ex per i ence and Feedback6é6 of t
Chapter 3 elaborates on thiechnicald Ex per i ence and Feedbacké of t|

Chapter 4 discusses thechnicald L e s secarrsn eld 6 o dnd divesthimts tp potertial s
adopters of PrivacABC technologies

Annex A contains the datprocessing contracts
Glossary
Acronyms

Bibliography
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2 Experiences and Feedback of the S6derhamn Pilot

The Soderhamn pilas launched in th&lorrttullskolan primary (comprehensive) school

Soderhamn. Th¥sersengaged irthis pilot are pupils, teachers, ecmelors and guardians. But the
primary grougs the pupils, and therefore minors. The idea of this pilot is to affgivacy

respecting social platform (i.e. the Restricted Area) to the pupils so that they can communicate with
each other giving them the choice to be totally anonynaus,use a linkable pseudonyfan aliag3,

orto reveal parts of their identity av teveal theientireidentity. Using PrivacyABC technologies
theUsels of the Séderhamn pileemainin full control of what they disclose.

The Séderhamn pilot was the first pilot to make use of inspe(deafrigure3). In order to protect

the minors, this entitwasintroducedo liftft he i dentity of Users if the 6
to a presentation policy hold. The inspection grounds are typically mapped in the Séderhamn pilot to
emergency situations i.e. thted life, excessive mobbing etc. Inspection itself is only possible, if the
Inspector receives the presentation token which has been sentUsetivehose identity must be

lifted. Coupled to inspection ispmocess which defines how inspection is exedwand a legal

frameworkwhich defines when inspection is requifsde [D61] for more details on the pilot

scenariognd [D63] for more details on the inspection progess

2.1 Setup

High Level Architecture3oderhamrPilot

// School Registration System 7\ [ Revocation | [ Restricted Area Systerm

Issuer and Verifier AUthOrity Verifier
T N —
N ABCE| || Restrictec——
-ABCE
IdM ABC APF:;ijggﬁO" Revocation RAASE e
System | Service System || Application
Smart Card Restricted
Registrar 1dM Portal i%?&?l Area
Admin
IdM Admin IdM Mass
GUI Prov. Tool

\\ S Clusser J9sh/oa tNBYA&SE

User ABCE Inspector
User. Inspector
Application Application
R ?
A
Jim Doe 8 2:; "

13.03.2014 1

N

Figure 3: Final High Level Architecture of the Séderhamn Pilot

Three teams developed thpplicationgor the Séderhamn pilot. WP4 of ABC4Trust developed the
Revocation Authority (RevAuth), the Inspector Application,éhe d M A B C of$hg Restacted
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Area System anthe User Application EDOCdeveloped th&chool Portal, the Restrictéddea
Admin, and the Restricted Area Application. And NSN developed all entities within the School
Registration System.

The above mentioned teams have provided contents in the fodj@lvapters on the development
phases until the Integration Test (see 3 to Bigiire2). Contributions to the deployment phase (7)
and the system test phases (8) were providdelfCand NSN. And finally, the operatigphase(9)
washandled byeDOCalone.

In the Séddaramn pilot,Users are provided witkither a UProveor an Idemixsmart card Each card
storescredentials of only one cryp&ngine typeThe key length of both Idemix and-Rfove are set
to 2048.This pilot isthe only pilot of this project that makes use of relssuance sifR@esmart
cards need to fetch fresh batekof tokens from the Issuer in order to enforcdinkability.

For the convenience of the pupils, customigetart card with PrivacyABC credentials are
distributed to the User#n order to increase the acceptance of this pilot, the GUIs of the School
Registration System with which the pupils interact are translated to Swé&xishto time restrictions,
the new crypto architectutecould notbe deployed in this piloThe Revocation Authority is not
generic, meaning that it cannot be used in other patgport ofMi ¢ r o K ad btowser is
required by this pilot.

2.2 User

The User block, depicted Figure3, conssts of the following main parts:

Users(Pupil, guardian, teacher or other school personnel)

Smart card with corresponding PIN/PUK codes and RittiacyABC credentials
Smart card reader, installed on and connected to the PC

Windows based PC (Connectiedthe Internet)

Web browser (Firefox or Internet Explorer)

User Application (Installed on the PC)

= =4 -8 _-a_-a_-9

EveryUserparticipating (who hgsigned a consent form) in the S6derhamn pilot needs to have all the
parts mentioned in the list above. The smart cardeigased (initialized and personalized) by EDOC
before the card with PIN/PUK codes and a smart card reader are handed ovérsex thmethe1st

round of the pilot th&serhad to download her own credentials to the card. But i@rikdeound the
credentits were downloaded to the smart card by EDOC before they were handed ovadserthe

The smart card reader is easily installed on a Windows based PC. Windows automatically recognizes
and installs the smart card drivers. E&lder in the pilot receivessanart card reader from EDOC.

Windows based PCs were provided by the school. The school has a number of public laptops that the
pupils can use. The pupils share those laptops with other pupils. The teachers have their own laptops
which are different fronthe laptops used by the pupils. The laptops ugaddrhers and by pupils

have different configurations and have access to different networks. The school has 2 networks for

di fferent users. The first net wor UWblicybpercahd i s cal |
requires no passwords. This network is used mainly by pupils and visitors but of course also teachers

can use it because itds public. And the second n
protected by pas s waenchdrs, toenselioossnarses, adnmistratsrearid they

school master. As the teachersdé computers require

! The new crypto architecture was deployed in tHedund of the Patras pilot and introduced a set of
enhancements.
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had to ask the school administrators for permission thelmstallationof all necessary component
for the ABCA4Trust pilot.

The web browsers Internet Explorer or Firefox were already installed on the school computers. If not
they were installed by EDOC.

In order to be able to make use of BrévacyABC technologesand participate in the pilot théser

has to install the User Application. This is done in a simple way by clicking on the Installer link which

can be found under t he A htpd/mabcirestse/Hethe aoivset he Sc h
plugins are also installed automatically by the same Installer.

EDOC did the installation of the User Application at all the school complisess did have to install
this User Application at their computers at home.

All those details were explained fdbreUses i n t he User Manual that can
section of the School Portdit{ps://ra.abc4trust.se/Hélp

2.2.1 User Application

The User Application can be seen as a single entity that conteslgleing on theJserside of the
ABCA4Trust architecture. It is contained in an installer, who handles both checking the Java version
and downloading this iieed be, as well as downloadd installation ofhe actualserApplication.

This includes settingp things correctly within th&/indows registry and installing browser plugins
with the appropriate security settings.

The User Application handles everything from webpage input to the ABCE to sending commands to
the smart card. Howevahis architectue will be handled in more detail later in this documient

order to get a deeper understanding of the problems during the different phases of development.
Overall the challenge was to integrate ttheerApplication with the other entities in the ABC4Trust
ecosystem. A single mistake in either entity makes the entire system fail. This also holds for
components in thelserApplication itself, but this was easier to debug as this can of course be done
locally. However, one component was not easily debuggekedsserside: namely the hardware

smart card. More on this topic will follow in the sections to come. First, the different components in
the UserApplicationwill be described. fiena closer looko the different phases of developmexill

be madeandfinally, problems and issues during those phagk®e mentioned

2.2.1.1 Implementation

Given an ABCE with a crypto engine, which talks to the smart taedyrojectwvansto develop a

User Application that enables communication betweeiRéstrictedArea(RA) and the ABCE. For

this, browser pluginkad to be developedhis was of course fitten in JavaScript with the goal to

reuse much of the code from one plugin for the other. The communication should then happen via a
local web service to avoid cresge ripting. This local web service then calls the ACBE priyper
Jettywas useds the local web servicehichtransmitted messages using mostly XML as the policies
werein this format.

On top of thisthe Usermust be ablé¢o interact with the ABCE sincghehas to select which policy
shewants tofulfill . Thus, a saalled6 | d e relectobhad t@be developedtiat theUsercan interact
with for selecingthewa nt ed p ol i ¢y demtdySaebtodwag madd dgemesc sudch that it
could be used foany use case, which includes the Patras pilot.
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2.2.1.1.1Browser Plugins

The browser plugins are necessary since a graphical interface is required to be able to communicate

with the User ABCE. The User ABCE runs as a local s&tvice which means that a normadbsite

cannot communicate with it as a normal browser would consider it asitesgripting attack. Thus

the browser plugins are required such that a foreign website is able to make requests to the User

ACBE. It also has the advantage that commurocdi the User ABCE is strictly controlled which

means that errors in the communication flow is less likely to happen compared to each website having

to implement the correct protocol procedures. Aside from this, a plugin can be used as a utility feature,
showing e.g. debug information and the credenti a
for both Firefox and Internet Explorer were made
User can interact with, so it is also the browseripltigat shows the identity selector.

The plugins all have the same available menu points (example shéiguie4):

- Manage credentials:This functionlaunches a window where you can browse your
credentials and the contentstbbbse as well as the revocation status. If enabled, you can also
delete credentials manually. The view is showRigure5

- Check revocation status (optional)This function checkgor all of your credentials, if it is
revoked, ad deletes it if that is the case. This creates more space on the card and makes sure
that no credentials are deleted which could still be of use. This is pilot specific (i.e. used in
Sdderhamn only).

- Backup smartcard: This function enables tHdserto takea backup of his or her smartcard.

It stores encrypted content of the smartcard such as the device secret using a key known only

to thesmartcarcand combine ivith the Useits password that he is prompted to enter. The

information that only requirestigse® s pi n code, such as the bl ob
theUseb s password.

- Restore smartcard: Given that a backup file is present on the computer, this function will,
given a password, try to restore the smart card to the state the card had whenazeck
performed. It can only be done if the smartcard has the same device ID as the card had when
backup was performed. This ID is set at initialization time, which should prevent duplicate
cards frombeing created.

- Change pin: This function changes thdNPof the card given thahe User is able to enter the
correct current PIN code.

- Unlock card: This function takes the PUK code as input as well as the new PIN, and can
unlock a locked card. A card is locked if the PIN is entered incorrectly 3 timeswm a r

- Debug Info: A helper method for easier debugging. It shows printouts which are only human
readable by experts.
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Figure 5: Credential Viewer
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2.2.1.1.2Identity Seletor

The Identity Selector is the only needed interaction that a User has to deal with in the User ABCE. It
shows the issuance policies and the presentation policies sent to the User ABCE so the User can make
an informed choice as to whether she wantstest the conditions. It also is the only place a User

can trust what she sedsmaliciouswebsite could show that the User only reveals possession of a
credential, where in reality she might give away everything she knows. The Identity Selector prevents
thisas the content is known to come from a trusted sodrc@xample of thédentity Seletor is

shown inFigure6.

@ http://localhost9093 - ABCATrust User Interface - Moilla Firefox ol -E ]
ABC4Trust Klient Applikation
e =a

urn:soderhamn: policies:area377pl
el @y Information som ska avsléjas
Avsléjade sgandeskap och giltighet

) /ﬁ\ M « Du ager ett giltigt Roll Certifikatet fran Nortullskolan.
« Du dger ett giltigt Skola Certifikatet frin Nortullskolan.
Skola Certifikatet

« Vdrdet av L&rare frén Roll Certifikatet: true.
® !_m m Inspakterbars attribut

(& » Anvandarnummer fr8n Skola Certifikatet (840523-5252) ar inspekterbar av och endast av | urn:soderham
Grunder: Beskrivning av villkor och omstandigheter dd inspektion kommer tillimpas

Avslsjads sttributvardan

Acceptera

4 b

Lage: Presentation. Accepterade sprak: [sv_SE, sv, en_US, en]. SessionID Present139333485097631681.

Figure 6: Identity Selector Example

2.2.1.1.3ABCE

The ABCE is responsible for gathering euigg it needs in order to create pradt has to receive
something from the browser plugins, contact the smart card and crypto engine and the User herself in
order to be able to create the XML needed to pass a proof on to the browser plugin, whithuttmen
passes this on to the asking website. The ABCE is written in Java.

2.2.1.1.4Crypto Engines

The crypto engine can curreniypporteither Idemix or UProve and is responsible for doing
cryptographic proofs. Contrary to Idemix, which runs in Jav&rtrefor Séderhamn runs .NET.
This means that there is no direct way for Java to accessmnevd API. This was remedied by using
a local web service to communicate wiith
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2.2.1.2 Integration

Once a new ABCE was released,thiithad tobe donevas change tthe correct new version in the
pom.xml file, which in turn fetched the new ABCE from the repository and injected it into the

installer. If no interfaces were changed, that was all the work for integration besides of course testing
that it now works with ta new features and/or bug fixes included in the new ABCE. If, however, the
interfaces changed, adjustments were requikdsually though, it was a small matter of adding or
removing a parameter to a method. The idea is that the switch of ABCE shouldbhasble effect

other than addition of features or bug fixes forltses.

The new ABCE was then extensively tested for all thought of use cases and corner cases. This
includes testing with both plugirmdall scenarios with both thissuerand the RAIt also includes
testing the hardware smart card initialization and functionality.

2.2.1.3 Deployment

The User Application which also includes the tarowser plugis was provided to EDOC by WP4 as
an executable installer file. Thestaller file(from now cdled Installer or User Application Installer)
was uploaded and made publically accessible at the School Portal by EDOC as to make it easy to
downloadit by Users. EachUserparticipating in the pilot has to downloaddamun the InstallerThe
downloadis performed by clicking on linkhttps://ra.abc4trust.se/Content/instadirdware.exgethat is
locatedin thehelp section of the School Portal.

During thelstand the2ndrounds of the Séderamn pilot EDOC did install the User Application on

all the school computers. Users did also download and install the User Application to their computers
at home. This was done by tbiseis themselves with support by the User Manual or by contacting
EDOC.

One major problem encountered during the preparations fdrstineund of the pilot was the firewall
settings of the school network. Those settings did not allow communication using some ports that are
necessary for the pilot. This problem could not bdyeaslved by WP5 and the solution to fix the
problems was to change the firewall settings. A request to open (allow) port 8443 and 8444 was sen
to the school network administrator. The request was accepted and the firewall settings of the school
networkwere changed accordinglyablel shows the different URLs used by the pilot and which

ports were previously opened at the school network and which ports were opened during the time
while both rounds of the pilot were running.

FQDN Previously allowed Allowed for the pilot
www.abc4trust.se 80, 8080, 443 80, 8080, 443
portal.abc4trust.se 80, 8080, 443 80, 8080, 443
ra.abc4trust.se 80, 8080, 443 80, 8080, 443
idm.abc4trust.se 80, 8080, 443 80, 8080, 4438443, 8444
revauth.abc4trust.se 80, 8080, 443 80, 8080, 4433443
abce.abc4trust.se 80, 8080, 443 80,8080 443

Table 1: Firewall Settings of the School twork

During the installation process the Installer clsadkdependencies to Java and other necessary
components anservices and it also checks if there is an old version of the User Application already
installed on the computer. If there is an older version installed the Installer will remove the old version
before installinghe latest version.

TheUserinterface ofthe installation is performed in wizastlyle and includes the following steps
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1 Choose language;

1 Confirm update if the User Application was previously installed;
1 Progress of the download and installation process;

1 The final screen (successful installatior not).

After that the User Application is installed on the computer the $éseice and the WProve
Windows services appear in the Services section of the PCs control panel. The services are per default
configured as autstart.

Please note that thaedtaller installs a version of the User Application ahthebrowser plugis that

arepilots peci fic and canodt dngother prgett. They are dreltedrfronptihel ot s o
S°derhamn pilotds branch of -spbei Ebarpareamdeensnd
possible to create new Installers which include parameters for other pilots, projects or customers.

2.2.1.4 Operation

During the operation of thistround of the pilot EDOC forwarded all reported problems and request

for improvements to WP4. Some errors caused delays and other errors caused the computer to freeze
completely which required a reboot of the computer. WP4 made all the bug fixes and after fixing all
problems that were discovered during tiséround of the pilot ED@ prepared for thendround by
reinstalling the latest and improved version of the User Application. The school computers were ready
to be used by pupils and teachers. Users began to use the Restricted Area Application.

The User Application was very muahproved and more stable during thed round of the pilot. But
we encountered a problem at the beginning o2tidround. This problem was caused by a random
error inside the User Application which caused hanging of the services and required a réfmot of
computer. The error was discovered and a fix was patched lastiadler binaries by WP4 very

shorty after the incident. The reported error was related to locks of #Amik service. The solution
was to implement WProve as a separate Windows &V Figure7 shows the two services that are
installed and are needed for the pillite User Application was once again updated on all computers
(laptops)at the school. After this fix there were no more errors discoveregaorted by thdJses.
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158 Windows Task Manager = = 2
File Options View Help
| Applications | Processes | SEMVICES | Performance I Networking I Users |
~
Mame PID Description Status Group i
ABCATRUSTUPROVESVC 1688 ABC4Trust UProve Ser... Running M
ABCATRUSTUSERSVC 1720 ABCHTrust UserServcice Running M
ACDzemon A 1756 Arcsoft Connect Daemon  Running MNIA
AdobeARMservice 1804  Adobe Acrobat Update ... Running MfA
AdobeFlashPlayerUpdateSve Adobe Flash Player Up...  Stopped MfA
AeLookupSve Application Experience Stopped netsves
AESTFilters 1880  Andrea ST Filters Service  Running Mf
ALG Application Layer Gate...  Stopped M
AppHostSve 1924  Application Host Helper...  Running apphost
AppIDSve Application Identity Stopped LocalServic. ..
Appinfo Application Infarmation Stopped netsves
Apple Mobile Device 1948  Apple Mobile Device Running MR
AppMgmt Application Management Stopped netsvcs
aspnet_state 1152  ASP.NET State Service Running Mf
AudioEndpointBuilder 430 Windows Audio Endpoi...  Running LocalSyste. .. =
» » » 5 i =
The two services installed and needed for the pilot
Processes: 105 CPU Usage: 100% Physical Memory: 69%

Figure 7: Servicesrequired by the User Application

During the2ndround of the pilatanEDOC representative was available at the school every working
day between 9 and 11 am to helgeis with troublesho@g and usage of the system. In addition to
that, a hotline phone number was also distributed in cadédsthe have trouble installing or using the
User Application from home.

The default installation path of the User Application is
T AC:/ Program/ RBC4£%r B/ User Cliento.
The following is a list of some important files that can be found under the installation path:

abce.log A log of all events and activities of the User Service

run.logi  An event log of starting the User Service under the Bpetication Windows

service

1 shutdown.log An event log of shutting down the User Service under the User Application
Windows service

1 uproverun.logi An event log of starting ¥Prove service under the User Application
Windows service

1 uproveshutdown.log An event log of shutting down-Brove under the User Application

Windows service

1
1

The usability of theJserinterfaces of the User Application was significantly enhanced fa2ride

round of the pilot compared to the version used irl8teound of the got. The new design was

matching the needs of the pilot and was showing enough detailsUisdise During the2ndround of

the pilot EDOC received some comments and suggestions to make some changes and improvements
(as to make smaller icons, remove sdmé that is too technical or too complicated, to compress the

size of the Identity Selector so that thseis do not have to scroll to the side). All those improvements
are taken into consideration and some may be implemented in future releases.
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2.2.2 User Smart Cards

The smart card component consists of either a software smart card, which can be used for debugging
purposes only, or a hardware smart card along wsthat card reader. The smart card is responsible

for storing User sensitive data, includingersonal secret key, which only the card knows and cannot

be extracted in readable forithe card is needed orderto completethe cryptographic protocols

since this it is the only component that uniquely identifies the User and cannot be faked $y other

The hardware smart cards were probably the most probledeatitopmenarea of all. While the
software on the machines could be easily updated, this was not the case for the cards. Thus, it was
impossible to distribute them befdseingsomewhat surénait the cards worked as they should. New
bugs were found often though, so it was not eakdgerniblevhen the timeo release therwas
appropriate.

During the projectwo different kinds of cardaere usedThe first, ZeitControls BasicCard, had
issueswith the amount of space available. Thi@&hamn pilot demanded ths#veral credentials as
well as several aliasesust be storedt also had problems with speed, andlfunctionedat
seemingly random times. The quality of the support tools howeverguite good.

Because of these issyésvas decided to change to another type of daadVIULTOS (see
http://www.multos.com), which had a larger storage capability and was faster. This was indeed the
case, but it ws not without issues of its own. First of all, the simulator for the card provided by the
manufacturer and the card does matp tothe API. Also, the outcomes of certain operations were
handled differently, and the simulator was in general tooYot@be of any real use. Thus, debugging
had to happen on the card, slowing down the process considerably. As if this was not enough, the
underlying algorithms and available operations contained bugs as well. Also, the pldtform o
MULTOS is in general of reallpoor quality. This includes the MUtil.exe tool that is used to load an
application onto the card. The support for this was almostristent.

The process of loading an application onto the cards was somewhat simple. First the application
should be loadionto the smart card. This was done by the tools provided by the manufacturers. Then
the card was to be initialized with the different parameters in the pilot ecosystem. Thalss,¢he
parameters, system parameters #ttakes a whileto initialize a cardso this one should keep in mind

if there are a lot of cards to initializ&.he result of initializing a card is an entry in a file, which lists

the card ID along with the PIN and PUK code of the card. These are to be handed ovpupd the

with a reminder to change the PIN code using the browser plugin.

2.2.2.1 Implementation

In order to use the smart card, the daad to be initializedvith the correct parameters such that it
understands thé A B C  Ssfi Bot tkisnegSmart Card InitializationTod was implementedwvhich

loaded onto the card all the needed parameters. This also included whether the card should-act as a U
Prove card oasan Idemix card

The smart card handles storage of everythindgJgerhas to carry with him in order to prosaeis

who sheclaimssheis. This includes, but is not limited to, the credentials ofiiber, the card secret
that only the card knows and is unique for the cardsswkrparameters. When asked, the card will,
with a correct PIN, produce its part betproof. This part consists of the cryptographic evidence,
which requires the card secret.

From theUserApplication point of view, there is no direct interaction with the smart card. You can
view the credentials located on the card, but this call dweagh the ABCE.

2 The card needs to know this, since the computations are different depending on the CE.
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The pilot requirech dackup and restofe f eimdase ofstolen, broken or lost cards. This posed
several issues. The main problem is th#tig is doneincorrectly, an adversary could claim his card
stolen, gets a new one and th&®able to clone his card using the restore featurepreviously
backed up his card (or someone el seds card).

For S6derhamn, the backup story is slightly more complicated than for PatraghElgriégt must
ensure that pupils do nlatsetheir alisses. This amounts to being able to backup the siiote
containing the aliaseand the devicsecretThere was talk about backing up credentials as well, but
since the device secredn be restore@Usercan just obtain new credentials from thsuerafter
completingthe restore procedure

The paradox the S6derhamn pilot imposed on the develapsrto prevent someone from cloning a
cardandat the same time allowing the useeftorechliases Say an adversary Al os!
then got a new oneith the same device ID enabling himgerform arestore. Since the device secret
would be the same as the old card after restoraimepuld themot onlyobtainnew credentialdut
alsosuccessfully provewnershipof the restored aliasésecall thi is the intention of backup and
restore). To be able to block the old céadd therefore prevent cloning of the cattg use of theold
device secrewvould haveto be disablegbut this would have the sigifect, that the User cannot
proveownershipof the restored aliases any longso essentiallyrestoring theold device secret on the
new smart cardvill alwaysenable an adversary to clone cards, but only as many as the school gives
him. This problem cannot be easily fixed apart from not doing lpaakall which wasejected by the
consortiumlnstead, he model where clones are a possibilgs finally chosen

Another potential issue is that a tezdvvy pupil could copy the credentials and aliases of his card, as
they are only protected by thusers PIN code, and give them to someone else. This means thati.e. a
guardian could give access to a fguardian for a room protected by a presentation policy requiring

the guardian credential. Howevexchanging credentials and aliases in order to impats other

Usessis not possible since the device secret must be the same in order to do proofs with the credential
or prove ownership of an alias.

2.2.2.2 Integration

During integration a lot of bugsere found whichwerecorrected using a combination of delging

with the software smart card and looking at the logs produced by the ABCE. Of those mentionable, the
CEG0s did not agree on how to compute the hash fu
support the Idemix way of hashing, and it took aagedfort to realize that the card needed a way to

hash the same way asRyove does it. When using the ABCE with &ktbve card, the card has to talk

to both Java and .NET. This is done via two different drivers, which apparently causes the lock one

driver has on the card to sometimes not be freed, causing the program to crash.

Anot her hard to -bfRAMDe ebugrwasshachidbatppened on t
happened at seemingly random points in computation, and was never fixed complhéselyad part

of the reason for switéhg to the MULTOS card. The MULTOS card, however, was not free of errors

at all. In the end, a list was compiled with all the limits and errors made by MULTOS. The worst one

was a problem that occurred in this projetiewa certain bit was set during a modular multiplication.

This amounted to a seemingly randbehaviorfrom the card. Luckily, and strangely, the same

mistake was not repeated if a multiplicatwwasfollowed by a modular reduction call.

2.2.2.3 Deployment

Forasuccessful start of th@lot EDOC was preparing smart cards to be issued tdsak that have
signed the legal consent forB% smart cards were prepared for iséround and 381 for th2nd
round.

D5.3_ExperiencesAndFeedback.docx Page28 of 213 Public Version 1.0



ABCA4Trust Deliverable D5.3

Preparation of smart cards includes the followitegps:

1 The customization of the smart card by printing was done using a special card printer. A smart
card number and the ABC4Trust logotype was printed on all smart sagfsdure8)
1 The installation of the ALWYadding the OSatthe card using MUtil.exe)
1 The initialization of the smart card to create a pseudonym and to generate the PIN/PUK codes
1 The upload ofJserdata tothe IdM Databasematch the card pseudonym with the IdM record
and save th&sercredentialgprepared by th&dM Portalto the smart card

Due to the large number of participants in 2melround of the Séderhamn pilot a decision was made
that EDOC would download the credentials to the smart cards before handing out the cards to the
Usess. This required that NShiad to add more functionality to the School Registration System. In the
1stround all cards were prepared by EDOC except for the last step which is to download credentials
which was done by thgsess. In the2ndround EDOC made all the preparations andattd

download the credentials.

The teachers were the first group to receive their smart cards and card readers at the school. The
teachers asked to have some time to get familiar with the RA System and to prepare some Restricted
Areas to be used by tipeipils. The next group to receive their smart cards was the pupils. EDOC and
SK administrators distributed the smart cards, PIN/PUK codes and smart card readers to the pupils in
each class separately. The last group to receive their cards was the guatdiaamart cards and the
smart card readers of the guardians were given to the pupils to bring home and give to their parents.
The guardians did receive their PIN/PUK codes with a letter sent directly to their home addresses.
This process was done witi2nweeks.

Figure 8: The final design of the smart cards

2.2.2.4 Operation

During operation th&serenters her smart card into the smart card reader which is connected to the

PC.No congctlesssmartcardreaders were used in the 8doamn pilotThe Usernavigates to the

School Portal and clicks on the AGo to the Restr
asking theUserto enter her PINcode which allows the RA Application to communicate with the

Useib s s ma rtheUserenteds.the tofrect Pislode the RA Application can begin

communicating and interacting with the smart card, the smart cards operating systenPaivaitre

ABC components including the credentials which are stored on the smart card.
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During normé&operation of the smart card, which in this case means operations such as entering (log
in to) different Restricted Areas and conducting chat communication, counsellingoatievocable
credentials that reside on the smart card do not chafige creentials can only be changed using the
School Registration System (the Issuer).

The RA Application is making use of aliases that are stored asnthgcard as a way to avoid

linkability. This means that thisontentdoeschange during normal operation.i§happens when the

User creates a new alias. Even though there is a limit in the card memory space where the aliases are
stored, there have not been any reported problems from any User related to the lack of space on the
card.

During thelstand the2ndrounds of the pilot the smart cards were working with no fail reports. Some
reports coming from the Users during the operation phase were mostly related to problems such as
resetting of the PIN code and other functions not classified as failures of thecardar

2.2.3 Tray Application

The pupils in the Swedish pilot are mainly using the school computers (laptops) to log into the
Restricted Area Application when they are at the school. As those computers may have many other
programs installed, pupils sometinesnplain about the school computers being too slow. This was
alsothe situation before the pilot started. During ilséround of the pilot, after the User Application
was installed on the school computers it was diffimuknow if the computers becee evenslower
because of the User Application or because of other programs installed on the computer.

As to isolate this performance problem and in order to improve the user experience and make it easy to
debug problems a decision was taken to developyaApplication. The Tray Application, introduced

in the2ndround of the pilot, is a Windows program that can be installed on the computer acting as a
tray icon (indicator) that shows the status of the User Applicatiothanaffersadditional

functionalties such as starting, stopping or restarting the local services. The Tray Application was also
designed to be used to launch updates of the User Application.

2.2.3.1 Implementation

The Tray Applicatiorwasdeveloped using C# programming language using .NEFraf®ework and

works on both Windows 7 and 8 based computers. The icon of the Tray Application, which is shown

in the tray, changes color depending on the status of the local services. If the local services are running
and respondinghe icon is white. Ithe services are running but not respondmigediately the icon

turns yellow, which means that the services are busy. A red icon indicates that the local services are
switched off or not responding because they are hanging. The Tray Application ioaligTTP

REST requests to check the status of the User Application.

Some of the Tray Application functionality such as to start, restart or stop the services and the
functionality to update the User Applicatibmstaller was developed but only used dgra limited

time period at the beginning of tRadround of the pilot. As those functionalities required
administrative rights for the application to control other services on the contpigevas considered

to be a potential security threat. The sdromuld not give the administrataghtsto pupils. Since a
work-around was not founthose functions were not included in the final release version of the Tray

% In the S6derhamn pilot, only the schooldeatial is revocableSo in case the User loads new revocation
information, her school credential will be updated but the attribute values of this credential will not change.
Non-revocable credentials will not change even if new revocation informataowaloaded.
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Application. The only functionality that could be used wE€IOCwashot present at the schHomas
thehow statud f u n c of the Wser [Application.

2.2.3.2 Integration

The integration of the Tray Application was done by interacting with and using some specific
functions offered by the User Application. A specific function offered by the Usdicatipnis to
check the statusy calling the URL http://localhost:9500/pilesoederhamn/issue/statiisreturns the

char value 0606 or 6106, depTharcismpe nere isft attlues <cordwei
if the service is up and running. Al ot her code
down.

To check if the User Application needs to be updated it was planned to add a function that would
query forthe curent version of the User Application installed on the computer and compare it to the
latest version on server, but this was not integrated in the version aih@pplication thafinally

was released and used in the pilot.

2.2.3.3 Deployment

The Tray Applicion was deployed and installed on the school compuitiginsthe purposeof
visualiang the status otheUser Application during the start of tReadround of the pilot. Since it was
used for testingnly and internally theapplication was launched ¢ime computer witha preinstalled
.NET framework 4.0 via executable fil& link to the Tray Applicatiorwas added ttheauto startist.

The Tray Application can also be startedthe PQoy double clicking on the executable file.

2.2.3.4 Operation

The Tray Appication was installed on all laptops at the school and it was mainly used at the start of
the2ndround while testing and debugging the system at the school. Théppéigationin

combination withthe User Application logs helped in troubleshooting, laiag and solving some of

the problems thawerefaced at the beginning, i.e. computer freeze and service hangingsélsedid

not use the Tray Application on their private compaisgrhome since debugginguld be performed

on the school machines.

2.3 Inspector

The Inspector block in the S6derhamn pilot consists of the following parts:

1 A smart card reader (same as ottses had);

1 A smart card which is prepared in a special way to contain the inspector key
1 A PC which has the Inspector Application inlsd

1 Internet connection for the Inspector Application to downlpedbentation tokens

ThePrivacyABC inspection functionality was introduced in the Séderhamn pilot to guarantee the

physical and mental safety of each participating pupil. Inspectionmeans r evel ati on of t
identity in certain predefined emergency situations (called inspection grounds). Such inspection

grounds can be:
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9 Situations implying a severe threat to the life, or the physical/mental integrity of a person

1 Situations demandg an intervention according to the Norrtullskolan policy against
discrimination and degrading treatment. This policy can be found at
http://www.soderhamn.se/download/18.12494e5813c05809128e67/Norrtullskolans+plan+mot
+diskriminering+och+kr%eC3%A4nkande+behandling.fofffurther reading.

1 An existing court order or other administrative request binding for Noktléa or
Sdderhamn Kommun

In case a participant (pupil, legal guardian, or school staff) reports an emergency siamgtgsigned
School Inspection Boandill investigate the matteiT hisboard will decide if inspection is required by
comparing the in@ection grounds embedded into the presentation token with the current situation. In
casethe comparison is positive, the School Inspection Bu#gders a formal inspection process,
forwarding the request to an assigned Inspector. This Inspector wilhpesfdouble check and is
equipped with the technical capability to reveal the identity of the pupil. Theeyphotess will also

be protocoked. This procedure guarantees that no single entity is able to arbitrarily spoil the privacy of
the pupil andhatthe identity is revealed in emergency cases only. If the School Inspection Board
decides that thsituationdoes not require the identification of tbiser, it either closes the case or may
decide to delete the content and/or write a warning to the tespRestricted Area

2.3.1 Inspector Application and Inspector Smart Cards

2.3.1.1 Implementation

The Inspector Application is based command line tools supplied by WP4 wrappadirstom GUI
application.This custonGUlisc al | ed t he &6l nspector Wrapperd.

The tods supplied by WP4 consist of a Setup Tool and the aktspéct Toal
1 The Setup Tool is used to generate the Inspector key pair and to store the private key on a
smart card.
1  The Inspect Tool which runs the actual inspection preaentatiorioken suppéd by the RA
Applicationafterthe Inspector confiredthat inspection grounds have been met.

Both tools are implemented in Javaeagcutablgars and are both adopted directly from the WP4
sample without any changes.

The custom Inspector GUI appligat (Inspector Wrapper, sdggure10) was developed to make it
easierfor a nontechnical Inspector to retrieve presentatiokens, use the smart card and inspect
messages, which were approved for inspection by the School tiespBoard.

Presentationokens are downloaded from the Rpplicationafterthe Inspector logs in to the
Inspector Wrappevia username angassword The InspectotWrapperinteractshereaftemwith the
Inspect Tool using the command line interface.

ThelnspectoWrapper waslevelopedor the .NETplatform The installation package containsth
the Inspect Tool and the Inspector Wrapper.

2.3.1.2 Integration

Setting up the Inspector consists of a series of steps which could be handled by differérioroles
example a developer who does the configuration and builds the tools and the Inspector who performs
inspection on demand.
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1 First step is to setup the configuration of the Inspector by defining the URI of the Inspector

key, receive the Credential Specificais which could be involved in inspections from the

issuer and specify URI and XML files in a property filed included in the tools.

Second the Setup Tool needs to be built and have configuration and XML files included.

Hereafter the Setup Tool could bepgled to the Inspector who will then generate the

Inspector key pair and store the Private Key on a smart card.

1 The Inspector public key must then be handed over to the Verifiers plus the developers who
are in charge of creating the User Application Inetal

7 Next step is to build thinspect Tooincluding configuration, XML files and the Inspector
public key.

= =

Naturally, the Inspector could also perform all these tasks without a developer being involved.

2.3.1.3 Deployment

In order to prepare the InspectorastrcardEDOChas used the guide provideyg WP4 and described
in 2.22.3plus the above mentioned tools, it included:

Installation of ALU of the same version asa@ther cards used in the pilot

Initialization of the smart a¢d and the generation of PIN/PUK codes

Generation of the Inspectordés private key usi
Copyingthe private key to the Inspector smart césdeFigure9) also using the Setup Tool

PR

One difference betweehd Inspector smart card and the smart cards dfsess is that the Inspector
smart card does not contain any credentials.

During the process of preparation and integration of the smart card no errors or problems were
discoveredThe key was successfulijenerated and copied to the smart card and became ready for
usage.

The Inspector key is written to the smart card using the Inspector Setup Tool before handing over the
smart card to the Inspector. The Inspector in the S6derhamn pilot is the schoolDegst®yment of

the Inspector Application in this case is a simple task of coyidgunpackingzip file to the

computer that will be used by the Inspector (the schoolmaster).

Figure 9: Inspector Smart Card
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If no content waseported and chosen forspection bythe SchoollnspectionBoard,the Inspector
Wrappemwill not displayanyinspection request©nce content was reported and confirmed for
inspection bythe SchoollnspectionBoard,aline appears ithe Inspector Wraper andthe Inspector
is able to inspedhe targetedoken andevealthe PUN of the person who pedthe reportedontent

To inspectcontent approved ke SchoollnspectionBoard,the Inspector has to launthe Inspector
Wrapperand type in logiusenameand password as shownFigure 10.

Vitaliy* - Total Commander (x64) 801 - NOT REGISTERED - o

- R - - Help
] Inspector Client Application = =

=1 |
(S ork A
—d N N
MName .
(CO[$RECYCLE 09 A
(CI[ABC4 Trust 3:i1
(D[ Config.Msi 311
(J[Docs] 311
(2 [Download: 311
(J[Dropbox] 09
(J[Games] 317
(G [Instal] B
(3[Music] 317
(J[photo] 117
(3 [Programs] 117
[ [Projects] 317
(D [system Ve 317
([ Temp] B
(J[videa] 317
Ca[vm] 317
(CITVWDExpre 317

317

3117

317

117

117

203

203

1:58

1:58

1:58

258

258

158

158 v
0k/OkinQ/

hd
F3 View F7 NewFolder F8 Delete | Alt+F4 Exit

¥ @ = Vitaliy* - Tetal Com... ® Inspector Client Appl... & i el == il Wy ENG 19:06
Figure 10: Inspector Wrapper

After successful logimhe Inspector will seea list of reportectontent which habeen approvetbr
inspection (se€igurell).
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Hello teacher! Th... | Alias_#PLERBIDF |23.10.2013 14:53

Test while recordi... | Maim Moneta
Hi from Sosso Souheil Beheri m‘

Figure 11: Inspect Tool- Inspect reported Content approved by theSchoollnspection Board

Thelnspect Tooknd the Inspector Wrapper weteployed to the school Inspector computer tied
Inspector smartardwashanded over with generated secret key on it. Testing of smart card with key
was successful. Information was decrypted correctly.

2.3.1.4 Operation

No failures or comments were reported during pilot time because of no real cases of usage of
Inspectioni no content was reported which required disclo#imguthor.

2.4 School Registration System

In the very begining of this pilot, NSN decided to deploy the ABCE and the crypto engines on a
Windows server. This entity was calléd d M A B C, aBSiydeptmaentdeb servicewithin the
School Registration Systeasdepicted inFigure3. Hosting theddentity Managemebapplications
and theddM ABC Systendon physically separateserves had several advantaged/hen this project
started the licensing issues were still unclear. Inordernottoamst i censi ng i mpacts ir
proprietary implementatiaof the IdM Application anaf the IdM Portalthe libraries of the ABCE
andof thecrypto engines were not added to the milfithe IdM. The other main advantage of this
loose couplingvasthat upgrading the ABCHid not lead to a downtime of the IdM.n@op of that, a
Windows servesupportghe installation ofNET, which is required by the-Brove crypto engine.
TheldM requires only Java, so it can be deployed in its native Linux environment on a separate
server.
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In the course of the ABC4Truproject, it became very cletirat the School Registration System
needs additional tools/applications in order to support the dstraitors of this system in their daily
tasks. Dueto the large number of participantgoal of registering authorized smart caftsV Smart
Card Registrarand atool for filling in the IdM Database (IdM Mass Provisioning Tool) were quickly
identifiedas being necessary enhancemenren though they were not taking into account in [D51]
On top of that, in the"@round of theSéderhamipilot, the IdM Admin GUI was added to the
architecture. This tool enabled administrators to modify attribute vafuéseis during the operation
phase of the pilot. If a specific attribute was already certified in a credential, the revocation of this
credential was automatically launched. Finally, since administrators were allowed to modify and add
attribute valuesa Syntax Checker was developed whiompared the entries with a specific REGEX
rule or with a list of allowed values.

Introduction of the message flow

The browsesspecificJavaScripembedded into most GUIs of the School Registration System is
downloaded by t he User ds br ows er :side récdives tHeneforewshereto p | ugi |
get the issuance policy, where to send the issuance message, where to get the presentation policy and
finally, where to send the presentation token. On the SchatReion side, the aforementioned

locations point tavebservlets. The data that is transported to the School Registration System is

always an XML body transported via an HTTP POST or GET. In case the cookie forwarded by the
User is a registered cookitme School Registration system allows all issuance and verification

services. If the cookie is not registered, relssuance is only accepted and no prior login is required.

The latter will only work for the User, if the User is able to meet the issymnticy mapped to the

specific location she is visiting and to reveal all parameter values stored on that sp€cificeU

credential. The XML body is extracted by the School Registration System using standard request and
response methods. After extractimre information from the body, the XML data is forwarded to the

601 dM ABC,a%gbsetvieenhésted by an Apache Tomcat container. The specification of these
serviceffered bythe6 | d M A B C ar8 retsetvesl bydointing the IdM frontend servifesg.

the IdM Portal) to the WSDL file ofthé | d M A B C usthy Stated-timeart development tools

(e.g. NetBeans).

2.4.1 IdM Application

2.4.1.1 Implementation

The IdM Applicationi s a s ub séedtDM fSoNSIINGsondé which had to be
into the pilot scenarios (see Task 5.7 of [DoWThis IdM Application is a SAML server which

provi des 0 sunctiogdliteto Uses genquesting &ccesswebservices i.e. relying parties.

I n order for O6singl e sdnyusthaverfailerated wit the I&M Apdlidaton.r e | y i
This federation takes place offline. The IdM Application only accepts authentication from known and
trusted relying parties.

The IdM Application is connected to the IdM Database which storgwitrede dtribute values of
Uses. In the ABC4Trust projecthie IdM Application authenticatdéssers via 2 methodésee also
Figurel2):

a) standardisemame and password
b) via PrivacyABC token

Method ajis allowed only when th&Jserlogs i to the IdM for the first time anghen her scope
exclusivepseudonym has not yet been mapped to her identity.
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After logging in to the IdM via method a), thiseris requestedia the GUI to register her card. From
then on, method a) is disabled and roeth) is enabled.

The main difficulties in théaskof adapting the IdM Application to fit into the ABC4Trust pilot
architecture were to

1 delete or inactivate functionalityf t he 061 BdvreqBimed hy the pilatséd

1 adapt the IdM Database sohas to be able to store the new attributes required by the pilot
(i.e. the attributes defined in the credential specificat@musother attributes requireg the
applications themselves to cope with the new functionglities

connecttothé | d M A B C tosnaldetPevatgABC verification

re-design the GUI, incorporate ABCA4Trust logogorporatelJavaScrip required for
PrivacyABC verification, support Microsofis Internet Explorer

1 support Swedish

The IdM Application combined withthé | d M A B C, c& yhere¢fazerbé considered as Privacy
ABC Verifier as specified in [D51].

The IdM Application incorporates a significant set of servlets, most of which handle the SAML call
flow. But in effect only 2 servlets handle the Priva®C traffic:

1
1

9 verification/pdicy
9 verification/verify

1B dM Application 1™

Nyheter Inloggning med engangslésenordet
+ MNSNs IdM har farbattrats med
ABC teknologi ! S Pijot anvandarmummer:
» Piloten inleds i maj 2013 Engangslésenord: Logga in
Mine Favoriter Inloggning med ABC teknik \
« IdM Portal Logga in med smartkort |

* Eurodocs
* Norrtullskolan

Anvandarvillkor och
integritetspolicy

+ Anvandarvillkor och
integritetspolicy

Verifieringsstatus :

Figure 12 IdM Application Login GUI
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2.4.1.2 Integration

Since the IdM Application itself does not host the ABCE libraries and CEs, the IdM Application has to
forward presentation policy requests and predemt tokengothe6 | d M ABC. gldM e mbd
Application therefore basically acts as proxy when it comes to handling PABCymessages.

The IdM Application connectsto tiiel d M A B C vi&WSDt fdlem dhe IdM Application is
therefore avebservice client in the scope of Priva@\BC verification services. When the IdM
Application accessesveebservice of theé | d M A B C, aB Exshanggbéta class containing one
or more strings is forwarded in the request.

When a User tries to login to e.g. tlid1 Portal, she is forwarded to the IdM Application GUI which
requests the User to login via OTP or via A&Chnologies When thebrowser of the User displays

the login pagethe Ul has already loaded tlkavaScripand isthereforealready aware of thgolicy

URL and the verification URL. As soonte® Usep r e s s e s ltodge in inad snmadkaita 6
specificJavaScriptunction is executed. The User now visits the policy URL which points to a servlet
of the IdM Application.The task of this servkes toquerythed | d M A B C foSaypeesemrtati@n

policy with a fresh nonce. Please note, that thigssentation policy is static except for the nonthe
policy itself is very simple and does not require the User to possg8sigacyABC credental. The
policy only requires the User to present a seepausive pseudonym mapped to the scope

Our n: soder ha nihe:ldMépgplicatanfoavardsmmydthe policy IDtothel d M ABC
Sy s tviathé ExchangeData clas$he policy ID is configurdb via properties file. Imptant to

note is that since the Swedish alphabet contains some special characters which are used in the
OFriendl yPolicyNamed and O6FriendlyPolicyDescript
response sent back to tser has to be in UFB format.After receiving the presentation policy, the
User generates a presentation tof@mtaining the scopexclusive pseudonyngnd offers it to the
verification URL. The servlet of this URhas as task to forward the presdotapolicy alternatives

and the presentation token via the ExchangeData classdolthe M A B C foSverBidatem 5

the token ivalid, the6 | d M ABCr 8ystremd 6 SUCCESSS6 as string and
OHtt pSer vl et Re s p o n Eimally,$h€ IdD Kpplicatiam retridves the ideatity.of the
User by making a lookup in the IdM Database using the verified seoapesive pseudonym as

handle.

Theservlets of thédM Applicationare not sessieaware and communicavéth sessioraware parts
of thisapplication using a lookup table.

Integration tests of the IdM Application alone are not possible as a SAML @lerd relying party)

is needed. The IdM Application requires a Linux serpeeferablySuSe) as host. This server must be
provided with an LDAP server (preferallBpenLDAPfor the IdM Databageand an Apachd&omcat
installation. The SSH servand Java OpenJD#retypically included inLinux but needo be selected
during the installationSince the User will access the IdM Applion directly via the Internet, the
ApacheTomcat container must be provided with an X.509 certificate so that the connector can

enforce SSL encryption. Finall vy, NSNoés firewall
connector.
Aftersettingup t he server within NSNO6s integration test

copied into the Apach&omcat containerThe only test that can be performed without a SAML client
is checking if the application powers up without errors. If a SAMéntlis available (e.g. the IdM
Portal) logging in to the IdM Portal via OTP can be verified. Ifédhed M A B C is $nfiree toe, md
logging in to the IdM Portal with the HW or the SW smart card can be tested.

D5.3_ExperiencesAndFeedback.docx Page 38 of 213 Public Version 1.0



ABCA4Trust Deliverable D5.3

2.4.1.3 Deployment

In both rounds of the pilot, tHechool Registration System was installed in one gbaiEDOCtarget
site. This chapter will concentrate on the steps that had to be followed for customizing the IdM
Application from the integration testing environment to fit into the target site.

EDOCprovided an Ubuntu server foreaHdM Application. As in the integration testing environment,
LDAP and Apach€fomcat had to be installed.

EDOC made use of the emoard firewall of Ubuntu (UFW). Port 8443 had to be opened in the UFW

in order to allow Inérnet access to the HTTPS port of the IdM Application. The firewall aisst

allow traffic originatingfromthe6 | d M A B C. 8ithautthssmlé,the6 | d M ABC Sy st embd
cannot terminatéhe TCP connections successfulbAnd finally, the UFW had to beonfigured to

all ow NSN6s developers access to the SSH server

The IdM Application had to be customized to fit ilEDOCtarget site. Next to adaption the pom.xml
to point to the new wsdlLocatidrttp://abce.abc4trust.se:8080/ABCATrustSystem/abcHandler,?wsdl
the abcHandler.wsdl file had to be modified to point to the new S&ldiRess
http://abce.abc4trust.se:8080/ABCA4TrustSystem/abcHandler

With these changes, the IdM Application can connecttéthed M A B C wébgesvicess.m 6

Finally, the policy and verify URLs afflebpage of thédM Applicationhad to be modifiedot point to
its servlets.

As stated previously, the IdM Application cannot be tested alBaeas soon aa SAML client, e.g.
the IdM Portalandthed | d M A B C ar8up and eumibg, the complete functionality of the IdM
Application can be verified.

EDOCand NSNexecutedhe system testsBefore the operation phase of the pilot, NSN invited to a

formal handover of the School Registration System and the Revocation AutHeEyCthereafter

configured their firewall to block traffic coming from NSMf t er &6cutting the | ine:
the operation state.

2.4.1.4 Operation

During the operation phase of the pjlioteraction with the IdM Application was performed using
GUI tools i.e. the [dM Admin GUI and the IdM Portdtor these tools, the IdMpplication
authenticated the Users via SAML.

No IdM Application failures were reported during the operation of the pilot.

2.4.2 |dM Portal

2.4.2.1 Implementation

Both the 1 dM Port al and the I dM Application repr
Portd is a SAML <client and must have federated wit
ond6 feature.

The IdM Portal itself does not authenticate Users. It redirects Users to the IdM Application for this
taskv i a a AS A MLR ed@ uléthe guhentication was successful, the SAML response will
contain a uniquéameid 60f the User. After evaluating this response, the |[dM Peetatls a SAML
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QAttributeQuery  6d i r ect |y
torecei ve all attr
upon during federation.

o the
u

t ldM Application (without
i butes stored about the User i n

The following main implementation tasks had to be performed to enhance and adapt the IdM Portal for
the deployment in the Soderhaipitot:

T del ete or inactivate functionality of the OITI
1 connecttothé | d M A B C tosgnaldlePrivanABC issuancetelssuancesevocation
andverification

1 connect to the IdM Database to storesbepeexclusive psadonym and theevocation

handeasnd to set the oneTimePass flag to 6édisab
1 redesignand enhancthe GUI incorporate ABC4Trust logocorporatelavaScrifg

required for PrivacdABC issuance and verificatipgupport Microsofis Internet Explorer
1 support Swedish

The IdM Portal, combined withthiel d M A B C is®agthsatPevat\BC Issuera PrivacyABC
Verifierand a O Revoc adcirdngto[Peljuest or o6

The IdM Portal incorporates a significant sePofvacyABC servlets

issue/statred
issue/ste@red
verification/policy
verification/verify
test/policy
test/verify

E R I ]

Credis a placeholder for the 6 different credentials the IdM Portal can(ssadabs ifrigure13). So
in effect, the IdM Portal offer 16 servidts handling PrivacyABC related requesBlease note, that
the 2 06issuebd servliets process relssuance too.
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Nokia Siemens
Network!
ﬂm IdM Portal Mi.,“....,"_, S

Eil ctioner - n Skola i Barn I Klass I Vérdnadshavare i Roll i Amne d‘

Certifikat/Intyg Dina attribut
Testa ditt kort Hir kan du se innehdllet, vilka attribut, som finns det
certifikat som kallas
Logga ut skol certifikat
- . Férnamn Frank208
P -. Efternamn Olsson
M Skolans namn Norrtullskolan
ABC4Trust konsortiet Anvandarnummer 001224-0908
Eurodocs Kén IEE
Norrtullskolan - - = - -
. Ladda ner certifikat till kortet | <-- Kréver ingen atgdrd

Anvandarvillkor och
integritetspolicy

Figure 13: IdM Portal GUI

2.4.2.2 Integration

Identical to the IdM Application, the IdM Portal acts as proxy when it comieartdling Privacy
ABC messages. The IdM Application connects todHed M A B C vi&WSDt fdem @/hen
PrivacyABC issuance or verification is requested by the User, the IdM Application calls the
correspondingvebservice ofthed | d M ABC. Syst emb

In the design phase of the ABC4Trust project, it was decided not to allow the User to launch
revocation directly. The IdM Portal triggers revocation indirectly if the User rexfoest credential
which has already been issued to the User. In this cadeMrHRortal will offer the revocation handle
of the old credentialt6 | d M A B Cs révpcatioreah$ervice.

When the IdM Portal receives the attributes of a specific,litseill evaluate the oneTimePass flag.

I f this fl ag i v Psraltwill onty ofierahe Blderthe dogsjbility af registerchg her

smart card in the GUIThe GUI that will be presented to the User contdmsScrippointing to the

policy URL and the verification URLer aAdidsgookoad
will visit the corresponding servlet. The servlet will forward the policy ID tadthed M ABC Sy st em
in the ExchangeData class. Please note that this policy ID is identical to the policy ID the IdM

Application uses for authenticatingsers. Therefore, the User will be requested to generate a scope
exclusive pseudonym based 06ur nPrivacyABC haradshake r e gi st r
for registering the smart carslidentical to the flow described #14.1.1 Important to note is that the

IdM Portal will become aware of the scepeclusive pseudonym during this handshake. If

verification is successful, the IdM Portal will check if the presented pseudonym is in the list of

authorized pseudonystared in the IdM Database. If this is the cadee IdM Portal will mark this
pseudonym as O6cl aimedé, map it to the identity o
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Once the Userodés smart card i s pseeigthesQUEeoftlkeddM mor e s
Portal. From row on, the User can apply for Priva®BC credentials. When the User clicks on a

specific tab mapped to a specific credential, the corresponding issue URL and stapeldRlted.

Finally, when the User clicksanh e 6 Ladda ner certifikat till kort
corresponding issuance policy. For obtairtimig policy, the IdM Portal forwards the relevant

attribute values of the User via the ExchangeData clabgWwebservice method ahe6 | d M ABC

Sy s trespodsible for starting issuance of the specific crederialssuance policies of the I[dM

Portal require the User to presentaseepec | usi ve pseudonym based on o06u
After receiving the issuance poliadje User forwards an issuance message tcettwbes located at the

step URL The servl et r es po nmeguedislisavardad whith credegtialtmhse 6 st e
be issued And the servlet knows the identity of the User based on the cookie thgtdsents. So

the servlet can check if the scepeclusive pseudonym the User is presenting matches the-scope

exclusive pseudonym mapped to her identity. Only if this is the case, the IdM Portal will forward the
issuance message of the User todHe AANB C S y. $ssuenoedof Idemix credentials require in

general 2 rounds of messages. In the caseRxfove; 3 rounds are required.

If the User has already obtained a revocable credential and applies for the same one, the old credential
will be automaticlly revoked by the IdM Portal before this application requesteéthed M A B C
Sy s tteserd an issuance policy with a fresh nonce.

In the case of WProve, automatic relssuance is supported by the IdM Portal. During the issuance of a
U-Prove credential, thUser Applicationstores the issue URL atigestep URL. If the first batch of
credentials/tokens has already been consumed by the User, the User automatically visits the |[dM
Portal responsible for the issuance of this credential and applies for atebw Bhis procedure is
GUI-less. No Wer interactiorfand no PIN)s required for relssuance.

With a valid school credential (credSchodtie User has the possibility testhersmart card.
Basically, PrivacyABC verificationwill be launched using specialpresentation policy requiring the
possession d validcredSchoolln the Séderhamn pilpthis policy requires the User to reveal her
first and last name.

As in the IdM Application, the servlets have no session awareness. So the data exobavegd b
the servlets and the sessiaware parts of the [dM Portal are managed via a lookup table.

The IdM Portal stores all images used by the IdM Portal itself and by the IdM Application. On top of
that, the IdM Portal stores the images of the credsntiahch credential specification defines from
where the User must download the cgpmegling image via the abc:DefaultimageReference field.

Integraion testing of the IdM Portal requires the presence of the IdM Application. If not, all User
requests wilbe rejected since authentication is not possible. Registering theesadpsive

pseudonym, executing Priva@yBC issuance and verification requires the presence af thel M A B C
Sy s t. @hadative environment of the IdM Portal is a Lishased OS. NSs integration testing
environment hosts the IdM Portal on a SuSe server. As sta?efl In2 the |IdM Portal requires
OpenJDK an SSH servand an Apach&omcat installation. Since the IdM Portededs to connect

to the IiM Databasethe I[dM Portal must be located on the same machine as the IdM Datdtiase. T
way, access to the database can be handled internally via localtiasit involving a firewall In

both pilots, the IdM Portal and the IdM Applicaton are hostetlérsame Apach&omcat container.

Both the IdM Portal and the IdM Application must be directly accessible via the Internet. The
connector of port 8443 of this container must be configured with an X.509 certificate and enforce the
use of SSL.N S N 0 s allfmust alaw incoming Internet traffic to port 8448d allow incoming

traffic to the SSH port only from dedicated source IP addresses.
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2.4.2.3 Deployment

The deployment of the IdM Portal is very similar to the IdM Application (pleas8est®on2.4.1.3
since both applications are hosted in the same Apacheat container. The IdM Portal requires a
subset of the same firewall rules and connects td thed M A B C dusiryg $ts bailchvéia WSDL
file.

The only difference to the giloyment of the IdM Applicatioist hat t he | dM Portal 6s
edited when shifting from one site to anoth#reseURLs in theJavaScripof the GUI are

configurable via a properties file. This featwas easily implementable since the [dMtabGUI is

designed using Java Servlet Faces (I&#)nology Contrary to that,ite IdM Application uses Java

Server Pages (JSRchnology

EDOCand NSN executed the system tests. Before the operation phase of the pilot, NSN invited to a

formal handweer of the School Registration System and the Revocation Auth&iDCthereafter
configured their firewall to block traffic comin
the operation state.

2.4.2.4 Operation

During thelstround of the S6ddamn pilot EDOC assistithe Users to visit the IdM Portal in order

to download their credentials to their smart cards. The Users had to download each of the credentials
separately. Before the start of i round EDOC downloagtlall the credentials tthe smart cards

before they were handed out to the Users.

During the2ndround of the pilot, while the smart cards were prepared by EDOC, a recurrent failure
was discovered which was blocking the process of downloading the credentials to the smart cards.
This issue did not appear earlier, in fistround, because only smalimber of smart cards was
prepared.

This failure appeared ahanging oftthe Userservice during issuance and had quite sporadic
occurrence$ that made debugging more complicatedh&mced for th&ndround of the pilot, the
logging of the UseApplicationmade WP4, WP5 and WP6 come to the assumption that the hanging
was related to the lock of-Brove under the User Application Windows service. After the fix was
posted and the User Alication was updated no more problems were reported. The conclusion was
that the issue with the hanging of the Usmwice was not caused by the IdM Portal.

Issuance of credentials and storing them on the smart cards via the IdM Portal interfacesdias test
using up to 50 smart cards in a row, which allows positive conclusionsthbeoeliability of the ldM
Portal for mass usage (issuance) during the pilot, even though Users did not have thalidss
Portal.

2.4.3 IdM Mass Provisioning Tool

2.4.3.1 Implementation

For provisioning singléJlses i n the |1 dM Database, the developer
Ad mi n o(http:/omve.ldapadmin.org). On the one handhis tool allows fine granular tuning of

the databas@n the other hand, this to@quires deep knowledge of its structure, including

knowledge of the applications reading and writing intarid knowledge on the syntax of the allowed

values of its parameters and fie([@seFigure14). So it was clear, that this tool only had limited

usefulness for foreign administrators i.e. administrators which were not involved in the development

of the School Registration SysterAnother argument for the development of a provisioning tool was

that the Séderhamn pilot required large numbers of Users to be provisioned
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Figure 14: Snapshot of IdM Database using LDAP Admin Tool

The IdM Mass Provisioning Tool was not taken into account in the architecture and in the
requirements of [D51]. But the necessity of such a tool became clear in the course of the pilot. The
following main implementation taskad to be=xecuted

9 provide an interface to read the data of a comma separated file as input source (see
Table2)

1 allow asoptionalinput data theutput data supplied durirthe initializationof the smart cards
0 Scope Exclusive Pseudonym
0 smart cardD
0 Crypto Engine Type (Idemix or-Brove)

check the syntax of the input data befevriting it into the IdM Database

provide an interface to the IdM Database

provide a seHexplaining GUI for triggering the functionalities of the application

pr ovi de safeguards so as to not overwrite alr

smartcarddata

1 support Swedish attribute values

= =4 —a -9

Important to note, is that shortly before tf#érdund of the Séderhamn pil@&DOCneeded to shorten

the installati on t i methecbnvanibnee opthepuplEX&desidadior t car ds
distributethe smart cards witla complete set gire-installed PrivacyABC credentials.In the original

setup, this meanhat the administrators responsible for the operation phase of the pilot would have to:

1. initialize thesmart card

2. deploy the Smart Carddgistrar and thereby feed the IdM Database with data mapped to the
pseudonyms

3. deploy the IdM Mass Provisioning Tool to feed the IdM Database with data mapped to the
Users

4. register thesmart card via the IdM Portal using the OTP of the Users

5. use the IdM Pdal to apply for PrivacdABC credentials
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In order to shorten themart carcgreparation time, ALX added a feature to the initializer ofstiart

carcs so that the Scope Exclusive Pseudonymsiinrt cardD and the Cryto Engine Typeoutput

to anewCSYV file as a result of the initialization. AMWSN added &eatureto the IdM Mass

Provisioning Tool to pick up these values next to the values mapped to the Users. So in the end, the
administrator of the pilot just had to prepare the User data inex(s&i@lT able2) and copy/paste the

smart cardlata into it before launching the tool to import the resulting table into the IdM Dat&umase.

in effect, the steps 2, 3 and 4 were merged into a single step.

D 3 F G H | J K L " N o P

1 = = = = = = = = =
2 "30j1992 "001224-0000 'male MA,SVA,TIBL SLTM, MU, HKEN,SP,FR,TY,IDHP "7A-13/14 710810-1111,711027-1111  001224-2222,040501-3333 _ school administrator Norr

3 230j1992 "001224-0901 'male MA,SVA,TK,BLSLTM, MU, HK,EN,SP,FR,TY,IDHP "ac-13/14 7110271111 Norr

2 [23dj1992 0012240002 'male MA,SVATK,BL SLTM, MU, HK EN,SP,FR,TY,IDHP n Norr

5 "230j1992 "001224-0803  'male MA,SVATK,BL SLTM, MU, HK,EN,SP,FR,TY,IDHP "A-13/14 710410-1111,711027-1111 _ 001234-2222,040501-3333 _ school administrat Norr

6 '230/1992 "001224-0804  'male MA,SVATKBLSLTM, MU,HKEN,SP,FR,TY,IDHP "ac-13/14 7110271111 Norr

7 [230i1992 ’001224-0905 'male MA,SVATKBL SLTM, MU,HKEN,SP,FR,TY,IDHP Norr

8 730j1992 0012240906 'male MA,SVATKBLSLTM, MU,HK EN,SP.FR,IDHP TA-13/14 710810-1111,711027-1111 _001234-2222,040501-3333 _ school administrat Norr

9 30i1992 0012240907 'male MA,SVATKBLSLTM, MU HK EN 5P FR,TY,IDHP "BC-13/12 711027-1111 Norr

10 [23dj1992 0012240908 Temale MA,SVATKBLSLT_MU,HK EN,SP, FRTY, IDHF n Norr

11 [23di1992 "001224-0909  'male MA,SVA,TKBLSLTM, MU,HK,EN, FRTV,IDHP "A-13/14 710410-1111,711027-1111  001224-2222,040501-3333 _ school administrat Norr

12 23dj1992 "001224-0920  'male MA,SVA,TKBL SLTM, MU,HK,EN,SP,FR,TY,IDHP "ac-13/12 711027-1111 Norruliskolan
13 23dj1992 "001226-0911  'male MA,SVA TKBLFR,TY, IDHP n Norruliskolan
12 23dj1992 0012240912 'male MA,SVA,TK,BL SLTM, MU, HKEN,SP,FR,TY,IDHP "7A-13/14 710810-1111,711027-1111 _ 001224-2222,040501-3333 _ school a Norr

15 2301992 "00122¢-0913  "femal MA,SVA,TKBLSLT_ MU, HK,EN,SP, FR,TY,IDHF "ac-13/14 7110271111 Norr

16 2301992 0012240914 'male MU,HK,EN, S, FR,TY,IDHP. n Norr

17 2301992 0012240815 'male MA,SVATK,BL SLTM, MU, HK,EN,SP,FR,TY,IDHP "A-13/14 710410-1111,711027-1111 _ 001234-2222,040501-3333 _ school administrat Norr

18 /2301992 "001224-0816  'male MA,SVATKBLSLTM, MU,HKEN,SP,FR,TY,IDHP "ac-13/14 7110271111 Norr

19 f230i1992 "0012240917  "male MA,SVA TKBLSLTM, MU HK,EN Norr

Table 2: Input File of IdM Mass Provisioning Tool

2.4.3.2 Integration

The IdM Mass Provisioning Tool does not make use of Pri¥d®§ technologies. But the tool can

be considered as @nabledfor the School Registration System. Td&IMass Provisioning ool is

a Jva executable which allows provisioning of the IdM Database via graphical user interface (GUI).
As prerequisite, the administrator must prepare a CSV file containing the Usésestigure15).
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-Ioix

Subscriber

Soderhamn Pilot: Provisioning of ABC Users in IdM Database via LDAP

Add Subscribers from CSV File x|
Lock in: I || Idap-prov4Soderhamn j QT E
MName = |v| Date modified |-| Type |v| £
..-g' .svn 26.09,2013 10:50  File folder
Recent Places | massprov 27.07.2012 15:05  File folder
L EIC 27.07.2012 15:05  File folder
| | target 14.09.2013 11:11  File folder
Desktop i35 schoolTestUsers2ndRound_vs.cev 14,09.2013 15:21  Microsoft Office ...
H i34 SchoalTestUsers2ndRound _vé.csv 23.09.2013 20:30  Microsoft Office ...
Libraries
(y
Computer
A
L3
Network
4] | i
File name: I‘.csv j Cpen I
Flesoftype: Al Files (") =l Cancel
g

Figure 15: IdM Mass Provisioning Tool: Add Subscribers from CSV Menu

In the integration phase of the pilot, only test User data is hanBladerification purposes,

additional menus were developed which allowed provisioning data ofle biser(seeFigure16). A

closer look at this figure reveals which attribute values can be edited. The attribute specialRole is an

i mportant marker for the I dM Admin GUI rightsl f the
are mapped to thigserallowing her fullcontrol when using thielM Admin GUI.
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Edit User's Personal Data =lolx

User ID {e.g.: 0023) |

firstName (e.g.: Charlie)

lastHame (e.g.: Brown)

subscriberPassword (e.g.: 23Awda)

oneTimePass (e.g.: enabled) enabled

schoolName (e.g.: Norrtullskolan) Morrtullskolan

pilotUserlumber (e.g.: 991224-1234)

gender (e.g.: male)

schoolSubject (e.g.: MA,NO,BL)

schoolClass (e.g9.. TA-13/14)

schoolRole (e.g.: pupil)

schoolGuardian (e.g.: 601023-7654, 590321-6565)

schoolChild (e.g.: 991224-1234)

specialRole (e.g.: none) none

Add User

Figure 16: IdM Mass Provisioning Tool: New Subscriber Menu

The 6Show Sub s diguref7 gives@rovariemuof whisheUsers are already stored in
the IdM Database. This menu was mainly developed for testing too.
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x
,:"i}, 0200
. 0020
0021
0022
0023
0024
0025
0070
0071
0072
0073
0074
0075
0076
0077
0080
0081
0082
0201
0202
0300
0301
0302
0303
0304
0900
0901

Figure 17: IdM Mass Provisioning Tool: Show Subscribers Menu

During integration testing, the IdM Mass Provisianifool was launched directly out of the NetBeans

IDE. The check if all values were really copied into the IdM Database was performed using the

LDAP Admin Tool mentioned previously. NSNs firewall had to be configurediéav incoming

traffictothe LDAPport of the | dM Dat ab aenb.Pleaseonote, thite ¢ o mpan
access to the |dM Databaseajuires knowledge of a password.

Testing the I'dM Mass Provisioning Tool included
conf i gueisrespomgibte fof the ltool location and the database loc#timhth e 6 cat egor i e
configurationé file is responsible for the synt a

2.4.3.3 Deployment

With the 6config propertiesé file, t hetlochtidlM Mas s
In the S6derhamn pilot, this tool was moved to the Windows server and thésefotecated with

the ApacheTomcat applicatiod | d M A B C. Bug t® this fad, the Ubuntu firewall protecting

the IdM Applicationwith its IdM Database hatb be configured to allow incoming LDAP traffic

originating from the Windows system.

EDOCand NSN executed the system tests. Before the operation phase of the pilot, NSN invited to a

formal handover of the School Registration System and the Revocatibarityy EDOCthereafter
configured their firewall to block traffic comin
the operation state.
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2.4.3.4 Operation

During the operation of both pilots the IdM Mass Provisioning Tool was used by EDOC aaithe m

interface to upload the User data to the IDstabaseThe input to the tool wascomma separated

text file. This text file was exported froafilled-in Excel template that was provided by N$NXcel

provides the functionality to export tables int8\C(comma separated value) formBhe IdM Mass

Provisioning Tool is sensitive to text encoding (the text had to be in the Wind2®s@ encoding) and

to the CSV delimiter (the delimiter has to be se

While filling in the template with the Uséiata EDOC had to be attentive and make sure that the User
ID, the PUN and the pseudonym were not already uploaded before. This had to be manually checked
by EDOC.

After thelstround the IdM Database was wiped.

2.4.4 1dM Admin GUI

2.4.4.1 Implementation

The developrant of the IdM Admin GUI was requested BPOCbased on a need to allow
provisioning of the User data during the operation phase when the Users were active.

The development of the IdM Admin GUI is based on the IdM Portal. The IdM Admin GUI does not
authenticate the Users itself, but redirects the User to the IdM Applicatighisotask So the [dM
Admin GUI is a SAML client. Se8ection2.4.2.1for details on SAML handling.

As with the IdM Mass Provisioning Tool, the IdMImin GUI was not taken into account in the
architecture and in the requirements of [D51]. NSNED@Cagreed on the following development
packet:

9 authenticate the Users

1 offeradministratioomenusonif o User s with the OshpsechhadIRol eb
administratoro

connecttoth® | d M A B C to®rnabld Peiva@ABC revocation and verification

connect to the IdM Database to storedeleteattribute values

support Microsoftds Internet Explorer

support Swedish attribute values

check the syntaof the input data before writing it into the IdM Database

automatically launch revocatioif,an attribute value in a revocable Priva&BC credential is
beingmodifiedand if the User already obtained such a credential

In order to be able to deploythed M Admi n GUI, the Oschosmart admi ni st
card If the administrator has not yet registered his Smard Card, an integrated registration menu offers

this service. As soon as the administrator is logged isnagxt cardhe can entehe PUN (Pilot User

Number) of the Jer whose attribute(s) he needs to modifyer entering this PUN, the I[dM Admin

GUI will send arnttributeQuery & t o t he |1 dM Application in order
about this User. Please note, thatdtigbute release policy of the IdM Admin GUI is different to the

attribute release policy of the IdM Portal. One main difference is that the only SAML client that can
retrieve the 6éspecial Rol ed par alfthe adeinstratoadntere of Us
a PUN of a User who is himself a school administrator, he will be notified that this is not possible.

Elevatgp User s6 rights from spésdhhd®oladminminsetdr atoo rs§
preventedtooDe gr adi ng Usepebéianl bt e=Hbsomool administr a
speci al Rol e=0no0n e dnthwselspecifia tases, thd LOARAdmIv Toal mustde

used.

=4 =4 -8 _-a_-a_-2
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The IdM Admin GUI together withthé | d M A B C is othsatPevac\BC Verifier and a
6Revocat i oncorBimggqoyBbsl.t or 6 ac

The IdM Portal incorporates a significant set of servlets, most of which handle the SAML call flow.
But in effect only 2 servlets handle the Privak3C traffic:

T verification/policy
1 verification/verify

Thehandling of these servletsigentical to the policgervlet and the verify serviegquired for
registering thesmart card as described i2.4.2.1

The IdM Admin GUI offers one tab per Priva@BC credentialseeFigure18). When the

administrator selects a specific tab, he will see all attribute values mapped to this credential. If the
administrator changesea t t r i but e val ue, Fidure3) WilS/grifyths xalueCch ec ker 6
against a lisbr a Regex rule. If the syntaxvalid, theldM Admin GUI will launch revocation (if

applicable) andhenmodify the value.

Next to the tabs offering modifications in the attributes of the PriveR§ credentials, the
application ofrfwircse,a wWwhiestetb d&siead &l Isye decoupl es t
scopee x cl usi ve pseudonym, | aunches revocation of t
and allows login of the User via OTP again.

° € [dM Admin GUI ot

Mmm i

[ functions @ ] [ schoot | chita | class | cuardian | Role | subject -‘
Pilot User Number L )
Attributes and 001224-0301: Tom301 Jackson
Credentials

Administer School Credential Attribute Values
Reset User .
Firstname |Tom301
Logout Lastname |1ackson
- SchoolName |N0rrtu||sk0|an
ﬁ Pilot User Number 001224-0301
Gender |male
ABC4Trust Consortium Birthdate 24.12.00
Eurodocs
Revoke+Save |
Norrtullskolan

Figure 18 IdM Admin GUI

2.4.4.2 Integration

In the case of registering tlkenart carcf a User and thereby claiming a sc@pe&lusive pseudonym
(based on the same scope the IdM Application, the Smart Card Registrar and the IdM Portal are
using), the application acts as pyo In the case of revocation, the IdM Admin GUI is the originator
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of the request. Please note, that launching revocation requires no interaction aitlatheard of
the Users.

As in the IdM Application, the 2 servlets have no session awareneske &ata exchanged between
the servlets and the sessiaware parts of the IdM Admin GUI are managed via a lookup table.

The IdM Admin GUI stores all images required for the GUI itself and is not dependant on the IdM
Portal.

As in the IdM Portal,ite IdM Admin GUI connectstothé | d M A B C vi&WSDt fdem@/hen
PrivacyABC verification is requested by the User or revocation is launched by the application itself,
the correspondingiebservice of theéd | d M A B C is8ajlesl.t e md

All applications within he School Registration System except the [dM Mass Provisioning Tool
require to be hosted in an Apaehemcat container. The I[dM Admin GUI is only dependant on the
presence ofthé | d M A B C (f®@ registeenmthesmart cardf the administrator and fo
launching revocation) and the IdM Application (for authenticating the administrémate

integration testing environment, the IdM Admin GUI is hosted in the same AfJacheat container
which hosts the IdM Application and the IdM Portal, but folusieg reasons, the application is
designed to be easily shifted into a container hosting the administraghoepplications. As in the

IdM Portal case, HTTPS is enforced by pointinggbeverxmif i | e t o an X. 509 certi
firewall must allow hcoming Internet traffic to port 8443 and allow incoming traffic to the SSH port
only from dedicated source IP addresses. The former rule dib@< and WP4 to participate in the
integration test.

2.4.4.3 Deployment

Contrary to the previous phases, beginniiily the deployment phase, the IdM Admin GUI must not
be accessible via the public Internet any more.

To enable this, the IdM Admin GUI was moved into an own Apdabmacat container. This allows
configuration of a new HTTPS listening port, i.e. 8444eldM Application and the IdM Portal are
located on the same server hasting the IdM Admin GUI. The UFW firewall of this server allows
Internet access to port 8443. For protecting the IdM Admin GUI, the same firsustlbe
configured to allow traffic to @t 8444only from specific source IP addresses.

As described i2.4.2.3 the IdM Admin GUI is configurable via properties fil8o for customization,
i.e. for adapting the application to work in the target environment, balproperties file needs to be
adapted and the WSDL pointers in 2 locatidhd.(L.3 need to be adjusted.

EDOCand NSN executed the system tests. Before the operation phase of the pilot, NSN invited to a

formal handover ofhte School Registration System and the Revocation AuthdiDOCthereafter
configured their firewall to block traffic comin
the operation state.

2.4.4.4 Operation

The IdM Admin GUI was used to edit thes&f data in the IdM Database. This tool was developed for
the2ndround of the pilot as to simplify the process of editing User data and prevents mistakes in data
format and structure.

Tests before the pilot and further usage did not discover any mitiucases.
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2.4.5 Smart Card Registrar

2.4.5.1 Implementation

Complex scop@xclusive pseudonyniseeFigure19) cannot be added to the IdM Databassually
This argument and the insight that the administrator must handle 2 kinds dislatalta andmart
card chta)in 2 independent storage areas of the |dM Dataleaskto thelecision fordeveloping the
Smart Card Registrar.

=

Start Edit View Took ?

2% |2 aX P F|0006E 3
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Figure 19: Smart Card Data in IdM Database

Contraryto the IdM Admin GU]J the SmarCard Registrar does niquire authentication of the
administrator at all. The Smart Card Registrar is also no SAML client and needs not retrieve any User
data. The service for registerismart card is accessible to anybody that can accessvitis

apgication.

The Smart Card Registrar was not taken into account in the architecture and in the requirements of
[D51]. This service includes the following development packet:

1 offer administration menus to all administrators of the school

1 connecttothé | A8 C Sy t® enahhedrivacABC verification

1 connect to the IdM Database to stomvsmartcardl at a or t o overwrite ol
smart cardlata

support Microsoftds Internet Explorer

allow input of crypto engine type asdart cardD (seeFigure20)

provideas af eguard so as to noemartocardtawr i t e al ready
provide a warning if @amart cardD is already used in the Idlatabase

E

After initializing thesmart card, the administrator will use the Smart CRehistrar to input the

crypto engine type together with thmart cardD and to extract the scofxclusive pseudonym

(based on the scope Our nsmarbcdrd Thissmarhcardlaags siored at i on 6
in the IdM Database using the pgenym as handle.
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5 Nokia Siemens
|dM Smart Card Registrar Networks
Mlm"m —
s o D
- — 1
\ .- Here you can store the scope-exclusive-pseudonym
— generated by a smart card as authorized pseudonym into
ABC4Trust Consortium W
Eurodocs U-Prove
| ETE SR ) Smart Card Identifier 9887 | CheckID | = ResetID |
[ i Register a Smart Card ]

Figure 20: Smart Card Registrar GUI

The Smart Card Registrar together withéhe d M A B C is & PrivacyABCOVerifier according
to [D51].

The Smart Card Registrar incorporates only 2 servlets to handbeitlaeyABC traffic:

9 verification/policy
1 verification/verify

The handling of these servlets is significantly different to the handling descriBeti2r, as in the
case of the Smart Card Registrar, shtart cardlata is bing initialized in the IdM Database.
Contrary to this, theegistration services @M Admin GUI and the IdM Portdink the smart card
data(provided by the Smart Card Registrerthe User datéprovided by the IdM Mass Provisioning
Tool).

2.4.5.2 Integration

The Smart Card Registrar connects todhe d M A B C viSayWSDLefilm.0When the

admi ni strator presses the O6Register a Smart Card
between théJser Applicatiorandthed | d M A B C. Sngesthe eegikar is able to extract the
scopeexclusive pseudonym from the presentation token sent by the User, it can cache this value

before forwarding the tokentotbel d M A B C. Whgngshigdel nddbM A B C acBnowldedges 6

that the token is ok, the Smart Carcgie&rar will store the pseudonym along with other flags and

information into the IdM Database.

As in the IdM Application, the 2 servlets have no session awareness. So the data exchanged between
the servlets and the sessiaware parts of the Smart Carddirar are managed via a lookup table.

The Smart Card Registrar stores all images required for the GUI itself and is not dependant on the IdM
Portal.

It is recommended to host the Smart Card Registrar in the same Apaicat container that hosts
the IdIM Admin GUI. In the integration testing environment, the Smart Card Registrar is hosted in the
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same container as the othezbapplications. But both the IdM Admin GUI and the Smart Card
Registrar are designed to be hosted in a separate container dedessibministrators only.

NSN6és firewall must allow incoming Internet traf
SSH port only from dedicated source IP addresses. The former rule BIswGSand WP4 to
participate in the integration test.

2.4.5.3 Deployment

The deployment of the Smart Card Registrar is identical to the deployment of the [dM Admin GUI
(seeSection2.4.4.3. The application must be shifted to a separate Apfiohgcat container listening
on port 8444. Tis way, the UFW can control access to these administratitrservices. The

WSDL pointers and the properties filest need to be adjusted for the target site.

EDOCand NSN executed the system tests. Before the operation phase of the pilot, NSNaravited

formal handover of the School Registration System and the Revocation Autlid@C thereafter
configured their firewall to block traffic comin
the operation state.

2.4.5.4 Operation

The Smart Car®egistrar which was tested and handed over from NSN to EDOC was needed and

used only in thdstround of the pilot but not in tiendround.The main reasowasthat in the2nd

round administrators did not have to use this tool any more as the inittaliphtihe smart card was
enhanced to export the scope exclusive pseudonyms, the smart card ID and the CE type into a file. The
administrators just had to copy/paste these contents into the Excel table of the IdM Mass Provisioning
Tool which therinsertecthe contents directly to the IdM Database after checking the syntax.

During operation of théstround theadministrators hatb visit the Smart Card Registrar
(https://idm.abc4trusie:8444/idmSmartCardRegistrar/indey.jgforder to registethe cards before
theywere handed over to Usepsfter the cards were handed over to Users who have signed the
consent form, the Usersvisitedthe IdM Portalhttps://idm.abc4trust.se:8443/idmPortal/inde).gsfd
downloacekdtheir own credentials. This process was successfully performed without any major
problemsThe Smart Card Registrar was only used by administrators and tiat b\gers.

During the2ndround of the pilot the Smart Card Registrar was not used. Biaded card
specific data to the IdM Database thi@enhanceddM Mass Provisioning Toakhich replacedhe
functionality of the Smart Card Registrar.

2.4.6 |dM ABC System i Issuer and Verifier

The6 | d M A B C is @ryirdépenaeiteb service locateavithin the School Registration System
Thiswebservice is not accessible via the Internet. The infrastructure of the pilot owner protects this

service via firewall rigs allowing only the IdM Portal, the IdM Admin G8mart Card Registrand

the IdM Application to forward ABCE related queries towesbmethods. Thé | d M ABC Syst embd
embeds the ABCE and theRtove and Idemix CEs.

In order to facilitate the adoptiaf the new PrivacdABC technologiesWP4 provideda S6derhamn

6sampl e application6é in the beianincuddadisguerand t he pr o
Verifier example codand was basis fortiiel d M A B C devygloprheatmiowards the end of

this project, WP4plit the sampleapplicationin readyto-useRE ST f u Is ed avbEneh abbe
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service can be mapped to an ABC role (Inspector, Issuer, VerifierThesource code for these
abceservices can be found hetdtps://abc4trust.eu/index.php/source

Contrary to the publicly available implementations of the Issuer and the Verifiesahadees, the

61 dM ABC w&ynpleneendd differently amtbes not offer its services via RESTful
interfaces. Nevertheless, the methods used by thadl M A B C foSpyosessingrie messages in
the el are identical to those used by Hixeservices.

2.4.6.1 Implementation

The6 | d M A B C w&yevelopad dising NetBeans 7.3 IDE (Integration Development
Environment).

Thewebclients within the School Registration System (IdM Portal, IdM Admin GUI, Smart Card
Registrar and IdM Application) are connected todhe d M A B C vi&WSDL fdendldring the

build process.The communication between thebclients andthé | d M A B C is $hgrafdree mo
HTTP/SOAP. The SOAP body contains tegsed XML.

Theé | d M A B C offerg the feloming services:

starCred
issueStep
startRelssuan€ared
relssueStep
revokeCredential
requestPolicy
verifyToken

=4 =4 =8 =8 -8 a1

The italic pla&eholderCredrepresents the 6 different credential types the pilot requires (i.e. School,
Role, Subject, Guardian, Child and Class). So in effechthed M A B C haddles 1Teecin 6
service methods.

Every method requires a set of strings as input defima clas§ExchangeDafa And every method
returns a string.

ExchangeDat#&ransports the attribute values required for generating the credentials. On top of that,
this classhas placeholders farrevocation handlean ABC messaggethe presentation fioy
alternatives, olicy id, a presentation token and the crypto engine type.

When awebclient accessesspecificwebservicemethodofthe6 | d M A B C, tHe Jyaet véllm 6

expect specific strings within the ExchangeDatactade defined. For itence, if the IdM Admin

GUI launches revocation via the revokeCredential method, the ExchangeData field
6revocationHandl ebé must contain a valid value.

The6 | d M A B C is8 @UHess application which isot aware of the identity of the Users and
which does not have access to the |IdM Databas®/indows servehoststhed | d M ABCasSy st e md
Apache Tomcat application (sEegure2l).
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Figure 21: S6derhamn IdM ABC System Binary in Apache Tomcat Container
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The integration of the ABCE and its CEsintothé¢ d M ABCwa@8gspemdor med on NSN
premises. An entire School Registration Systemseasp in a locaihtegration testing environment.

The goal was to perform e#id-end tests using W and SW smart cardsSincethed 1l d M ABC

Sy s tasombntaineWerifier functionality and since a copy of the Revocation Authority was

install ed

NSNOGs

premi ses

t o finally ® feVocatiomsotild f r om

be performed.There was no dependency on a workamgl accessiblRestricted Area. So bugs
detected in this early phase could be fixed as soon as the roowaauskentified. Swapping
much faster to:m tNIBNOGsO mppaemy

applications

Intranet.

very

Connecting to Privac}ABC technologies was relatively easyhe binaries of ew version®f the
ABCE were made available in a project repository so that their compilatiobualiddvas not
necessary Swapping and updating tRBCEs andhe CEs just meamhodifying the version tag in
the pom.xml file The final version of the ABCE and its CEs in th&rdund of the Séderhamn pilot

was the soderhamih0.16.

Extremelyusefulwe r e
technol ogi es.
application

6hel per 6
Exampl es
S 0 U rsengcescauteecodz.n d

met hogwthsRripappABCe d by WPA4
oganhebwubhd uUBet hbedsampke

the abce

A servlet(i.e.thelnit Servlet) which is automatically executed during startintializes the Issuer

and the Verifierofthé | d M A B C. Bease noteniliat the credential specificatithre issuance
policies and the presentation policies stored withirothed M A B C difegtosids arensiatic and

will not change during thpilot operation. Therefore the Issuer and the Verifier only need to be
initialized once during power up. There was no need to add new credential specifications or to add
newlssuerparameters during operation. And there was no need to modify or ageiateon
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policies. Nevertheless it must be stated hidrat theABCE libraries include methods for modifying
these values othefly.

2.4.6.2.1Deployed ABCE Methods

In the foll owing paragraphs, an overview wil!/
depbyed in order to perform as Issuer and as Verifier concurrently.

All of the following methods have been provided by the technical work package WP4 of the
ABCA4Trust project. Since WP4 is the main audience of this deliveidditsls on théunctionality d

these methods and their parameters will not be discussed in the following sections. These methods
represent a snapshot of the ABC4Trust code which is not identical to the code available in GitHub.
Adopters interested in integrating the ABCE into tlieisign are recommended to download the

newest version of the p2abcengine from GitHub and use software development kits like NetBeans or
Eclipse to get acquainted with its methods.

2.4.6.2.1.1 Init Servlet (automatically executed duringstartup)

The IdM ABC Systentontains a set of servlets which offenivacyABC services. Upon startup, the
Init Servlet is automatically executed. The task of the Init Servlet is to prepare the Issuer and the
Verifier for operation.

1 eu.abcd4trust.ri.servicehelper.issuer.SpecAtid?o

The SpecAndPolicy method maps a specific credential specification to a specific issuance
policy and adds the URN of the revocation authority @mel or mordanguagespecific
parametesto it.

SpecAndPolicy school = new SpecAndPolicy
(CommonDefinitims.SPEC_AND_POLICY_SCHOOL,
"Ixml/credspecs/credentialSpecificationSoderhamnSchool.xml",
"Ixml/issuance/issuancePolicySoderhamnSchool.xml", null,
"urn:soderhamn:revocationauthority:default”, "emlptrtullskolar’, "sv", "Norrtullskolan™);

The last2 pairsof parameters will beiseda s p ar a me ldeatitySe |i enc ttohred 6o f
interface (UI).

The Ul generatesbased on the SpecAndPolicy parametc on the credential specificatjahe
following sentence in a pepp window:

"You own a valid {0} from {1}" whereas

{0} is the FriendlyCredentialName from the credential specification and

{1} is derived from a languaggpecific parameteasf the SpecAndPolicy

I n the case of a browser set to O6Englishbod, t he
"You own a \alid School Gedential from Norrtulskolan®.

TheEnglishfriendly name in the credential specification {8}'School Credential" and thenglish
parameter in the SpecAndPolicy{ig"Norrtullskolari'.

The credential specificatioria XML (in sum 6) andhe correspondingssuance policies
XML (in sum 12, because aflssuance) are stored in directories withinthé d M ABC
Sy s tapplicétion.
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1 eu.abcd4trust.ri.servicehelper.issuer.lssuanceHelper

IssuanceHelpenitinstanceBridged(2048, 2048, 50, systemAtssuerParamsPrefix,
fileStoragePrefix, new SpecAndPolicy[]{school, subject, role, guardian, child, grade,
school_relssuance, subject_relssuance, role_relssuance, guardian_relssuance,
child_relssuance, grade_relssuance}, revocationAuthorityParameterscesypu

This is the main method for setting up the Issuer. If no Issuer parameters are available in the

private and public storage areas ofthd d M A B C thiS methbdetniggers generating
them.If the revocation authority parameters are availableadie in the parameters
directory, they will be taken into accounb. Please note, that in the Séderhamn pilot, the
key lengths for the Idemix (first parameter) andPkdve (second parameter) CEs are set to
2048. The amount of-Brove tokens (third pameter), idixedto 50. his means, that #
User already presented 50-Rrove tokens, theser Applicationwould automatically launch
relssuanceThis method is fed with a pointer twetprivate storage area
(systemAdlissuerParamsPrefix) and a publimsage area (fileStoragePrefix)After that, a

list of SpecAndPolicy follows finalized by a pointer to the revocation authority parameters.

1 eu.abc4trust.ri.servicehelper.smartcard.PKIKeyTool
PKIKeyTool.generateSignatureKeys(ISSUER_SYSTEM_FOLDER, "pkis'Rey

The pki keys are not required by the Issuer. These keyeagssaryor setting up the smart

cards. Since the Issuer and RevAuth parameters have to be distributed to the Users and
Verifiers, thed | d M A B Cals8 geretrateadrtide pki keys for t@nvenience of the project

partners responsible for the operation phase.

1 eu.abc4trust.ri.servicehelper.verifier.VerificationHelper

VerificationHelperinitinstance(ProductionModuleFactory.CryptoEngine.BRIDGED,
issuerParamsResourcelList, credSpecResoutca@ispectorPublicKkeyResourcelist,
revocationAuthorityParameters_resources, fileStoragePrefix,
presentationPolicyResourcelList);

This is the main method for setting up Yfexifier. The Verifier requires a directory
containing thdssuer parameters (secopdrameter), a list ofredential specifications in

XML (third parameter)one or more I nspectorsd public

parametersa pointer to therivate storage area and finally, a list pfesentation policies in
XML (last parameter) Since the Verifier in the Séderhamn pilot netedhandle both Idemix
andUProve presentation tokens, the first

2.4.6.2.1.2 Issuance(executed on request during operation)

The IdM ABC Systentan launch issuance on the fly dedicatedserviets. For every credential, a
set of servletss definedwhereas each serviedlls only one of the four (initlssuance, issueStep,
initRelssuance and relssueStep) methods described [#devalso Sectioh.4.6.1

9 eu.abc4trust.ri.seisehelper.issuer.IssuanceHelper
eu.abc4trust.xml.IssuanceMessage
eu.abc4trusxml.lssuanceMessageAndBoolean
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IssuanceMessagem_with_policy = IssuanceHelper.getinstandaijlssuance(cryptoEngine,
specAndPolicyld, attributeValueMap);

This method launches the first step of issualuEmix requires 2 steps for issuancePtbve

requires 3 stepsimportant for the developmentofthd d M A B C isthatferthe mo

initial issuance (not relssuanctje Issuer must knoiw advancef an ldemix or a UProve

credential must be issued (see first parametbr)order to solve this probleh,h e 6 Smar t
Card RewpseshancedBéf or e st ori ng tekchisivepeeudonymc ar d 6 s
the IdM Database via the Smart Card Registtheadministrator must select the CE type in

the GUL Pleasenotethat if the administrator selects by mistake the wrong CE type, issuance

will alwaysfail for this smart card.

The last parameter is a map of User attributes which will be insertedhia cralential. The
O6ABy st emd it s eahyattribute gaduesmofdsersRonti@ny to this, he |[dM

Portal, who authenticated the User via the IdM Application, is aware of all attribute values of
the Userrequesting for a credentiand forwards thos attributes, relevant for this specific
credential,tothé | d M ABC Systemb

IssuanceMessageAndBoole@sponse_message =
IssuanceHelper.getinstancegueStefcryptoEngine, issuanceMessage);

Even in the ?'and last steps of issuance, the ABCE musétbevith the CE type (i.e. Idemix
or U-Prove). This mandates an awareness of the School Registration System of which smart
card the User is holdingln the case of relssuance, the CE type needs not be provided.

The issueStep method returns a responsssage of type IssuanceMessageAndBooldae.
IssuanceMessage can be extracted with the embedded method:
response_message.getlssuanceMessais{ng XmlUtils.toXml, théssuanceMessagean
beeasilyconvertednto a string.

With the embedded methodpease_message.isLastMessage(), the application has an
indication if this message was the final message of the issuance handsha&el @h&l A BC
Sy s tfaewardls this indicatiorio the IdM Portalby appending this flag to the XML string

IssuanceMessage_with_policy =
IssuanceHelper.getinstancetitRelssuancéspecAndPolicyld);

This method launches the first step of relssuatice User owns a tProve smart card and
has already made use of all issued tokens (i.e. 50))&@r Applicatiorwill automatcally
launch relssuance&?leasenotethat the CE type does not need to be providete issuance
policy in this case will require the User to reveal all attribute values oblteU-Prove
credential (including, if relevant, the revocation handle).

IssuanceMessageAndBoolean response_message =
IssuanceHelper.getinstancef)ssueStefissuanceMessage);

This method launches the 2nd and last stepsis$uance.

9 eu.abc4trust.xml.ObjectFactory
eu.abc4trust.xml.IssuanceMessage
eu.abc4trust.xml.util. XmlUtils
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ObjectFactory of = new ObjectFactory();
JAXBElement<issuanceMessage> imJAXBf.createlssuanceMessagien_with_policy),

This methogjenerates JAXBElement<issuanceMessagiom the issuance message class

A JAXBElement can masilytransformed into atsing usingXmlUtils.toXml Intheé | d M

ABC Sy tha JAXBEIement formats are only used for convenience if classes needed to be
transformed ito strings.

IssuanceMessagesuanceMessage = (IssuanceMessage) Xmlgkti®bjectFromXML (new
ByteArraylnput®ream(exData.messageString.getBytes("WBrp, false);

The6 | d M A B CweBsgrside enathiod responsible for issuance receives an issuance
message stored in a stintsing the above method, this string is convertedantobject and

then casted intthe IssuanceMessage class. The IssuanceMessage class is required as input
for the issueStep method.

2.4.6.2.1.3 Verification (executed on request during operation)

Two servlets of the IdM ABC Systeprovideverification functionality. One servie¢turnsthe
presemation policy alternatives and the other verifies the presentation token. See also Zédidn

1 eu.abc4trust.ri.servicelpdr.verifier.VerificationHelper
eu.abc4trust.xmPresentationPolicyAlternatives

byte[] nonce = VeritationHelper.getinstancegenerateNoncé);

This method is used by the Verifier to generate a nonce which will replace the nonce
placeholder in the presentation policy.

PresentationPolicyAlternativegpa =
VerificationHelper.getinstance€yeatePresenttionPolicy(exData.policyld, nonce, null,
null);

With the policy ID selected by thebclient (e.g. the IdM Application), and with a fresh
nonce generated by tilel d M A B G a @esentatompdlicy alternatives class will be
generated.This class wilbe transformed into &4AXBElementthen into string via
XmlUtils.toXml and is finally forwarded to theebclient.

9 eu.abc4trust.xml.ObjectFactory
eu.abcd4trust.xmPresentationPolicyAlternatives
euabcd4trust.xml.PresentationToken
eu.abc4trust.xml.util. Xnttils

PresentationPolicyAlternativggpa = (PresentationPolicyAlternatives)
XmlUtils.getObjectFromXML (new
ByteArraylnputStream(exData.presentationPolicyAlternatives.getBytes(8J))Ffalse);
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PresentationTokepT = (PresentationToken) XmlUtiggetObjectFromXML (new
ByteArraylnputStream(exData.presentationToken.getBytes(“8); false);

In the verifyTokemvebservice method, the presentation policy alternative and the
presentation token, both presented by the User, will be converted to the corresponding
classes.

booleantoken_ok = VerificationHelper.getinstance@rifyToken(ppa, pT);

The verifyToken method analyses the two classes andsetbioolean true in case of
success.

2.4.6.2.1.4 Revocation
One servlet of the IdM ABC System is dedicated to launchingcesiam.

1 euabc4trust.xml.RevocationMessage
Client client = Client.create();

WebResource.BuilderevokeResource =
client.resource(revocationURL).accept(MediaType.APPLICATION_XML);

RevocationMessagenFromRevocatior revokeResourcpost{RevocationMessageass);
TheURL of this POST message contains revocation handle.

1 eu.abc#rust.xml.RevocationInformation

RevocationinformatiorriFromRevocation = ((JAXBElement<RevocationIinformation>)
rmFromRevocatiomgetCryptoParamy).getAny().get(0)).getValue();

The revocation messageturned in the previous POST messagetains the revocation
information.

Stringresult = rifromRevocatiogetinformationUID ().toString();

If the revocation information UID can be extracted from the revocation information, the
revocationitself was successful.

2.4.6.2.2Setting up thddM ABC System

246.2.21 NET

The U-Prove parts of th&BCE of the old crypto architecturequire.NET so that the ABC4Trust
UProve executable file, supplied in the ABCE packet, can mext to theMicrosoft .NET
Framewok 4.5 the UProve libraries and the executable wirerefore installed on the Windows
server hostingthé | d M ABC. Syst emb

In the configuration file of ABC4Trudt/Prove (ABC4TrustJProve.exe.config) the timeprofile flag
can be activated which leadstmii ng i nf or mat i on b dimaprofiled o gpp ¢ @ gid n
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file. On top of this, the logToFile flag can be activated, which leadsRoove logs being forwarded
to a Odopgrowgd file. The aforementi ondifiedidyi |
the administrator.

The environment variable PathToUProveExe must be set to point to the ditotary thelU-Prove
binaries.

ABCA4TrustUProve is started in@ommand promptvindow specifying inline the @b service port
(seeFigure22).

194 - Remote Desktop Connection

startup_doNet

C:\Windows\systen32>cd C:ndotMNet“ABC4Trust—UProve_dotNET_YehServiceServer\ABCAT
ust—UProveshinsRelease_1.8.7

C:dotNet\ABC4Trust—UProve_dotNET_WebServiceServer\ABC4Trust—UProvesbin“Release
1.8.7>ABC4Trust—UProve .exe 32123
A4/07/2013 9:37:11 +@2:88 : Starting UProve WehService on port: 32123
64,87,2013 9:37:12 +82:88 : Fetch USDL using .NET on Windows at: http:,/127.0.0. 8L
1:321237abcdtrust—webservice /wsdl
43045323387448279804293661251746804404 /87/2013 9:37:13 +B2: UProve WebhService listening on http:~-127.0.0.1:32128 1
97983085544731685951221 7161198290133 /ahcdt puct —webservices . . . 9
522@6877708645635155501696174150622494.,07,,2013 9:37:13 +02:00 : Press Enter to exit
54896855382233781443178193034469664 El
16597946234045146346939289505645892 1
dmxProof >{/CryptoEvidence><{/Present
UerificationHelper_getInstance : eu
Bridging verify token: eu.abcdtrust
USING GP: http:=/ wwuw.zurich.ibn.c
SPEC_VERIFIER
stlProof Specification:
ldentifiers
Predicates (2>:
MessagePredicate(msgTo
DnmalnNynPredlcate( urn i soderhann 2w

Uerlfylng prnnf (Idem1x 2 3 43>

GroupParamet metersLocation=http:/svww.zurich. .com/security/idmx v2/sp.xml, capGamma=3017567A3774846930
55715775181978461773917B73937652282163317939244392731715284983331731BlB527796865789397343822583B436759533942419367163679
48257219547608570664527618729540735735934169011686839273824534681296967777112756589124696519121042487038684759268935304016
276756663807 922 9 1717877273 6 27308213038659533861636 3 ?. 37

Tey

65887 ¢l 3572 [ 12
113857969664559428A746745973798792185532818A738792484 2584743763659517951497337131979525860945218515929878)
A73A95598332922388584150248A51A52265450631851A248397A121174656441754863258263527868A%944499331693A15181A73611529405497350)
498298A8471415772844286197005193204016234A577334537293227476271328439998412624618A233684180024018608210948355699522325293
EE?%9965443253435453465717192336725666?36361323EEES}??ZSEHBE?SBH52E74EEE?35436296251616572521633772974247646123116323331
e
Jul 23, 2013 8:42:47 AM com.ibm.zurich.idmx.shouwproof Uerifier verify
INFO: on smartcamr hashing twice...
Jul 23, 13 8:42:47 AM com.ibm.zurich. idmx.shouproof Uerifier verify
INFO: ¢ cHa
idemix verifies: true
DELEﬁ?TION UERIFIER.verifies true
Jul 23, 2013 8:42:47 AM eu.abcdtrust.pilot.soderhamn.servlets.AbcHandler verif yToken
INFQ: verifyToken —-> PresentationToken successfully verified?

Figure 22 Séderhamn IdM ABC System- Remote Desktop Log Windows

2.4.6.2.2.2 SSH Server

In order to enable remote administration of the Windows server, an SSH server had to be installed.

2.4.6.2.2.3 Apache Tomcat

An ApacheTomcat 7container was installed on the Windows server to be able to hastithé M A B C

name

Sy s twhiohds a Tomcat applicatiod. n conf i guration file of Tomcat

settings for port 8080 were enhanced to support-BTRI encoding with théollowing setting:
URIEncoding="UTF - 8"
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HTTPS was notused by tibel d M A B C, aSthewetb semiée methods of this system were not
accessible via the Internet.

ApacheTomcat is started via the startup.bat script. This script generfitsa@tcommandprompt
window which outputs System.out.print logs (§égure22).

2.4.6.2.2.4 Windows Server Firewall

Port 8080 had to be added to the inbound ruleBeo¥indows server firewaith order to allow the
webclients (IdM Portal, IdM Applicatin, etc) to access the Tomcat applicatoh d M ABC. Sy st e mé

The port the SSH server was listening on had to be added to the inbound rules too, allowing
administrative access from specific trusted IP addresses.

Finally, for accessing the Remote Desktop (Véiwd RDC), the corresponding port 3389 must be
opened to enable remote administration.

2.4.6.2.2.5 Public and Private Storage Directories

During the first startup ofthé | d M A B C, the ppplication &ets up the public and private

storage directories and genesasad distributes artifacts into these directori€ggure23 depicts the

first level of the storagdirectoriesseparated by the ABC roles (ABC_Issuer and ABC_Verifier). The
storagadirectoriesare located on the hard disctbé Windows server and are decoupled from the
application directory 6 weobhl adph sAOB.C aplicEhreecoadhad r e , e X
lead to a loss of the information gathesedfarin the storagelirectories

apache-tomc = 5] <& - - i3 [ 7 [ EEE

n/bin/apache-tomeat-7.0.39_E4bit_S aderhamn,
Mame = Ext Size | Changed Rights Owner |
- 18,09.2013 11:00:46 W=
ABC_Issuer 13.09.2013 14:25:36 rw-wW-rw-
ABC_Verifier 13.09.2013 14:33:05 F-Tw-Tw-
bin 13,05.2013 12:33:38 rwWTwW-w-
conf 23.07.2013 12:20:07 W=
lib 07.05.2013 11:10:05 FW-TWTI-
logs 27,01.2014 09:03: 338 W=
temp 09.10,2013 17:09:45 TW-TW-Tw-
webapps 23.09.2013 14:18:25 rw-TwW-rw-
work 07.05.2013 12:56:04 rw-wW-rw-
| |LICEMSE 57.862 22.03,2013 12:38:34 F-Tw-Tw-
| |MOTICE 1,228 22.03.2013 12:33:34 rwWTwW-w-
| |RELEASE-MOTES 9.054 22.03.2013 12:38:34 T -TW-TW-
|| RUMMING. bt 16,742 22.03,2013 12:38:34 F-Tw-Tw-

0B of 84886 Bin D of 13

Figure 23: Séderhamn IdM ABC System- Issuer and Verifier Storage Directories

Figure24 depicts the public storage area of the Issuer. The files in this area are distributed to the
Verifiers and to the UsersThe private storage areéthe Issuer is shown Figure25. Both the
public and the private storage areas con&snerparameter files of both CE types for each credential.
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So in effect there are 12 private Issuer parameters in the files fold&2 grublic Issuer parameters in
the system folder.

system A= R I at 4] | Ta

Mame = Ext Size | Ch_a_nged Rights 0]

: 14,09,2013 10: 5408 T T
|| cas_keys_pk 440 09.10.2013 17:11:25 WA
| |cas_keys_sk 828 09.10.2013 17:11:25 W=
|| cred_spec_urn_soderhamn_credspec_credChild_human_readable_only_for_reference, xml 1,223 13.09.2013 14:32:06 TWTW W
|| cred_spec_urn_soderhamn_credspec_credClass_human_readable_only_for_reference. xml 1.837 13.09.2013 14:33:04 T
|| cred_spec_urn_soderhamn_credspec_credGuardian_human_readable_only_for_reference. xml 1,256 13.09.2013 14:31:24 T
|| cred_spec_urn_soderhamn_credspec_credRole_human_readable_only_for_reference. xml 3.838 13.09.2013 14:31:10 T TV
|| cred_spec_urn_soderhamn_credspec_credSchool_human_readable_only_for_reference.xml 3.008 13.09.2013 14:29:52 T TV
|| cred_spec_urn_soderhamn_credspec_credSubject_human_readable_only_for_reference. xml 5.398 13.09.2013 14:30:03 T
| |issuer_params_urn_soderhamn_issuer_credChild_idemix 9.417 13.09.2013 14:29:11 TW-TW-TW-
|_|issuer_params_urn_soderhamn_issuer_credChild_uprove 12.761 13.09.2013 14:32:06 TW-TW-TW-
| |issuer_params_urn_soderhamn_issuer_credClass_idemix 10.759 13.09.2013 14:29:28 TW-TW-TW-
| |issuer_params_urn_soderhamn_issuer_credClass_uprove 14,782 13.09.2013 14:33:04 P
| |issuer_params_urn_soderhamn_issuer_credGuardian_idemix 9.427 13.09.2013 14:28:25 TW-TW-TW-
| |issuer_params_urn_soderhamn_issuer_credGuardian_uprove 12,632 13.09.2013 14:31:24 P
| |issuer_params_urn_soderhamn_issuer_credRaole_idemix 14779 13.09.2013 14:28:09 TW-TW-TW-
| |issuer_params_urn_soderhamn_issuer_credRole_uprove 19.971 13.09.2013 14:31:10 P
| |issuer_params_urn_soderhamn_issuer_credSchool_idemix 13.434 13.09.2013 14:26:26 P
| |issuer_params_urn_soderhamn_issuer_credSchool_uprove 17.809 13.09.2013 14:29:52 P
| |issuer_params_urn_soderhamn_issuer_credSubject_idemix 18,141 13.09.2013 14:27:20 P
| |issuer_params_urn_soderhamn_issuer_credSubject_uprove 24,522 13.09,2013 14:30:03 FW-TWTW-
|| pki_keys_pk 440 09.10,2013 17:11:25 W
|| pki_keys_sk 828 09.10.2013 17:11:25 TW-TWTW-
|| revocation_autherity_urn_soderhamn_revocationautherity_default 5.812 14.09.2013 10:40:57 TWTW TV
|| system_params_bridged 3.828 13.09.2013 14:25:38 T~
4| 0|

0B of 202 KiBin 0 of 24

Figure 24: S6derhamn IdM ABC System- Public Storage Area of the Issuer

D5.3_ExperiencesAndFeedback.docx Page 64 of 213 Public Version 1.0



ABCA4Trust

| files A BER- SR

Deliverable D5.3

|

MName = Ext Size | Changed Rights Cwner
L 13.09,2013 14:33:04 T
| Images 13.09,2013 1425136 W=
|| idemix_credential 0 13.09.2013 14:25:36 WA
| |idemix_inspectorSecrets 0 13.09.2013 14:25:36 TW-TW-TW-
|| idemix_issuerLog 10,895,194 27.01.201409:22:50 T
| |idemix_issuerSecretieys 16.294 13.09.2013 14:29:25 WP
| |idemix_keystorage 98.524 14.09.2013 10:55:32 WA
|__|idemix_pseudonyms 579.180 27.01.201409:22:50 TWATWTW-
| idemix_revocationAuthoritySecaets 0 13.09.2013 14:25:36 T -Ti-
|| idemix_revocationAuthaorityStorage 0 13.09.2013 14:25:36 PWTW W
| |idemix_secrets 0 13.09.2013 14:25:36 r-TW-Tw-
| idemix_tokens 20,663,671 27.01.201409:22:50 PV
L | private_key_issuer_params_urn_soderhamn_issuer_credChild_idemix 2,669 13.09.2013 14:29:11 -
| private_key_issuer_params_urn_soderhamn_issuer_credChild_uprove 1.896 13.09.2013 14:32:06 WA
| private_key_issuer_params_urn_soderhamn_issuer_credClass_jdemix 2,669 13.09.2013 14:29:28 PV
| private_key_issuer_params_urn_soderhamn_issuer_credClass_uprove 1,896 13.09.2013 14:33:04 PV
| private_key_issuer_params_urn_soderhamn_issuer_credGuardian_idemix 2,672 13.09.2013 14:28:25 -
| private_key_issuer_params_urn_soderhamn_issuer_credGuardian_uprove 1.896 13.09.2013 14:31:24 WA
|| private_key_issuer_params_urn_soderhamn_issuer_credRole_jdemix 2,668 13.09.2013 14:28:09 PV
L | private_key_issuer_params_urn_soderhamn_issuer_credRole_uprove 1,896 13.09.2013 14:31:10 -
L | private_key_issuer_params_urn_soderhamn_issuer_aredSchool_idemix 2,670 13.09.2013 14:26:26 -
| private_key_issuer_params_urn_soderhamn_issuer_credSchool_uprove 1.896 13.09.2013 14:29:52 WA
|| private_key_issuer_params_urn_soderhamn_jssuer_credSubject_idemix 2671 13.09.2013 14:27:20 TWTWTW-
L | private_key_issuer_params_urn_soderhamn_issuer_aredSubject_uprove 1,896 13.09.2013 14:30:03 -
|__|system_params_bridged 3.828 13.09.2013 14:25:38 W
| system_params_bridged_human_readable_only_for_reference. xml 3.800 13.09.2013 14:25:39 WA
L | uprove_credential 0 13.09,2013 14:29:28 PV
__|uprove_inspectorSecrets 0 13.09.2013 14:29:28 TW-TW-TW-
|_|uprove_issuerLog 0 13.09.2013 14:29:28 YT I
|_|uprove_issuerSecretkeys 11.651 13.09.2013 14:33:04 YT I
| |uprove_keystorage 125,044 14.09.2013 10:55:33 W=
|| uprove_pseudonyms 299,636 20.01.2014 16:40:48 T
|| uprove_revocationAutheoritySecrets 0 13.09.2013 14:29:23 TW-TW-TW-
|| uprove_revocationAuthorityStorage 0 13.09.2013 14:29:28 W TW-TW-
| |uprove_secrets 0 13.09.2013 14:29:28 T -TW-TW -
L | uprove_tokens 4,027,408 20.01.2014 15:40:48 T -Ti-

DB of 36.476 KiB in D of 35

Figure 25. Séderhamn IdM ABC System- Private Storage Area of the Issuer

The pseudonyms folder of the Issuer is not used by thed M A B C arftl yemdins emiptisee
Figure26). Instead, tusted pseudonyms are filtered out bywheb client applications connecting to
the6 | d M A B C (i.8.:ythe tde Roidal, the IdM Application, etc).
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Mame +  Ext Size | Changed Rights [8]
'— 13.09.2013 14:25:36 TW-TW-TW-
1| i
OBof 0Bin Dof O

Figure 26: S6derhamn IdM ABC System- Pseudonyms Folder of the Issuer

The directory structure of the Verifier is much simpler when compared to the Issuer. The Verifier

basically used thessuer public storage area for initialization and generates its private files in its own

private storage area (seEgure27). Most of the files remain empty. So in effect, the Verifier only
uses the keystorage, pseudonyms akertdiles.
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ABC_Verifier = = =

G ot 2] | ta

fUzers/ngndbindapache-tarmcat-7.0.39_E4bit_Soderhamn/AEC_Verifier!

0B of 6.703 KiBin O of 11

Mame =  Ext Size | Changed Rights Owner |

i 13.09,2013 14:33:05 T -
images 13.09.2013 14:33:05 P -TW -

|| credential 0 13.09.2013 14:33:05 FW-TW-TW-

| |inspectorSecrets 0 13.09.2013 14:33:05 U= -

|_|issuerLog 0 13.09.2013 14:33:05 P -TW -

| |issuersecreteys 0 13.09.2013 14:33:05 PUWTWATW-

| |keystorage 661,439 27.01.201409:25:57 U= -

|| pseudonyms 207.942 27.01.2014 14:02:02 TV -

| |revocationAutharitySecrets 0 13.09.2013 14:33:05 W=

|__|revocationAutharityStorage 0 13.09.2013 14:33:05 U= -

| |secets 0 13.09.2013 14:33:05 P -TW -

| tokens 5.995.204 27.01.2014 14:02:02 AT -

Figure 27: Soderhamn IdM ABC System- Private Storage Area of the Verifier

2.4.6.2.3Initializing the Issuer and the Verifier

As stated before i

t his

document , t heFirdtsfsuer an

all, the Issuer is initialized which leads to a set of files in private and public storage areas of the Issuer.
And then the Verifier is initialized, which accesses the public storage area of the Issuer and generates
private Verifier files It must be noted, thaluring the first initialization, the revocation parameters are

not available.

In order toobtainthe Revocation Authority parameters, the RevAuth application has to be setup with

the Issuer parameters, credential specifications anensysarametergenerated by or provided for the

first initialization of the IssuerAs soon as the RevAuth is powered up and the
revocation/updaterevocationinformation RESTful interface is accessed, the RevAuth parameters are
created and stored & filelocatedin /WEB-INF/classes/revocation_storagefter this step, thé | d M

ABC Sy mustdbensiopped and tfie containing the revocation parameters, i.e.
6revocation_authority_urn_sod ermgure24nmustbe gopiedat i on au
into the public storage area of the Issuierthed s y sdirector§ Finally,thed | d M ABC Sy st e m¢
must be restarted. Nowhen the initialization method of the Issuer is being exectitedevocation

parametersvill beloaded.

The above described procedure is complicaiete-consumingand not easy to execute. The Issuer is
dependent on files produced by the Revocation Authority. And the Revocation Authority is dependent
on files produced by the Issuer. So, in efféctartups are required.

With a Revocation Authority and Inspectors active in the S6derhamn pilot, adding or modifying
credential specificatianhave a wide impact. Not only mash steps be repeate&ince thismpacts

the public parameters of bathe Issuer and the Revocation Authqgrayt Users (via the Installer), all
Inspectors and all Verifiers are impacted too.
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2.4.6.2.4Debugging thedM ABC System

The6 | d M A B C gehegrates & setdf log fileblext to thecommand promptvindow output of
theTomcat and the ABC4TrusiProve executable, the-Brove log and timing files must be
mentioned (se8ubsectior?.4.6.2.2.1.

The ApacheTomcat container generatesdepth logging n t he o6catalina | og
d dM ABC (Seelubsectiod®.4.6.2.2.3Figure28andFigure29). At this point, it must be
mentioned, that the logs generated by the ABCE and its CEs are not inclubedatalina log files

so that theeommand prompvindow of ApacheTomcat must be viewed in parallel when debugging.
The reason for this split is that the ABCE and the CEs are using the System.out.print methods for
logging. Unfortunately, the buffer checommand prompiviindow is restricted, so that the logs of the
ABCE and its CEs show only the latest snapshot of debugging information. The restés lost.
sequential orderingf command promptvindow content and catalina log content is difficult and
partially impossible. This makes debugging sporadic esigrsficantlydifficult.
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0B of 7.366 KiBin 0 of 33

Figure 28 Séderhamn IdM ABC System- Apache-Tomcat Log Files
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Mame Ext Size | Changed ~ Rights Cwner | -
L 27.01,201409:03: 33 W T T~
| |localhost_access_log, 2014-01-27 txt 0 27.01.2014 10:03:38 TW-TW-TW-

|®| cataling, 2014-01-27.log 0 27.01.2014 10:03:38 PV T

| |localhost_access_log, 2014-01-24, txt 604 24.01,2014 11:43:20 P

|®| cataling, 2014-01-24.log 3.137 24.01.2014 11:43:13 PWTY T

| |localhost_access_log, 2014-01-23. txt 604 23.01.2014 12:36:32 P T -

|® | cataling, 2014-01-23.log 3.140 23.01.2014 12:36:30 P T -

|® | cataling, 2014-01-20.log 162,822 23.01.2014 12:34:59 P T -

| localhost_access_log. 2014-01-20. txt 4,437 20.01.2014 17:41:06 FW-TW -

|®| catalina. 2014-01-14.log 13.121  20.01.2014 17:00:25 T T

| localhost_access_log. 2014-01-14. txt 902 14.01.2014 10:15:46 -

| |localhost_access_log. 2014-01-10, txt 302 10.01.2014 15:14:07 T T

|® | cataling. 2014-01-10.log 1.562 10.01.2014 15:14:05 T T

| |localhost_access_log. 2013-12-12 txt 302 12.12.2013 22:06:23 T T

|®@ | cataling, 2013-12-12.log 1.559 12,12,2013 22:06:23 P T~

| |localhost_access_log, 2013-12-11, txt 604 11.12,2013 12:23:06 W=

|®| cataling. 2013-12-11.log 3133 11.12,2013 12:23:00 P -

| |localhost_access_log, 2013-12-10, txt 302 10,12.2013 09:42:31 W=

|®] cataling, 2013-12-10.log 1,562 10,12,2013 09:42:25 =TTl

|®] cataling, 2013-12-06.log 416,055 10,12,2013 09:42:12 rA-TA-ra-

| |localhost_access_log, 2013-12-06, txt 27.871 06.12,2013 12:08:26 P

|®| cataling, 2013-12-05log 563.822 06,12,2013 10:38:35 FW-TWTW-

| |localhost_access_log, 2013-12-05, txt 43,223 05.12,2013 19:38:38 P —
|®| cataling, 2013-11-29.log 30,562 05.12.2013 14:30:48 PV T

| |localhost_access_log, 2013-11-29, txt 1,098 29.11.2013 11:19:01 W=

| |localhost_access_log, 2013-11-28. txt 604 28.11.2013 11:52:21 P T -

|® | cataling, 2013-11-28.log 3.130 28.11.2013 11:52:19 P T -

|® | cataling. 2013-11-13.log 2,346 28.11.2013 10:09:46 P T -

| localhost_access_log. 2013-11-13.txt 200 13.11.2013 21:53:05 FW-TW -

| localhost_access_log. 2013-11-12.txt 2,611 12.11.2013 22:25:16 T T

|| catalina. 2013-11-12.log 41,153 12,11.2013 22:25:12 T T

| |localhost_access_log. 2013-11-11. txt 5,436 11.11.2013 18:21:41 -

|® | cataling. 2013-11-11.log 28,168 11.11.2013 18:21:31 T T

| |localhost_access_log. 2013-11-08, txt a6 08.11.2013 12:30:25 T T

@ | cataling, 2013-11-03 log 4,704 08.11,2013 12:30:21 P T~

|®| cataling, 2013-11-06.log 61.11% 08.11,2013 09:42:50 PWTY T

| |localhost_access_log, 2013-11-06, txt 2,205 06.11,2013 13:08:02 W=

lmm=lbmnt —mmmme lmm AT 44 O0A ded 1 TN MA 44 AT AS. A Pl e e ;I
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E’ /C/users/genidm/bin/apache-tomcat-7.0.39_Soderhamn/logs/catalina.2013-07-04.Jog - windows_S_ABC 10l x|
DGR . LI

Jul 04, 2013 9:37:58 IM eu.abcdtrust.ri.servicehelper.issuer.IssuanceHelper initFaramsForEngine -]
INFO: initParamsForEngine : IDEMIX : eu.abcdtrust.abce.external.issuer.SynchronizedIssuerAbcEnginelmpl@344iba3a : eu.abcitrust.keyManager.KeyManagerImpl@472950a3

Jul 04, 2013 $:37:58 AM eu.zbcdtrust.ri.servicehelper.issuer.lssuanceHelper ini dFolicyFronRescuces

INFO: initSpecAndPolicyFromResouces : /xml/credspecs/credentialSpecificationSoderhamnSchool.xml : /xml/issuance/issuancePolicySederhamnSchool.xml
Jul 04, 2013 9:37:59 AM eu.abcdrrust.ri.servicehelper.issuer.IssuanceBelper initParamForEngin

INFO: Check Credential Specification / Issuance Policy : urn:soderhamn:credspecicredSchool : urn:soderhamn:issuer:credSchool

Jul 04, 2013 9:37:59 AM eu.zbcdtrust.ri.servicehelper.issuer.IssuanceHelper checkIfCredSpecIsInKeys AdIfEbasnt

INFO: - credspec already in keystore : urn:soderhamn:credspec:credSchool : eu.abedtrust.xml.CredentialSpecification@Sca052£f

Jul 04, 2013 9:37:59 AM eu.abcdtrust.ri.servicehelper.issuer.IssuanceHelper checkIZCredSpecIsInKeys A4TfAbsent
INFO: credSpec: <2xml version="1.0" encoding="UTF-2" standalone="yes"?>
<abc:CredentialSpecification xmlns:abc="http://abc4trust.eu/wp2/abcachemavl.0" Revocable="true" KeyBinding="true" Version="Version 1.0%>
<abc: SpecificationUIDsurn: soderhamn: credspec: credSchool</abe: SpecificationUID>
<abc:FriendlyCredentialName lang="en">School Credential</abc:FriendlyCredentialName>
<abc:FriendlyCredentialllame lang="sv">Certifikat - Skola</abc:FriendlyCredentiallames
<abc:DefaultImageReference>hrepa://idnlab02. .nokiasiemensnetworks.com:8446/idmPortal/resources/cas/IDM/images/achool. jpg</abe: DefaultinageReference>
<abc:AttributeDescriptions Maxlength="256">
<abc:AttributeDescription Encoding="urn:abcd :1.0:encoding:integer:unsigned” Datalype="x3:integer” Iype="http://abcd Leu/wp2/ 1.0/ revocationhandle™ />
<abc:AttributeDescription Encoding="urn:abcitrust:l.0:encoding:string:sha-256" DataType="xs:string” Type="urn:soderhamn:credspec:credSchool:firstname"s

<abc:FriendlyRttributeName lang="en">First Name</abc:FriendlyAttributeName>
<abc:FriendlyAttributelane lang="sv">FAfrnamn</abc:FriendlyAttributelames

</abeiAttributeDescription>

<abo:AttributeDescription Encoding="urn:abc4trust:1.0:encoding:string:sha-256" DataType="xs:string” Type="urn:soderhamn:credspec:credSchool:lastname">
<abc:FriendlyAtiributeName lang="en">Last Name</abc:FriendlyAttributeName>
<abc:FriendlyAttributelane lang="sv">Efternamn</sbc:FriendlyAttributelames

</abc:AttributeDescription>

<abc:AttributeDescription Encoding="urn:abcdtrust:1.0:encoding:string:utf-8" DataType="xs:string” Type="urn:soderhamn:credspec:credSchool:pilotUserNumber™>
<abc:FriendlyAtiributeName lang="en">Pilot User Number</abc:FriendlyAttributeName>
<abciFriendlyAtcribucellane lang="sv">Anvi /abc:FriendlyAtori

</abc:AttributeDescription>

<abciAtcributeDescription Encoding="urn:abcitrust:1.0:encoding:string:sha-256" Dacalype="xs:string” Type="urn:soderhamn:credspec:credSchool:gender™
<abc:FriendlyktiributeName lang="en">Gender</abc:FriendlvAttributelame>
<abciFriendlyitoributeliane lang="sv">¥idn</abc:FriendlyArcributelames

</abc:AttributeDescription>

<abciAtcributeDescription Encoding="urn:abcitrust:1.0:encoding:string:sha-256" Datalype="xs:string” Type="urn:soderhamn:credspec:credSchool:schoolname”>

<abc:FriendlyktiributeName lang="en">5chocl</abc:FriendlvAttributelame>
<abc:FriendlyAttributeName lang="sv">Skola</abc:FriendlyAttributeName>
</abc:AttributeDescription>
<abciAtcributeDescription Encoding="urn:abcitrust:1.0:encoding:date:sincel870:unsigned” Datalype="xs:date” Type="urn:soderhamn:credspec:credSchool:birthdate”s
<abe:Friendlylttributelane lang="en">Birthdate</sbc:FriendlyAttributelame>
<abciFriendlyitcributeliane lang="sv">Fifdelsedatum</abc: Friendlyiccributelames
</abe:AttributeDescriptions

</abe:ATCribuceDesCriprionss
b rrarans d 21 Gmand £1mat Ans [~
KN v
Line: 162/1989 Column: 102 Character: 13 (ix0D) A

Figure 29: S6derhamn IdM ABC System- An Example Content of the Catalina Log Files

2.4.6.3 Deployment

After completing all integration tests with the néaal version of the ABCE and its CEs, first steps

were performed in order to be able to installdhe d M A B C or8he tatget sitéEDOC

provided a Windws servehosting an SSH servand configured thefiirewall to grant accedar

NSNO6s d etothelRDP and SSH ports of this systdmorder to guarantee that the source IP

address does not chanpeer timeNSNo6s devel opélrdM &ShyRs@ sbthefidrget h e

site via theilintegration testing environmeand not via their company laptopd his way,EDOCG

firewall neededonlytb e confi gured with the static and publ
testing environment

As soon aEDOC provided accounts for the SSH and the RDP access, NSN checked the connectivity
and began the installation of other required software. Next to Java and .NET, Apactet had to

beinstalled Before the target site was ready to pick updtHed M A B Qn @& application had to

be O6customi zedo. The | at t er egisteason Systemmappficationst a s k .
from the integration testing environment impacts the credential specifications. Please note, that the
credential specificatts cont ain a O0Defaultl mageReferenced ta
User can download the credential image which will be displayed in her Ul. Since the location of this
image must shift from the integration testing environment tdaifyeet sie too, all credential

specificatiors must be modified. Another impact is the Issuer parameters. Since the Revocation
Authority shifted its locationthelssuer parameters of revocable credentials have to change. On top of
that, the Revocation Authoriijself will generate different Revocation Authority Parameters. In

essence, most of the files in the public and private storage areaof tdeM A B C m@sybe tee mo
generated.

Theé | d M A B C is 8gpentleat mrotheebservice clients (i.e. the Id¥ortal, the |[dM
Application, etc.) connecting to it. As soon as the entire School Registration System was installed at
EDOG&s target site, NSN performed some system testhed | d M A B C in8rgestad verifiyd
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that the customization succeeded. Aftat, testUseraccounts were made available for WP4 and for
EDOCso that all entities of the Séderhamn pilot (including the Restricted Area System) can be tested.

EDOCand NSN executed the system tests. Before the operation phase of the pilot, igNor

formal handover of the School Registration System and the Revocation AutliEiD@Cthereafter
configured their firewall to block traffic comin
the operation state.

2.4.6.4 Operation

TheldM ABC System was hosted on a separate virtual machine attiRl/abce.abc4trust.sleat

was accessible only from the server hosting the IdM Application. As soon ladti#B8C System

was initialized by NSN without angxceptionst was ready to receive and respond on issuance and
verification requests. During the operation phase no issues regarding the IdM ABC System came up.

During thelstround the Userseceivedsmat cards from EDOC that had only beeitialized and
thereforedid not contain any credentials. Ta@ministratorsegisteedall smart cards using the Smart
Card Registrar And Users registered their smart cards and downloaded their credentials using the
IdM Portal.Users with registered and valid smeaitds in their possession were successfully involved
in the verification process (i.e. logghig the IdM Application using PrivaepBC technologies) and

in the issuance process (obtaining credSchool, credRole and other credentials).

In the2ndround the Wers did not need to access 8uhool Registration Systebecause EDOC
downloacekdall the credentials to the smart cards. During the issuance process, when EDOC was
downloading the credentials, no exceptions appeared on the IdM ABC System Issuer agidsitrif

2.5 Revocation Authority

The Revocation Authority (RevAuth) of the S6derhamn pilot is a customigbdpplication

developed by WP4. The RevAuth applicatisimstalled on the target site by NSN. This application

is dependenon Issuer paramategenerated by tte | d M A B C of$hg SchamlrRégistration

System (seS&ubsectior?2.4.6.2.3. And the Issuerofthé | d M A B C is 8gpentieat mrothe
parametergenerated by the RevAuth applicatiolm orcer to speedp the installatiorit therefore

makes sense toap the tasks of Issuer parameter generation and RevAuth parameter generation to the
same team.

2.5.1 Revocation Application

2.5.1.1 Implementation

The reference implementation produced in WP4 consists of an ABC €A@0&) providing
functionality for issuing credentials, constructing proofs of ownership of a credential and verification
of said proofs. In addition to these basic functionalities, the ABCE also contains functionality for
revocation of credentials as wal inspection of credential attributes in a proof.
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A revocation authority functions by keepiagvhitelist of unrevoked revocation handles. These
revocation handles are stored in a publicly available accumtildtben a revocation handle is to be
revoked the rewcation authority removes the hanttiem the accumulator (dependant on whether
white or black listing is used). The new accumulator is then signed by the revocation authority and
made publicly available as part of the (updated) RevocationInfammat

Since all the cryptographic functionality was already implemented, the main task in relation to the
Soderhamn pilot was therefore simply to integrate the functionality of the revocation authority with
the components of the ABC system (Issuers, Usets/arifiers).

2.5.1.2 Integration

The ABC engine contairthe required functionality for constructing a revocatoithority;however
the ABCE only exposedhad A B Qdva AP& A custom revocation authority applicatidRevAuth
for the S6derhamipilot was theréore implemented.

The RevAuth is a small Java application containing a lightweight \@ethgerver. When the RevAuth

is started, it will start by scanning for existing trusted storage (named CredentialManager) containing
private key artifacts and existjrpublic storage (name KeyManager), containing system parameters
and other public artifacts. If these are found, the RevAuth will load these objects into the ABCE and
expose a REST web interface to the other parts of the ABC system (Issuers, Usersfamd) Veri

If existing storage files were not found, the RevAuth will scan for necessary resources such as system
parameters, Issuer parameters and other configuration files. These files allow the RevAuth to know
which URL it is reachable and thereby the RetlAis able to generate a new set of revocation

authority parameters as well as a new empty trusted storage. All of these are written to disk allowing
the administrator to access the revocation authority parameters and will allow the revocation authority
service to be restarted without loss of data (revakedentials

Once theRevAuthis running and the revocation authority parameters are generated, the revocation
authority parameters must be distributed tolkess, Issues andVerifier. During normabperations
anlissuemwill ask theRevAuthfor a new revocation handle when issuing a credential. Whizeds
performing a proofshewill contact theRevAuthto obtain the latest revocation information. The
Verifier will also contact th&RevAuthto obtin the latest revocation information when verifying a
presentation proof.

In order to revoke a credential, a revocation handle must be postedt@®tBe@REST AP& Due to
the lightweight nature of thRevAuth authentication and authorization was mopliemented.

2.5.1.3 Deployment

The preparation of the installation requires the availability of one or more revocable credentials.
Credentials are revocable only if their credential specifications contain a revocation handle as attribute
andift h e 0 R eparanceterbid set @ true.

The installatioris complex andbegins by copying the war file of the RevAuth application into an
ApacheTomcat containef../webapps directory)In the S6derhamn pilot, the RevAuth applicai®n
hosted on a server dedicatauly to revocation. No other services are handled by this application.

“ Upon initial startup, the 'empty’ accumulator will contain all possible revocation handles, i.e. integers belonging
to some mathematical group. During issuance, the accumulator is not updated, since the RevAuth just randomly
chooses a nevevocation handle. During revocation, the accumulator needs to be adjusted. If revocation handle
X is revoked, the accumulator will finally contain all possible revocation handles except X.
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The server.xml connector of port 84 onfigured with a GoDaddy X.509 certificate in order to
provide and enforce HTTPS. Thisrtificate is accepted by all browsarsd by Javao thatthe server
certificate need not be installed in tdser Application After copying the war file into the container
and after configuring the server.xml file, Tomcat must be started to trigger the generation of a
6 s e rrevya @ edineétory whichbasically contains the unzipped contents of the war file. Then
Tomcat must be stopped and the following tasks must be executed:

1. The Issuer parameters must be copied to the
.. lwebapps/serviev-auth/WEBINF/classes/revocation_storage folder
2. After this, the credSpecs must be copied into the
.. lwebapps/serviev-auth/WEBINF/classes/xml folder
3. Then thesystem parameterd the Issuer must be copied into the
..;webapps/servieeev-auth/WEBINF/classes/revocation_storage folder
4. TheurlConfigfile in
.. lwebapps/servierev-auth/WEBINF/classes/revocation_storage
must be edited to match the external address dRévéuthservice
Now Tomcat must be started again

Usea browser to opehiips://revauth.abc4trust.se:8443/service - rev - auth
/service - rev - auth/revocation/generatenonrevocationevidence/dd/

9 This will respond wittanHTTP error 404, but will make the revocation authority
gengate the revocation parameters
7. Copy theRevAuth parameters
revocation_authority_urn_soderhamn_revocationauthority _default
into the system folder of the Issuer and restart the Tomcat of the Issuer

o0

Please note that if a credSpec changes or if thddooatt the RevAuth changes, all above listed steps
must be repeated. On top of that, new RevAuth parameters impact the User, the Verifier and the
Issuer as they must be distributed to these entities before the operation state of the project.

EDOCand NSNexecuted the system tesfisthe RevAuth applicatianTesting revocation included

all ABCE engines of the Séderhamn pitottthe Inspector ABCE.Before the operation phase of the

pilot, NSN invited to a formal handover of the School Registration Syatehthe Revocation

Authority. EDOCthereafter configured their firewall to block traffic coming from NSN. After
cutting the | inesdéd, the pilot entered the oper a

2.5.1.4 Operation

During the operation of the pilot the Revocation Authority was upramaing without any noticeable
problems. The Revocation Authority is an important component that is used not only when credentials
are issued and saved to the cards, it is also used and has to be up andlwimgnggrification i.e.

when Users visit thRestricted Area System.

Based on the experiences gained from the testing phase and frbstrthend of the pilot it was

known that downtime of the Revocation Authority means that the Restricted Area Application will not
be able to respond on requestwerify the validity of credentials. As this is a crucial and important
component, EDOC was continuously checking the availability of the Revocation Authority to make
sure that th&Jsersparticipating in the pilot were able &mcess it

After thelstround of the pilot it was decided to improve the performance ddnliee systemAmong
many other improvements made to speed up the login process when using the Restricted Area
Application it was decided to minimize the number of controls (checks) towardgevocation
Authority in the following way.

Revocation (the revocation handle) was removed from all credentials except for the main credential,
credSchoolTo make sure that revocation control still can take place, a default actiegavas
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added taall Restricted Areas requiring the school name to be equal to Norrtullskolan. As this access
policy was added to all Restricted Areas it guaranteed that a revocation check was performed
whenever dJserwas trying to login at any Restricted Area

2.6 Restricted Area System

The Restricted Area System was developed to add user functionalitypitotrend to demonstraee
real life application of th€rivacyABC technologies. The Restricted Area System consists of
following blocks:

1 Restricted Area Applicatio
1 School Portal

1 RAABC Systeni Verifier
1 Restricted Area Admin

The RA ABC System is integrated with the sersigle of the Restricted Area Application. The
Restricted Area Admin is connected to the Restricted Area Application database with limited
functionality of operations allowing the administrator to manage data. The School (BedRigure

31) is the website containing general information about the pilot, links to required software, help and
support materials and links to@jeations used by pilot Users such as a link to the URL of the
Restricted Area Applicatiorhftps://ra.abc4trust.se/Home/Argasid a link to the URL of the |dM

Portal fttps://idm.abc4trust.se:8443/idmPo)t@eeFigure32).

2.6.1 Restricted Area Application

The S6derhamn school pilot ugesvacyABC technologiedo enable secure, and by minimal data
disclosure, privacyreservig identification in communications between staff, pupils and guardians.
The pilot application at Norrtullskolan involves privaeseserving community access and school
internal social networking for pupils via a specifically dedicated online platforndadhkeRestricted
Area Application. This pilot addresses the specific challenges posed by the fautettmesttusersare
gettingyounger and oftemight evenbe minors (Pupils 1216 years old).

The communication services provided on the online platfortailehe following possibilities for the
participants:

1 Chat rooms to be used by pupils and/or staff and guardians

1 Online forums for discussing lessons and other school related matters as well as political
discussions. These may be set up as openlysibforums or as personal restricted areas
where only a predefined group of participants can enter (e. g. children of a certain age or
class).

1 Online counselling sessions in restricted areas with health personnel (counsellors, social
workers, nurses, cohes), where staff can provide counselling in a safe environment while
pupils are not necessarily required to reveal their identity.

1 Document areas where staff can share documents (e.g. grades and development plans) with
pupils and their guardians.
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Figure 30: The Restricted Area Application - A List of Restricted Areas
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As depicted irFigure 30the Restricted Area Application consists of many different Restricted Areas.
Restricted Areas (Rg) created byhe schoohremarked as official. Other users (pupils and
guardians) are also able to create new RAs for different purposes. Each RA is protected by one or
several accegmlicies. An accespolicy defineswho is allowed to enter the RA and use its
functionality (chat, wall, document sharing and political discussions) and see its conRegtristed
Areafor girls will have the accegmlicyi Gi r | s 0.

Users (pupils, guardians/parents and school personnel) are able to sign in (login) to different RAs in a

very secure and privacy friendly way taking advantage oPthecyABC technologiesUsing smart
cardtheUserc an prove that she is a girl tUsereamproeer a ch
that she belongs to Class 9Atoenterachatm@ns t r i ct ed f dsercdin@riovethat 9 Ao . T
sheisagirlbetweeni¥5 years ol d to ent-E5 weahmatolrdd.m fmors
when anonymity is desired, thusercan anonymously/pseudonymously sign in and participate in

political discussion groups without revealing any personal data. Another case when
anonymous/pseudonymous login might be desirable is during counselling sessions.

The Restricted Area Application consists of JavaScript client and C# backend, of which both are
integrated with theRA ABC System. The access to the Raplication itselfandthe different
Restricted Areas is controlled wighiesentation policy alternatives (an XML translation ofabeess
policieg, which are verified against the credentials whichdkerhas on her smart card.

Some of the functionalities provided by the RA Application are the dashboard, search and browse
functions for lists of Restricted Areas. And inside a Restricted A¥sas can chat, upload files and
leave messages on the wall.

Wi th 6access policiesd, thatXMesdtgte BPTemeanati offh
are intermediate policies which need to be translated
the User.
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Additional functionalities on top of the Restricted Area concept are the counseling, the political
discussions and the alias to alias chat (privatetoiome chat).

2.6.1.1 Implementation

The RA Application backend communieatvith theRA ABC System, whichiuns on thesame
server. The RA Application JavaScript client is integrated with the UseBABCa browser plugin
and the two crypto engines for Idemix andPtbve. UProve runss a separate Windows service
whereaddemix runsinside the UseApplication

The Restricted Area Applicatidmosts theclient JavaScript that is executed locally in e s
browser to prevent transferring détam the User compute@ndto avoid linkability betweenhe
different aliase®f the UserThe JavaScript isf coursea part of the RA Application buhithis
chapterand inSection2.6.1.2the JavaScripts referred to ashe RA ApplicationJS Clientd The
reason is tonake it clear what is processed on the seamd what is processed lolyabn the Useis
side.

The RAApplicationprovides the pilot functions, most notably the different kinds of Restricted Areas
associated/protected by accpsficies

The RA Application is built as traditionaltir architecture.

Tier 1 Presentation JS Client .NET/ HTML, JavaScript
Tier 2 Application / business logic .NET
Tier 3 Data MS SQL Server

While theRA Application is installed on a single server, the application is built to be atbmhect
to a database on another server. The presentatid application tiers, on the other hand, are logically
separated but built together, thus always to be deployed on the same server.

A firewall can naturally be placed in front of the application, allowing &P / HTTPSraffic. If,

at a future poihin time, the database is installed on a server of its own, there can also be an extra
security measure of another firewaith access restrictioralowing onlycertain ports or networke
access the database.

All user interaction is done via a web tuser. Please note that the User interacts with the User
Application, in addition to the interaction with the Restricted Area System.

The data flows for the application are described in more details in [D51].
The following data is stored in the RA Applicati database:
T RA metadata
- type of RA (general chat, counselling etc.)
- presentatiomolicy alternatives
Chat messages (each message connected to a specific RA)
Files uploaded (each file connected to a specific RA)

Alias list (aliases already used, tlreseved forthe original User). However, the server does
not store the identity of theriginal User, only lets her use an alias already stored on her smart
cardand already stored in the alias list.
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The Restricted Area Application is interacting with two elifint instances of ABES one which
resides on the server and is nard@d ABC Systend and another which resides inside the User
Application

The Userds ABCE interacts indir éaeResbtnictedrea h t he
Applicationin orderto retrieve presentatioroficy alternaltivesand to verify presentation tokens

The Restricted Area (RAjpplicationis built using .NET Framework 4.0 and the C# programming
language and is deployed on a Windows 2008 Server. It uses a Microsoft Intearmaation Server

(IS) 7.5 as the web server to run the web application and for communication with the client side. The
server side ABC System, also known as the Verifier, runs within a Java environment, also on
Windows 2008 Server.

Thethe RA Applicationbackendchas dependencies to Entity Framework for ORM (object relational
mapping) support, ASP.NET WebForms (for the Restricted Area admin interface), and ASP.NET
MVC.

Three major components within tR& Applicationare

- the business logic entities
- the6XML Genemat or 6 and its related components
- and an API to provide connections for the RgplicationJSclient.

The business logic layer and the API are directly related because business entities provide the API
with data to be sent to and handled by tlentl All RA Applicationdata, i.e. the definitions and
contents of the Restricted Areas, is stored in a Microsoft SQL database. As the Entity Framework has

RA

been used with a Acode firsto approach, nghe stru

deployment.

2.6.1.2 Integration

The RA Application is communicating with the RA ABEystem (i.e. th&erifier), which is running
on thesameserver usinga RESTful interfaceThe RA Application JavaScript client is integrated with
the User ABE via browser fugin and Userervice chain.

The User does not have direct access to the Verifier. The RA Application is acting as a proxy and
forwards tokens from the Ustry the RA ABC System

Below is a description of scenarios that require integration with tha chalessages.

Tolog in tothe RA Application the User has to prove that she has a valid credSchueldoes not
mean that the User will get access to any specific Restricted Area or any content (messages,
documents etc.). A successful login meanstthatJser will be able to see the lists of Restricted

Areas. In order to enter a specific Restricted Area the User still has to prove that her credentials satisfy

the correspondingresentatiompolicy alternative®f that Restricted Area.

1 TheRA Application prepares a presentation polayernative{XML -format) that
requests the User to prove ownership of a valid school credential (credSchool). It sends
the policy to theJservia JavaScript call that is delegated by browser plugin:
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T T P T N T S/ S s L A P e -1 RN 1 O
<?xml version="1.0" encoding="utf-8"7>
z[F]|<PresentationPolicyRlternatives xmlns:xsi="http://www.w3.org/2001/¥MLSchema-instance™ xmlna:xsd="http://www.w3.o0rg/2001/XML5chema™
Version="1.0" xzmlnz="http://abcdtrust.eu/wp2/abcachemavl.0">
<PresentationPolicy PolicyUID="urn:soderhamn:policies:loginPseudonym™:>
5[ <Message>
<Nonce>some fresh nonce</Nonce>
= </Meszage>
B <Pseudonym Exclusive="true™ Scope="urn:scderhamn:registration™ />
g -] <Credential Alias="#credSchool™>
o S <CredentialSpecilternatives> I
<Credential3pecUID>urn:soderhamn: credspec:credSchool</Credential SpecUIDs>
1z |- </CredentialSpechlternativesas>
13[4 <Issuerklternatives> <IssuerParametersUID>urn: soderhamn:issuer:credSchool:idemix</TasuerParametersUID>
¢IssuerParametersUID>urn:soderhamn:issuer:credSchool iuprove«</IssuerParameteralUIDs
5 | </Issuerklternativea>
£ |- </Credential>
15 <AttributePredicate Function="urn:casis:names:tc:xacml:l.0:function:string-equal™>
<CenstantValue>Norrtullskelan</ConstantValues
<hRttribute CredentialAlias="#credSchool™ AttributeType="urn:soderhamn:credspec:credichool:schoolname™ />
o </AttributePredicate>
</PresentaticnPolicy>
Ll</PregentaticnPolicyklternatives>

MR R R B B e}
W EEE B
T

T The UserApplication procesesthe request and retugthe presentation token the RA
ApplicationJSclient

1 TheRA Application JS cliensends theeceived tokemo the RA Application backend
usinganasynchronous requedthe ackend makes local request on the servéra®A
ABC System usinghe RESTful interfaceThe RA ABC Systemverifies the token by
calling the methoWerifierABCE.  verifyTokenAgainst - Policy()  of the ABCE If
verification fails, a failed page is displayed and access is refused.

The User can select opéthealiasesthat she has created previously using the Restricted Areas user
interface. Those aliases are saved in a secure and privacy friendly way on therdadrcard. If the

User creates a new aljdbe RA Application will make sure thatdlthosen alias is unique system

wide using an asynchronous request to the RA Application. The new alias is also added to the smart
cardfor later use

9 If the User chooses to establish a new alias, then

- The User is asked to enter a naaliasnameor the new ahs.

- The RA Application]JSclient checks with request the RA Application backend
whether the aliaaliasnamds already taken and there is a record in the database. If
so, it asks the User to choose a different alias.

- The RA Applicationbackendorepars the presentation policglternativedy feeding
the accespoliciesto the XML Generatowhich requesthe User (via RA Application
JSclient and UseApplication) to present a scopexclusive pseudonym for scope
stringurn:soderhamn:alias:alias AliasID
(for exampleprn:soderhamn:alias:alias154 ) and a valid school credential
bound to the same key. It seritie policy to the User:
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Oy A0 200038 48 5% 88 0 88 e, A8, 300y 330, 3800, 390,
1[H|<PresentationPelicyRlternatives xmlns:xsi="http://www.w3.0rg/2001/XML5chema-inatance™ xmlns:xad="http://www.w3.0rg/2001/XML5chema™
2 Version="1.0" xzmlns="http://abcdtrust.eu/wp2/abcachemavl.(">

2 [ <PresentationPoclicy PolicyUID="urn:soderhamn:policies:aliasfliasID">
E—% <Message>
<Nonce>some fresh nonce</NonceX
7 - </Message>
B <Fseudonym Exclusive="true" Scope="urn:soderhamn:alias:AliasID" />
3 [ <Credential Alias="#credSchool">
o E—% <CredentialSpechlternatives>
<CredentialSpecUID>urn: soderhamn:credspec:credSchool</Credential SpecUID:
1z </Credential3pecilternatives>
13[H <Issuerklternatives>
<IssuerParameteraUlDl»urn: soderhamn:issuer:credSchool:idemix</IssuerParametersUID>
¢IssuerParametersUID»urn: soderhamn:issuer:credSchool ruprove<d/IssuerParametersUID>
16 - </Issuerhlternatives>

18 </Credential>

154 <httributePredicate Function="urn:ocasis:names:tc:xacml:1.0:function:string-equal™>
<ConstantValue>Norrtullskolan</ConstantValue>

<Attribute Credentialllias="#credSchool™ AttributeTlype="urn:scderhamn:credspec:cred3chool:schoolname™ />
22 </AttributePredicate>

23 |- </PresentaticnPeolicy>

25 L|«/PresentaticnPolicyRlternativess

- TheUser Applicatiorprocessethe request and retwgthe presentation token to the
RA ApplicationJSclient

- The RA Appication JS cliensends theeceived toketo the RA Application backend
usinganasynchronous requedthe kackend makes local request on the server to the
RA ABC System using the RESTfimterface. The RA ABC Systenerifies the
token bycalling the metodVerifierABCE.  verifyTokenAgainst - Policy()  of
the ABCE If verification fails, a failed page is displayed and access is refused.

- Upon a successful presentation, the Restricted Area Application stores the
cryptographic pseudonym (i.e., the PseudonymValnd)associates it to the
aliasnamechosen by the User in the Restricted Area Application database.

- Otherwise, the default main screen of the RA Application is displayed.

9 If the User chooses to log in under an establishedal@sname then

- TheUser Aplicationsendslias ID to the RA Application.

- The presentation policglternativeswill look like in the example above.

- TheUser Applicatiornprocesseshe request and retwsthe presentation token to the
RA ApplicationJSclient

- The RA Application JS @ntsends theeceived toketio the RA Application backend
usinganasynchronous requedthe kackend makes local request on the server to the
RA ABC System using the RESTfmterface. The RA ABC Systenerifies the
token bycalling the methoderifierAB  CE. verifyTokenAgainst - Policy()  of
the ABCE.Moreover, it checks that the presented cryptographic pseudonym (i.e., the
PseudonymValue) in the token is equal to the pseudonym that was associated to this
alias in the RA Application records.

- If any of these lsecks fail, a failed login window is displayed and access is refused.

Users are able to createw Restricted Areas When a User is logged in at the RA Application (not
as anonymous alias), she can create a Restricted Area, i.e., a discussion boarthe@nshelafr
several accegolicies

1 The RA Application creates the restricted area, converts the guuesssentered in the
GUI into an XML PresentationPolicyAlternatives element and associates it to the
restricted area. Since we want inspection tpdsible, when a new pseudonym is
established, the PUN number is encrypted wi
by the inspector. For example, the restricted area for pupils whose gender is equal to
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Aimal ed would be something |ike the foll
Wi e e B0 e 30 e BT e BT i BT i B0 AT AT T BT T AT L
1[-|«PresentationPolicyAlternatives xmlns:xsi="http:// www.w3.org/2001/¥ML5chema-inatance” xmlna:xsd="http:/ /www.w3.org/2001/XML5chema™
Version="1.0" zmlns="http://abcd4trust.eu/wp2/abcschemavl.0">
a[H| <«PresentationPolicy PolicyUID="urn:soderhamn:policies:aread4pl™>
= <Message>

<Honce>+SNFS6TGgmw=</Nonce>
</Message>
<Credentizl Rlias="gender0™>
«CredentialSpecAlternatives>
<Credential3pecUID>urn: soderhamn: credspec:cred3chool</Credential3pecUID>

</CredentialSpecAlternatives>
114 <Issuerklternatives>

<IssuerParametersUID>urn:soderhamn:issuer:credSchool:idemix</IssuerParametersUID>
<I3suerParametersUID>urn: soderhamn:issuer:credSchool tuprove</IssuerParametersUID>
</Issuerllternatives>
</Credential>
<Credential Rlias="#cred5chool™>
<CredentialSpecAlternatives>
«CredentialSpecUID>urn: soderhamn: credspec: credSchool«/CredentialSpecUID>
</CredentialSpechlternatives>

204 <IssuerRlternatives>

<IssuerParameteralUlD»urn:scderhamn:issuer:credSchool:idemix</IasuerParametersUID>
<IssuerParametersUID>urn: scderhamn: issuer:cred3chool:uprove</IssuerParametersUID>

23 </Issuerklternatives>

«Disclogedhittribute AttributeType="urn:scderhamn:credspec:credSchoocl:civicRegistrationtumber™:>
<InspectorAlternatives>
<InspectorPublicKeyUID>urn: soderhamn: inspectorpk</InspectorPublicKeyUID>

27 </InspectorAlternatives>
<InspectionGrounds>»Description of circumstances and process under which token may be inspected</InspecticnGroundss>
28 | </Disclosedittribute>
a0 </Credential>
a1[d <AttributePredicate Function="urn:casis:names:tc:xacml:1l.0:function:string-equal™>

<ConstantValue>male</ConstantValuex
<Attribute CredentialRlias="gender0™ AttributeType="urn:soderhamn:credspec:credSchocl:gender™ />

as | </RttributePredicate>
a5 -| </PresentationPolicy>
3& L|</PresentationPolicyAlternatives>

Note that the policy above does not yet specify the full scope string for theesadpsive
pseudonym. The actual scope string depends on the alias of the User who wants to access the RA, so
this part of the policy must be generateetiosfly.

In order toenter a Restricted Areathe User still has to prove that her credentials satisfy the
presentatiompolicy alternatives

A

A

> >

The policy is sent from the Restricted Area Application todker Application

The identity selector pops up informing the Uakout the information that will be

revealed and allows him to choose between multiple options of credentials, policies, etc.
The User indicates hishoice in the identity selector.

TheUser Applicatiorprepares the presentation token and sends it to thégplcation

The RAApplicationverifies the token and checks that the PseudonymValue associated to

owi

this token is the same as what has been registered for this alias. If all checks succeed, the

applicationupdates the timestamp of the last successfgleptation.

If the Restricted Area is sasGnspectabléduring creation, th®A Applicationstores the
uniquetoken identifier returnedia RESTful interface fronthe RA ABC Systemand
associates it to alhe messages written during this session, soithatercanfetch the
token back from the database in case inspectidargnded(The token itself is stored
by default bythe RA Application in its databage

The build of the RA Application was done from source code located on the EDOCT&¥Muild is
set to be launched manually but can be set up to be launched automatically by a scheduler or after each

commit.
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2.6.1.3 Deployment

The Restricted AreApplicationwas deployed on one of the virtual machines running on servers
located within the school DMZhis way it was deployednthe same sub network as the School
Registration System and the Revocation Authority.

The installation of IIS, MSSQL and .NET Framework was done on Windows 2008 R2 Server
operating system

2.6.1.4 Operation

During testing and the opdion phase of thiéstround it was hard to debug problems as it was

difficult to isolate the problems in order to know if the problem was caused by the Restricted Area
Application itself or by any of the othapplications Before the2ndround of the pibt thelogging
functionality of the User Application and the Restricted Area Application were significantly improved
and debugging bame more efficient.

During operation of th@ndround the Restricted Area Application servedlisess well and no
known issues or problems were discovered by EDOC or reported by the schygahepilot Users.

Users were able to use the Restricted Area Application in the way it was intended to be used. Teachers
could create Restricted Areas and define aquelssies Pupls could enter different Restricted Areas
and post and receive messages and documents etc.
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2.6.2 RA ABC System i Verifier

2.6.2.1 Implementation

The Verifier was taken from a demo application that WP4 had made. It was generic enough that there
was no need for ftiner implementations to make it work. The one exception was a way of storing the
revocation information, but this is discussedbection2.6.2.2

2.6.2.2 Integration

During integration it became clear that we needed to save timevgere in order for the system to

operate faster. One way of doing this was minimizing communication time with the revocation

authority as well as the computation time saved hysieg the same revocation information several

times. The idea was to onlypdate the revocation information when a certain time has passed. This

makes efficiency better, but it also enablesarevilsad s cr edent i al Vedfierst i | | b e
until the revocation information is updated. This traffevas decided to becaeptable.

The Verifier ran on a separate server, which was contacted only BettectedAreaApplication
when neededThe RAApplicationcontacts the REST interface of the Verifier in two situations

1 When the RA needs to add revocation informationitte presentation policwlternativesfor the
User
1 When the RA needs to validate a presentation token

The XML needed for the proofgas merely redirected from theserthrough the RA to the Verifier.
The Verifier could then answer the RA back if it shodldplay an error page or accept theddinto
the area.

As it is just a \érifier, there is nothing sp&l needed to run it. Severakkifiers for a system are

highly likely, and so it is just a matter ofguiding the correct resourcesgler parametersystem
parametergtc.) to the ABCE. Feeding theexifier ABCE these parameters was done using the helper
methodprovided by WP4.

2.6.2.3 Deployment

As it was written ir2.6.2.2 The RA ABC Systens integrated with the RA Appli¢@n via the
RESTful interface. The Verifier RESTful interface is locally accessible for the RA Agtigiicat the
location with URLhttp://localhost:9500The port of the RESTful interfackesnot accept any
external onnections.

The Verifier was deployed manually and configured to launch automatically on system start at the
production server where all other Restricted Area System components reside.

EDOC replacd the old version of the RABC Systemthat was emulatinthe PrivacyABC
technologiesvith a new version of the application tleainverify PrivacyABC presentation tokens.

The deployment of the Verifien the RA ABC Systenn the S6derhamn pilas different from the
deployment in the Pats pilot in the wapf how the presentation policjternatives are genated.
The presentation policy alternativeshich in the Séderhamn pilot avasedn the accespolicies
that are associated withr{dprotec) each Restricted Arehave to be generated dynamically (tre
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fly). The reason is that each Restricted Area is associated with am@eaccespolicies e.g. a RA
for girls in class 9A will have two differempioliciescombined with a logical ANDANd as those
accespoliciesc andt be known pplicatiandhasaordeakwith thisenatierAn aA
different way from what is the case in the Patras pilot.

For this reason the Restricted Area Application has to be deployed so that it generates different
presentatiorpolicy dternatives dynamically after re¢gnwing the accegsoliciesthat are applied for the
Restricted Area.

2.6.2.4 Operation

During operation and when a User is trying to enter a certain RA the RA Application retrieves the
accesoliciesfor that specific RA from the database. Based on those gooksisesand other
policiesassociated with the RA, such as whether inspection is required or not, thepRéafpn
generates a valid XMfile containing the presentation policy alternatives and sends it to theTlser
RA Application sends the XMIil e containing the presentation token AND the presentation policy
alternativego the Verifier via REST interface and depending on the decoded XML answer the RA
Applicationwill allow the Userto enter the RA or will inform th&ser that the verification dfis
presentation tokedid not succeed. There are of course many reasons Whgrds not allowed to
enter a RA. One i s of canootmeetthe presentdtidtnegolidy alternafives cr e d e
Another reason ianonvalid (revoked) cre8chod. But there are also other reasons such as if the
card is removed from the card reader or if the reader is not properly connected to the PC etc.
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2.6.3 Restricted Area Admin

The Restricted Area Admin (RA Admin) is an application created mainly for two pspius

Restricted Area database administration and for early stage testing (emitataayABC

technologies Initially, before the ABCE was fully developed by WP4 and ready to be integrated into
theRA ABC Systenmby EDOC, the RA Admin was used to aesdifferent test Restricted Areas and

to create tedt/sess and attributes emulatir®yivacyABC technologies

At this early stage the RA Admin made it possible to test the different functionalities of the Restricted
Area Application before the ABCE anther components such as thewser plugis, the Identity
Selector and the Ussmart card were fully developed and ready for integration, testing and usage.

During the two rounds of the pilot the main purpose of the RA Admin was to makeitfeas
administrators to edit (add, change and delete) data in the different database tables needed by the RA
Application. The RA Admin was used to upload and edit default aliases, it was also used to edit the
list of emails matching the default aliasesofinselos used for notification purposes.

The Restricted Ar e aechhdagiesar anypueaesesid tas alsaparateddg)i@ via
adminusernameandadminpassword and utilizes only data from the database.

2.6.3.1 Implementation

The Restricted Area Admiwasdeveloped using ASP.NET WebForms as CRUD (create, read,
update, delete) user interface performing typical operations on data saved in different tables in the
database.

Login to the system requires login and passworciweb form. The interface is imgpinented as tabs.

Every tab corresponds (is mapped) to(aidt s own tab
therefore cannot be changdxy) input from command line so the application gives no ability to edit

other tables than the allowed ones.

After thetesting phase was over and ftstround of the pilot startedll old tables used for testing
and simulation oterificationwere removed from the Restricted Area Admin possibility.

2.6.3.2 Integration

The RA Admin was not integrated with any of the other comemts. The only interface that the RA
Admin shares with other systems is the access to the Restricted Area database directly via database
connection. There was no need for integration of the RA Admin with any of the other components
such as the Restrictédea Application, théJser Applicationthe IdM Portal or th®A ABC System.

2.6.3.3 Deployment

The Restricted Area Admin is a web applicatikie deploymenis similar to the deployment of the
School Portalwith its own separate URhttp://ra.abc4trust.se/Admin/

The Restricted Area Admin was deployed to a server with an 1IS 7.5 web server and ASP.NET
installed.

During the testing phase all Priva@C technologies were simulated and all test data (attributes)
aboutthe Users were saved in the database. EDOC manually added some test Users to the database
(First name, last name, gender, age, class, role etc.). As no PAB&ctechnologies or smart cards
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with credentials was used during the test phase all data wiasedtfrom the databasall test data
was of course deleted before ttaround of the pilot started.

During the pilots all attributes about-ABChe Users
credentials. At this stage the RA Admin was ugedrtter default aliases (the real name of the User)

and to enter the list of aliases and other inappropriate words that should not be possible to select as

alias.

The functionality of the RA Admin was continuously improved and tested dilmatgsting phaes,
before thelstround of the pilot and finally before tl2emdround of the pilot.

2.6.3.4 Operation

In the beginning o2ndround of the pilot, The Restricted Aréaminwas used to prapload default
aliases to prevetdsess from taking othetdses 6 n & aliases aad fake tinédentity. The

uploaded data contained only the aliases, afted#iess gained access to the Restricted Area
Application a token was saved along with the default alias ditleeand proved the ownership of the
correct alias by thUser. Teachers who were supposed to be counselorthba@mailaddresdinked

to their default alias for notification purposes.
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2.6.4 School Portal

The School Portal is the website containing general information abaguitdhdinks to required
software, support materials and links to applications usquloiyUses.

The School Portal user interface has the same desigrept as the Restricted Arepplication

BESTRUST NORRTULLSKOLAN

Hem Ga till applikationen Hjalp

ABC4Trust

CERTIFIKAT FOR SAKER INLOGGNING
SE DEMO HAR ()

©2010-2012 ABC4Trust
ABCATrust receives research funding from the 7th Research Framework Program (FP7) of the EU as part of the Trust & Security Program.
Anvandarvillkor och integritetspolicy

Figure 31: School Portal- Start page

Figure31lis a screenshot of the School Portal starting page which consists of a menu (links) to the
following different web pages. (Swedish translation within the parenthesis):

Home (Hem): Link to the starting page.

Enter the application (G4 till apgétionen): Link to the Restricted Area Application which
requires login usin@rivacyABC technologiegsmart cards witlPrivacyABC credentials)

Help (Hjalp): Contains FAQ, User Manual, link to download tiser Applicationinstaller,

link to the IdMPortal and link to download the smart card reader driseeFigure32)

See demo here (Se demo har): A link to instructional video available at a YouTube channel.

=A =2 =4
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nBarrusT

Hem Ga till applikationen Hjalp

Hjalp & Nedladdning
Har hittar du all information samt kan ladda ner mjukvara (anvandarklienten) som du behdver for att kunna anvanda systemet.
Link to the User Manual
Ladda ner anvandarklienten for hardvarubaserade cerlifikat. Anvands med ett smartkort
Certifikat (IdM) Link to dow‘nl}\d the User Application

For att kunna logga in och borja anvanda systemet behover du en kortidsare och ett smartkort med certifikat innehallande dina personliga uppaifter.
Vi har redan registrerat alla dina attribut (personliga uppgifter) i systemet och ditt kort ar redan laddat med dina certifikat
Under ladda ner Certifikat kan du:

1. Vid behov ladda ner nya certifikat om du t.ex. byter kiass osv.
2. Se dina attribut: namn, alder, klass osv.
Kontakta inistratoren om dina uppgifter inte stammer.

<«——Link to the IdM Portal

Figure 32 School Portal- Help page

The School Portal is not making use of &PyvacyABC technologies.

2.6.4.1 Implementation

For thelstround of the pilot the School Portal was created using open source Orchard content
management system written on ASP.NET, but since this application requiregtselmoioyment and
was more resource consuming for #meround it was decided to substitute the old version of the
School Portal with a new version. The new version consists of flat HTML pages rendered using
ASP.NET templatesOn top of thatthe desigrwas significantly improved in order to have the same
design as the new Restricted Area application style.

2.6.4.2 Integration

The School P dhe RAABC S¥ysieensamd dktosely coepledvith the Restricted Area
Applicationds GUI Perakandthe RAApplitation frecontamdd indhke same
build, they can be considered as independent entities.

In the1stround of the pilot th&chool Portal the production environmevgslocated at URL
http://potal.abc4trust.sd~or the2ndround it was located at URww.abc4trust.sevhich is a more
userfriendly URL that redirects the User to thew School Portal located BRL
https://ra.abc4trust.se/Start

All the links from the School Portal to the Restricted Algmplication are leading to
https://ra.abc4trust.sehich is already a separate application on its own subdomain.

The School Paal contains links to the IdM Portéittp://idm.abc4trust.9aes n d e r the section

2.6.4.3 Deployment

The School Portal was filled with links to needed safevsuch as thdser Applicationnstallerand
the smart cart reader installer. The School Portal was also updated with different support material
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needed by th&sers such as User Manuals, FAQ section, inspection grounds document and links to
the ABC4Trust official webpage and other support materials.

Support mateals include the following:

Description of thepilot and an overview abotiie Restricted Area application

User Manual in Swedish, PDF format

Inspection grounds

Embedded YouTube videos with basic training concerning the usage of tAggtidation

The reqired software during the pildte. the User Applicatiorinstaller which automatically will
install the browser plugin, the Idemix andRdove services and will set up its own dependencies.
1 Another required component is the smart card reader driver whichally should be included to
the default Windows driver database but might as well be installed separately in specific cases.

= =4 —a —a A

2.6.4.4 Operation
The School Portal was used in two different ways during the two rounds of the pilot.

In thelstround theUsess reeived their smart cards that was initialized and prepared but did not
contain the credentials. Eatlserhad to visit the School Portal and navigate to the IdM Portal in
order to download her own credentials.

In the2ndround this was changed. EDOC iniized and downloaddall needed credentials to the
smart cards before they were handed over ttHes. So there was no need for theess to visit the
IdM Portal.

But the link to the IdM was not removed from the portal in cddeeaneeaddto downloachew
credentials. This happened in a couple of cases when the namelifarmnas misspelled. The name
was changed in the Id@atabase via the IdM Admin Tool whigtutomaticallytriggered the
revocation ofthe old credential A new credential vasissuedand downloaded by tHdserherself

Not only the design of the School Portal was changed between the two rounds of the pilot but also the
content such as the FAQ section, the user manuals and the linkdJseth&pplication mstaller was
updated to rééct the latest changes of development.

While the two rounds of the pilot were running there were no reports about downtime or unavailability
of the School Portal. The School Portal can serve more intensive and much larger number of
simultaneous requedisan what the pilot required.
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2.7 Legal Topics for the S6derhamn pilot

As already explained iBectionl.2, this document solely aims at providing feedback from the pilots
from a more technical perspective. So besides the de&dbheant to be fed into WP4, this deliverable
shall contain information which can be helpful for potential developers as well as implementing
decisionmakers with regard to the PrivaéyBC technologies used in the pilots.

Whereas legal requirements arevays a difficult topic for developers and implementing entities, it
must be considered that this issue is not only of concern when taking PAB&yechnologies into
account. Rather, whenever the processing of personal data is intended, a valid leghingust be

given, and the correlating legal requirements must be fulfilled. However, in the context of Privacy
ABC technologies, the complexity is even less since the inbuilt preabgncing characteristics of
these eliminate a great number of risksthe personal data of its users. The legal European data
protection framework on the generic European level (directive 95/46EC) as well as on the level of the
national law of the EU member states requires that all processing of personal data must be purpose
bound. This means that the processing is in principle only lawful if it is conducted for the initial
purpose for which the processing operation was set up. From this piuoséary derive the
principles of data avoidance and data minimization. Botlwadinly the processing of personal data
which is absolutely necessary to perform the given task for which the data was collected initially. As a
consequence, deployment of Priva®BC technologies is strongly advisable to comply with these
legal requiremerst

To provide a valid | egal ground for the process
pilot architecture, valid informed consent must be given by the participants before the start of the trial.
However, since this deliverable mairdgvers the perspective of the technical staff in the project, the
necessary content of such consent forms will not be described in this document. Rather, all primarily
usercentric documents like the consent forms, the information sheet and the user, malhum
explained in the deliverables focusi nhgprgett t he s
pil ot s 6, 3](ktealuddh gf th¢ dordol pilot) and [C3] (Evaluation of the Student pilot).

Regarding the legal matters related to tietq this deliverable will not concentrate on the user
perspective, but explain which aspects must be considered by entities who want to further develop, or
integrate existing PrivaesBC technologies. This encompasses the lessons learned from the two
specific pilots of this project as well as general advices on how to approach the usage of Privacy
ABCs in different settings. In this chapter, the specific frame conditions and requirements of the
Soderhamn school pilot are explained and the lessons lemmedplained.

2.7.1 Role Allocation

One of the challenges to be addressed when setting up the school pilot was the Norrtullskolan in
Sweden not having either the technical means or the expertise to completely set up and anaintain
PrivacyABC architecture ontheir own. Therefore, the assistance of other project partners was
necessary.

The infrastructure (i.e. the hardnd software) to use Priva@®BCs, with the exclusion of the school

PC6és from which the system woul byEarbdecs, a Bweedishc c e s s
IT company (in the following: EDOC). This included the setup and operation of a Restricted Area
System for providing communication network functionalities to the school for direct, anonymous or
pseudonymous interaction among pugischers, and parents. Furthermore, they were involved in the
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set up and administration of the credentials (e. g. issuance, revocation), in debugging tasks, and
entrusted with the oversight of the performance of the pilot architecture overall.

Moreover, MNkia Solutions and Networks Management International GmbH (NSN) provided the
School Registration System and supported EDOC with the setup, administration, debugging,
maintenance, and performance control oDit. top of that, NSN deployed the Revocatiorthuity

and supported EDOC in operating it.

This situation made it necessary to allocate different legal roles to the persons and legal entities
involved before the start of the pilot. Each role correlates with a certain set of rights and obligations,
which in some cases have to be fulfilled before the initiation of the data processing or even the
development of new applications. While both pilots of the project are governed under the umbrella of
the European Data Protection Directive 95/46 EC, a cectanplexity was added since two different
national privacy laws (Swedi$and Germaf) had to be considered. However, a detailed explanation

of the legal as well as of the organisational roles almeady been published in [D5(Scenario
definition for boh pilots). A first mapping of legal roles was conductedSiection3.6.2 of [DA5L].
However, since the drafting of this specific deliverable, the technical as well as the organisational
frame conditions of the Séderhamn pilot changed in parts, thereferm#ifiping is outdated. Rather,

the initial allocation of legal roles had to be altered since the factual circumstances became clearer
after the pilot went into the implementation phase. This is due to the fact that the school, as a public
entity under Sweadh law, holds the definite legal responsibility for its pupils. Moreover, in
preparation of the pilot (see 8 Bigure2), the school reserved itself the right to determine the means,
the purpose, and the framendiitions of the personal data processing which was intended to be done
with the PrivacyABC technologies used. While EDOC provided guidance and assistance, the school
maintained the decision power over diverse organisational and conceptual matterstoekied
execution of the pilot (see 9 &iigure 2). Examples would be which functionalities of the Privacy

ABC architecture the school wanted to be ready for the pilot. According to the European data
Protection Diretive 95/46 EC, a data controller determinesphigoses and means of the processing

of personal data, while a data processor only processes the data according to the instructions of
thecontroller. Therefore, the data processor only applies the techmiahs set out by the data
controller on his behalf and processes the personal data instead of him. Nevertheless, the
datacontroller remains fully responsible for the data processing, while the processor is bound to the
instructions of the controller. Amlmer entity, which acts on behalf of the processor, has to be
considered being a syfrocessor.

Correlating to this, the school was the decisive partner in the project with whom the work packages
developed the central communication services providednattie pilot architecture. By request of the
school, these services entailed e. g.:

1 Chat rooms
T Online forums
1 Online counselling sessions in restricted areas
1 Document sharing functionalities
1 Online polls
®English translations of the Swedi sh fiGtdnanseo nal Dat a

(1998:1191) 0 a htp://vavw.datainspdkiioeen.sefariglishilegislation/thgersonadataact/
" Bundesdatenschutzgesetz (BDSG), an Bhgdlianslation can be found online at:
http://www.bfdi.bund.de/EN/DataProtectionActs/Artikel/BDSG_idFv01092009.pdf? _blob=publicationFile
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Moreover the school was the key partner with mhid was decided how many Restricted Areas
should be set up, as well as which and how many of them shall be inspectable. Furthermore, the
distribution of crucial information, consent forms, and smart cards was conducted with the help of
teachers on behadind under the supervision of the school administration.

All these aspects led to the conclusion that the Norrtullskolan, in consideration of Art. 3 of the

Swedish Personal Data Act, fully determines the means and the purpose of the personal data

processig. Consequently, a joint controllership of the Norrtullskolan and EDOC is not given; rather it

must be assumed that the school is the sole controller with the final legal responsibility for what
happens with the partici pEDOQthes wgs eategonsadaas a pgraonah d u r
data assistant in the sense of the Swedish Personal Data Act (which would correlate to the role of a
processor according to the European Data Protection Directive 95/46 EC). NSN acting on behalf of

EDOC was categiged as a suprocessing entity.

2.7.2 Processing Contracts between Norrtullskolan, EDOC and NSN

For the processing of the personal data of pupils, parents, and teachers within the Séderhamn pilot,
contractual relationship between the above mentioned entiees necessary. In the prior section, it

was already explained that EDOC and NSN only processed data on behalf of Norrtullskolan and were
therefore only data processors instead of being data controllers.

For the S6derhamn pilot, three entities were in@dlin the execution of the trial. EDOC was strictly
bound to the instructions of the school, while in turn NSN is furthermore bound to the instructions of
EDOC. To ensure the fulfilment of all legal requirements for the personal data processing adavell a
safeguard that all measures for the protection of said data are taken, a chain of processing contracts
needed to be set up. Therefore, two types of contracts have been drafted before the start of the
Sdderhamn pilot:

1 Processing contracbetween Notwullskolan as controller and EDOC as processor

T Sub-processing contractbetween EDOC as processor (according to Swedish data protection
law named Personal Data Assistant) and NSN apsadessor

Ultimately, these two contracts between the involved estiieeded to convey the scope of the data
processing as well as the rights and obligations of the parties, as stipulated by the law. While in
Section4.4, we will give an overview of the general set of rules to be stated aegsimg contracts as

defined on European level by the Directive 95/46/EC, the S6derhamn pilot required the national data
protection law of Sweden to be taken into account. According to Article 4 p.1a of Directive 95/46EC,

the location of the responsible temt y 6 s establi shment (-based t hi s
Norrtullskolan) determines the applicable national law (which was here the Swedish Data Protection
Act).

To determine the content of the processing contracts, we have to rely on Section 30 ofdisb Swe
Personal Data Act, which conveys the requirements of processing contracts correlating to the
European umbrella Directive. It states as follows:

Section 30
A personal data assistant and a person or t hos
controll er of personal dat abds direction may 0

instructions from the controller of personal data.
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There shall be a written contract on the processing by the personal data assistant of personal data on
behalf ofthe controller of personal data. It shall be specifically stipulated in the contract that the
personal data assistant may only process personal data in accordance with instructions from the
controller of personal data and that the personal data assistdiable to take those measures
referred to in Section 31, first paragraph.

If there are special provisions in a statute or other enactment concerning processing of personal data
in public operations as regards matters referred to in the first paragrdngise shall apply instead of
that stated in the first paragraph

By the setup of the processing contract between Norrtullskolan and EDOC, which explicitly manifests
the instructions of the school and the frame conditions of the data processing witpilothe
architecture, the basic requirements were fulfilled. Likewise, this also applies for tpeoselssing
contract between EDOC and NSN. According to the Swedish Data Protection Act, any other special
provisions were not applicable in this specificmpisetting. Hence, the contractual fixation according

to Section 30 was sufficient. Thereby, Section 30 explicitly refers to the following Section 31, which
stipulates the minimum security measures to be taken:

Section 31

The controller of personal dathall implement appropriate technical and organisational measures to
protect the personal data that is processed. The measures shall provide a level of
security that is appropriate having regard to

a) the technical possibilities available,

b) what it wold cost to implement the measures,

c) the special risks that exist with processing of personal data, and
d) how sensitive the personal data processed really is.

If the controller of personal data engages a personal data assistant, the controller ofgberson
data shall ensure for him/herself that the personal data assistant can implement the security
measures that must be taken and ensure that the personal data assistant actually takes the
measures.

The supervisory authority may decide on security measures

In accordance with Section 31 Swedish Data Protection Act, technical and organisational measures
guaranteeing the protection of the pilot partici
particular, measures were taken to adhere ttimeiples of data avoidance and data minimization.
Therefore, NSN would by default not be involved with the processing of any personal data. Prior to

the start of the S6derhamn pilot, NSN assisted EDOC in setting up the pilot architecture to be tested.
Once these preparations were finished, EDOC deac
system, so NSN would never have direct insight into the personal data of the pilot participants. To
enable NSN to perform their assistance and debugging tasksct communication procedure was set

up for cases EDOC needed the help of NSN for troubleshooting technical problems. This entailed the
anonymisation of log files or screenshots by EDOC before forwarding them to NSN. Only in
exceptional cases whencsuan anonymisation would not be possible or sufficient to perform the
debugging or other mandatory contractual obligations, NSN would be authorized to receive and
process log files or screenshots of the system still containing personal data. For sfictcapes, the
subprocessing contract foresees that NSN is bound to the same precautionary measures of data
protection as EDOC.
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Furthermore, the realisation of the minimum requirements on European level by the Swedish national
law still allowed for an een higher level of protection for the personal data of the pilot participants.
Since NSN as German partner based in Munich is in itself bound to German law, the even more strict
requirements for processing contracts derived from the German data proeti®@DSG) were also
integrated into the suprocessing contract between EDOC and NSN. § 11 (2) BDSG contahsfa

ten minimum requirements with regard to the collection, processing or use of personal data on behalf
of others. In specific, Section 12) of the German BDSG states:

(2)

The processor shall be chosen carefully, with special attention to the suitability of the technical and
organizational measures applied by the processor. The work to be carried out by the processor shall
be specifiedn writing, including in particular the following:

1. the subject and duration of the work to be carried out,
2. the extent, type and purpose of the intended collection, processimgearf data, the type
of data and category of data subjects,

3. the technicabnd organizational measures to ensure the security of the processed personal
data,

4, the rectification, erasure and blocking of data,

5. the processords obligations, in particular |

6. any right to issue subcontracts,

7. the controllerdd thghpsotessmondésoconrespondi
and cooperate,

8. violations by the processor or its employees of provisions to prpeysional data or of the

terms specified by the controller which asebject to the obligation to notify,
0. theexteh of the controllerés authority to issue
10. the return of data storage media and the erasure of data recorded by the processor after

the work has been carried out.

To enable NSN in performing their tasks and yet to limit thetastt with personal data as much as
possible, a stepy-step procedure regarding the fixing of technical errors was outlined in the contract.

By adhering to this routine rigidly, the exposure of NSN to personal data was kept to a minimum.
Additionally, cetain obligations of keeping protocols and logging were integrated into the contract.
Thereby, the controller was able to check the documentation for cases of misuse, unauthorized access,
or actions not in compliance with the given instruction. Last buteast, the contract stated that data
should be generally anonymised, wherever possible.

To comply with the generic minimum requirements as stated in the Directive 96/45EC, the contract
had also to guarantee that NSN had implemented

Al é] appr omcali amd erganizaionhl measures to protect personal data
againstaccidental or unlawful destruction or accidental loss, alteratiomguthorized

disclosure or access, in particular where the processiaglves the transmission of data over
anetwork,ad against all other &nlawful forms of p

8 Art. 17 (2)Directive 95/46/EC on the protection of individuals with regard to the processing of personal data
and on the free movement of such d#tareinafter EU Data Protection Directi98/46/EC
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However,since NSN is established in Germany, these necessary measures had ¢orbgliance

with the national data protection law of Germany (BD&Gherefore, employees of NSN had to
beobliged to onfidentiality’, and their technical and organisational measures had to be in compliance
with § 9 BDSG.

Notwithstanding the fact that the minimum requirements were already fulfille@dottiect entails
several additional elements. So it informs thatlN§ bound to the German BDSG and has, compliant

to § 4f BDSG, a data protection officer appointed. Furthermore, the contract informs that a
documentation according to 88 4e and 4g ff. BDGS exists. It was decidedluie these
requirements for two maireasons. Primarily, the goal wesprotect the data of the data subjects as
much as possible, whikill being able to test a prototype using Privéd@®C technologies in a real

life scenario. Secondlyncluding requirements stated by the German BOSGyuld be shown that

the operation of the pilot architecture under the governance of one of the strictest data protection laws
in Europe is possible.

2.7.3 Specific Legal Requirements of the Séderhamn Pilot

In a next step, distinctive requirements of the Saledlersonal Data Act had to be considered. In this

speci fic case, Section 36 of the Swedi sh Data Pr
authorityé regarding the automated processing o
According to Section 37, such a notice is not ne

appointed. In such a case, the supervisory authority needs only to be informed about the appointment
of this representative and his or her identity.cbmply with these legal requirements, the responsible
Swedish data protection authority was notified about the upcoming pilot and given information about
the identity of the personal data representative of the Séderhamn commun, who governs the personal
data protection actions of the Norrtullskolan. Furthermore, the personal data representative was also
informed about the pilot and he was given detail information about the means and purposes of the
personal data processing, including the two data processimgacts, the consents forms for the
participants and a rough overview over the technical details of the pilot architecture to be
implemented.

2.7.4 Considerations about inspectable Areas

The pilot architecture set up for tB&' round of the Séderhamn pilshould provide the participants

with a greater number of Restricted Areas in which they were able to interact. It was agreed that in
general, this system should have fully anonymous Restricted Areas by default. However, since the
school had no experiencativsuch a communication platform, it could not anticipate how the pupils

would behave when using this system. Taking into account the strict legal responsibility of the
Norrtullskolan for the minors, it was agreed upon that the inspection feature sleouhplbmented

for mo s t of the RAOS, so the school could maint
safety of a participant would be at risk. This intention clearly contradicted the goal of showing the full
capacity of the pilot architeatel regarding completely anonymous activity of its users. To cushion this
contradiction, S 0ome RAG6s were set up which did
number of such uimspectable areas was smaller, so the school was still able taoommonitt hes e RA®
comparable to the activity of any forum moderator. Moreover, strict guidelines were put into place in
which cases inspection would be allowed only. These guidelines also had to be aligned with the

° Art. 17 (2) EU Data Protection Directive 95/46/HE11 (4) S.1 BDSG.
s 5 BDSG
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school 6s | egal r e s by thes Swedish ilaw.i Teesefora, ghe pases, sirc whictb e d
i nspection should be possible, were stipulated

9 Situations implying a severe threat to the life, or the physical/mental integrity of a person
1 Breaches of the Norrtukslan policy against discrimination and degrading treatment.
1 An existing court order or other valid administrative request

To protect the participants against arbitrary identity revelation, aste process was implemented

by setting up a School Insgem Board which should perform an initial assessment of reported
content. This School Inspection Board did not consist of teachers of the school only, but included also
parties representing the interests of the participants (parents/pupils). Only i€hthel $spection

Board decided that a valid inspection ground was given, the case would be forwarded to the school
principal, who, as the ultimate legally responsible person within the sphere of the school, would fulfill
the role of the inspector and rel/éze identity of the reported participant. Before the start of the pilot,
each participant was informed about the inspection possibility, the inspection process itself, and the
cases in which inspection could be performed. This information was also argcassnable the
participants to give a valid, informed consent for the processing of their personal data during the pilot.
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3 Experiences and Feedback of the Patras Pilot

Students of the University of Patras are the only Users of this pilot. The maindoowsfer a

privacy-respecting means of evaluating a course of this university without being influenced by the
professors who gave the course. In the past, the evaluation washpapdrand made directly in the

lecture room in the presence of the pssors. In the Patras pilot, the course evaluation@are

made from t he st ud e-ABCdeshndiogiepthe studettscamegperfmithe a c y

course rating multiple times with only the last rating being counted. This has the advaaitage th
ratings made in the presence of others (e.g. the
student has moved to a trusted environment.

The Tombola System and the Inspector are new entities which were introduced"firdne of the

Patras pilo . The idea is to offer a O6speci al prized t
evaluation. With this measure, it is assumed that more students will make use of the online course

rating via PrivacyABC technologies. After a student successfafiynpleted the course evaluation,

she will receive a tomboleredential which contains theatriculation number. So contrary to the

Soderhamn pilot, the Patras pilot hasdsuer the Course Evaluation System. After the evaluation

period ended, thewwtents can visit the Tombola System and provide this system with a presentation

token containing thénspectablé mat ri cul ati on number encrypted wi
Inspector.In the end, one presentation tokedis a wn as O wi n n &lowdhe tndpectoh e t o mk
comes in and reveals the identity of thewinrmes i ng hi s pr i ve@ohtrytothes pect or 6 s
Soderhamn pilothie inspection grounds this pilotare not critical. Inspection is only performed on

the winner tokenlt must onlybe guaranteed, that the identity of the winner is only revealed; not the

identity of all students who sent a presentation token to the Tombola SgstefiD71] for more

details on pilot scenarias)

3.1 Setup

High Level Architecture / Patras Pilot

f University Registration System \

( Course Evaluation System

Revocation
\ssuer and Verifier Authority Issuer and Verifier
o —
-ABCE ~ - -ABCE -
1dM ABC M ABEE CES ABC E\z\?ﬂ.':\?ion
System Al I Res"eorﬁ’gg’” System || Application
Smart Card = <
mart Car
Registrar el el Tombola System
Verifier
1dM Admin IdM Mass Patras - =
GUI Prov. Tool Portal Tombola ||~ Tombola
Syntax Checker system || APPlication
& ieraa t )
User. ABCE Class |nspec[o ABCE
User Attendance Attendance Inspector
Application System Application @ Application

14.03.2014

Figure 33: Final High Level Architecture of the Patras Pilot
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As inthe Séderhammpilt, three teams developed the pilot applications. WP4 of ABC4Trust developed
the Revocation Authority (RevAuth), the Inspector Application and the User Applicafidh

developed the Patras Portal, the Course Evaluation System, the Tombola System and the Class
Attendance SystemAll entities within thdJniversity Registration Systemwere developed by NSN

The above mentioned teams have provided contents inltbeihg chapters on the development
phases until the Integration Test (see 3 to Bighire2). Contributions to the deployment phase (7)
and the system test phases (8) were providegdTdyand NSN. And finally, the operatiomase (9) is
handled byCTI alone.

Contrary tothe Séderhammilot, everyUseris provided withasmart cardvhich store oneuniversity
credential of type Idemjpone tombola credential of type Idensimdonecourse credential of type-U
Prove.The key lenth of both Idemix and WProveis set to 1024Even though the course credential is
of type UProve, there is no need to support relssuance since Users \ls#ti@gurse Evaluation
System will be requested to present their sempusive pseudonym (in @er to disable multiple
evaluations from the same User) and since this pseudonym makes the Usersdimiadnie

The studentf Patraswill apply for credentials themselves and therefore recaivart card which

are not mapped to any identity. TH8und of the Patras pilot is makingeof the new crypto
architecture. Therefore, t halvalGredissumbe Bwnal patsisom S
hidden6 ¢ aavery t t r {i.c thd neaticulation numbeinto the tombola credentiédBecause of

the rew crypto architectureghekey-length of 1024or both Idemix andJ-Prove credentialsan be

chosen

Contrary to the Séderhamn pilot, tRevocation Authority is generic, meaning that it can be used in
other pilots.This pilotis the first toprovethe interoperabity between UProve and Idemix as the
presentation policy requested by the Course Evaluation System requires the User to have a-course (U
Prove) and a university (Idemix) credential. Firefox is the default browser in the Patras pilot.

3.2 User

As mentioned in earlier documents, theess of this pilot are University of Patras students that attend
courses at the Computer Engineering and Informatics Department. The User block presented in the
architecturdrigure33, corsists of the User herself operating her personal computer. On her personal
computer the ABC4Trust software which includes a User Application and a Firefox browser plugin is
installed. Attached to héC, there is a USB smart card reader and her ABC4Troattcard is

inserted in it.

3.2.1 User Application

See &ction2.2.1for an indepth explanation of thdser Application The only difference from the
Soderhamn pilot lies in the browser plugin, and thaRtiground of the Patsapilot was run on the
new crypto architecture.

3.2.1.1 Implementation

SeeSection2.2.1.1for the details of the implementation steps.

The Patras pilot had the additional requirement for the browser plugin that it needed totbestadole
the attendance data for the student. This was a simple addition, but useful in the pilot.
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3.2.1.2 Integration

SeeSection2.2.1.2for the details of the integration steps.

3.2.1.3 Deployment

Building the User Application was doiy compiling the corresponding sample project provided by
WP4. The pilot administrators had to make sure that the appropriate resources (system parameters,
Issuer resource®KI-keys, credential specifications etc.) were located inside this project. Suiieak

the compilation was the creation of some bundles (containing all the necessary resources) that were
uploaded to the SFTP server, where the installer was hosted. As soon as a User would execute the
ABCA4Trust installer, the resources would be dowdémhfrom the corresponding bundle (which was
built for hardware smart cards) of the SFTP server and would be extracted on his PC.

[E=8Hol =3
@Qv’ » Computer » Local Disk (C:) » Program Files » ABC4Trust » UserClient » resources v‘*’” Search resources p‘
Organize ¥ Include in library v Share with v New folder =~ A @

3 . Name Date modified Type Size
¢ Favorites :

B Desktop || cacerts 3KB
# Downloads |_| cas_keys_pk 1KB
=] Recent Places 2] credentialSpecificationPatrasCourse.xml 1KB

2] credentialSpecificationPatrasTombola.xml 1KB
4 Libraries | credentialSpecificationPatrasUniversity.xml 3KB
<| Documents 7| deploymentspecific.properties 1KB

@' Music || idm_ca.pem 2KB
=/ Pictures |_| inspector_publickey_urn_patras_inspector_tombola KB
=l Subversion __| issuer_params_urn_patras_issuer_credCourse_uprove 3KB

B Videos || issuer_params_urn_patras_issuer_credTombola_idemix KB

| issuer_params_urn_patras_issuer_credUniv_idemix 5KB

1% Computer || pki_keys_pk 1KB
&, Local Disk (C)) | pki_keys_sk 1KB
__| revocation_authority_urn_patras_revocationauthority_default KB

€l Network | system_params KB

1% EM1-WINDOWS7
1% VBOXSVR

15 items

Figure 34: User Application Resources

As can be seen dfigure 34, the irstaller extracteéhto the installation folders of the User Application

the necessary resources for interacting with the rest of the pilot systems. Among these resources were
the system parameters, the credential specificationtsdherparameters, theevocation authority
parameters and thespectod s publ i ¢ key.

In order toverify the User Application, a series of tests were performed using hardware and software
smart cards. Firstly, the pilot developers/testers wanted to test how the User Applieatdoas when
aUserinteracts with the pilot systems i.e. when theeris involved in PrivacyABC issuance and
verification protocols. Using software smart cards they interacted with the University Registration
System, in order to check if the functiaitiak were working as they shduThey tested the smart

card egistration functionality (presentation of a scope exclusive pseudonym for scope

Aurn: patras: registrationo) as well as the Univer
that, comnanicating with the Course Evaluation System was required in order to test the presentation
of both the University and Course credentials as well as the issuance of the Tombola credential.
Finally, by interacting with the Tombola System they checked ifeptesy the Tombola credential

was working as expected.
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As soon as hardware smart cards were supported, all of the above tests were repeated using properly
initialized smart cards. Additionally, the pilot developers tested the functionalities provides by th
Firefox browser plugn i.e. changing the smart card PIN value, unlocking the smart card using the

PUK value, backing up the smart card contents and restoring it on a new smart card, finding out the
number of attendances stored on the card and findindpewredentials stored on the card.

Any problems or bugs detected during these tests were reported immediately to WP4, by sending the
appropriate log files. They were responsible for fixing the possible bugs or advise us on how to solve
the issues thatame up.

3.2.1.4 Operation

The administrators provided the pildsess with an ABC4Trust installer (installer.exe) in order to
simplify the setup of the User Application at the®s. When executed, the installer would check the
environment for the necessary grams (e.g. Java) and then would download the pilot resources from
the SFTP server. Finally, it would install and start the ABC4Trust User Service as well as the Firefox

plugin.

Throughout the pilot operation the participants reported to the adminissatoesissues that they had
to deal with. Below these issues are listed:

Some students had in their possession a smart card whose PUK value was less than 8 digits long (this
case could happen during smart c asrlodked (aftert i al i zat i
inserting a wrong PIN for three times in a row) and she tried to unlock it using the User Application, it
would not be possible as it would require the PUK value to be strictly 8 digits long. ThUsgthe

could not unlock their smart ahand they had to contact a pilot administrator to assist them with this

issue (a special script was developed for this issue).

Moreover, some students noticed that when their smart card was locked and they removed it out of the
smart card reader and-iresert it, the User Application would still ask them to enter the PIN for any
operation whereas it should ask for the PUK value, since the card was actually locked.

Sometimes, when a student was trying to enter the Course Evaluation System by presenting her

credUniv along with her credCourse the User Application along with the smart card could not

complete the proof successfully. The message that was reported at the log files of the User Application
was fAincompati bl e secr et dlgoawayiiftheWser restasteddhe Oser, t hi s
Application and thus it was not so important. Moreover, this issue was rather related to the smart card
instead of to the User Application. Finally, an issue that was discovered was that the User Application
alongwith the smart card could not complete successfully a proof towards the Course Evaluation

System when the User who had obtained the required credentials on her smart card (credUniv,
credCourse) had attempted to make such a proof when her attendancetammintgrreached the pre

defined threshold (we here note that the attendance threshold is defined by the pilot administrator upon
smart card initializatioii see Sectio3.2.2.3. During the proof that would fail due to insuitnt

counter, the O0statedé of the stored credUniv on t
Opresentation committeddéd and would not change ba
had reached the threshold and the User was engaged in aauéwhp User Application would throw

an exception due to the credential not being in a state for presentation (the User ABCE was confused
since the credential 6s state was not Opresentabl
resolved if theJser would reobtain her credUniv from the University Registration System, sirce re

i ssuing the credential would change its state ag
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3.2.2 User Smart Cards

Section2.2.2explains the problematic issuekich came upwith the smart cards. The difference from
the Soderhamn pilot that anew CE architecture was usedfe2ndround of PatrasThis means that

one could have remedied one of the major issues we had with the smart card, namely that the hash
function for U-Prove was not the same that Idemix and the smart card used. However, to keep
compatibility with the real LProve implementation, it was chosen not to change this. This means that
the smart card retained the two different implementation calliéonash function.

Also, one of the mainlifferences in the cardgere theparameters of the cadhemselvese.g. the
amounlssues® @&l | o we 8 Thes essentlally meaasrthdt there is another maximum
allowed number of credentials than in Sddann.

The difference in particular fdrowthe smart cardaere usedn the Patras pilot compared to the
Soderhamn pilot, was to rely on the counter mechanism for enabliggieeation of a prodh the
evaluation of the course.

For the backup and rese featurgéhere weresome discussions as to the security aspects ogity If
only thecounterwas backed uphis featurecould be misused to distribute the backup to other
students who could then restore and suddenly have a working card for evedwain though they
really didnoét albdrdemasohe the issgetthatistederntsumnigbet &y to restore a
foreign counter value, restore was oahabledf the device ID of the old and new card is identical.

And in order to solve the clamg issue, backup was limited to the counter value and deliberately
excluded the device secrés consequencehe new card will contain a new device secret.

Unfortunately, this introduces a new ris&n adversary can evaluate the course, claim hisstaleh,
and evaluate again.

The solutiorselected by this pilot in order to prevent multiple evaluations by the samediseonly
allow new cards before the evaluation period has startésmeasurenly works because

9 the old scopexclusive pseudam will be deleted from the IdM Database preventing the old
smart cardrom logging in to the IdM Portal and from obtaining new credentials
T the Usero6s credentials wil!/l be revoked

onceacard is reported lost

The Patras pilathus needall the featuresf the ABC4Trust framework in order to maikevork as
intended.

3.2.2.1 Implementation
SeeSection2.2.2.Ifor further details on this subject.

3.2.2.2 Integration
SeeSection2.2.2.2for further details ohis subject.

3.2.2.3 Deployment

The smart card customization was done by the CTI pilot administrators. After obtaining some blank
MULTOS smart cards the administrators did the following steps:
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1 They printed and placed stickers containing the ABC4Trust loga amiue identifier on
each smart card in order to be able to distinguish between them, as can beFigere88
1 Using the MULil tool, they could load on each smart card the appropriate precompiled
application (ALU) for the Paas pilot. In order to do so, they should also load the
AApplication Loading Certificateo (ALC) that
9 Finally, using a script written in Java, the administrator could initialize each smart card with a
unique identifier, the smart cardN?PPUK values, the necessary pilot PKI keys #sglier
resources, the cardds scope exclusive pseudor
the cardodéos attendance threshol d.

aBéTRUST
. 035

Figure 35: An ABC4Trust Smart Card

The smartard is involved in every pilot operation, assisting its owner in some computations and
storing data in its memory. In order to test the functionality of the smart cards and the ABC4Trust
application loaded on them, the pilot developers had to perfotimegtiilot steps using the User
Application along with a hardware smart card.

As described also in Secti@?2.1.3 they interacted with the pilot systems in order to verify that the
User Applicationis working smoothly with th smart card when it is involved in PrivagBC

issuance or verification protocols. During the issuance of University and Course credentials at the
University Registration System they tested if the credentials were stored successfully on the smart
card. Wten trying to do a presentation of both University and Course credentials at the Course
Evaluation System they verified that the smart card (along with the ABCE layer) is able to create an
appropriate presentation token. At this point, they also verifigdaitisercan only present the Course
credential if her attendance counter has reached the threshold that was set during the smart card
initialization procedure. Finally, the issuance of the Tombola credential at the Course Evaluation
System was tested a®ll as its successful presentation to the Tombola System.

Moreover, the pilot developers tested how the smart card responds to the operations provided by the
Firefox plugin. They tested whether the smart card PIN can change without any problems and that a
locked smart card (after inserting 3 times in a row the wrong PIN) can be unlocked using the PUK
value. They verified that the fiManage Credenti al
on a Firefox window the credentials stored on thd ead that théJsercan delete credentials from

her smart card. Also, they tested the backup/restore functionality of the smart card content and

checked that th&lsercan successfully read the value of her attendance counter.

Finally, they used some smagrds along with the Class Attendance System in order to test the
functionality of increasing the attendance counter stored on the card. This way they verified that the
communication protocol between the smart card and the Class Attendance System oapldiectco

without any problems and checked that the counter on the card is increased by one after its execution
(see also Sectiod.8.1.9.
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3.2.2.4 Operation

In the beginning of the semester the pilot administrators provided thegearts with a properly
initialized smart card and its PIN/PUK values, as well as a smart card reader. During the semester,
when attending a lecturthe Usess would collect attendance units which would be stored on their
cards. Finally, the smart card sveequired for obtaining their credentials and doing proofs with them
when interacting with the pilot systems.

Some issues that were reported by the students during the pilot are the following:

Some students faced some difficulties with pilot operatiomgs ¢enart card registration at toiv

Porta) because the User Application could not communicate properly with the smart card through the
smart card reader. This issue existed because the smart card reader (Omnikey 3021 USB) drivers were
not installed sumessfully by the Windows OS. The administrators advisetU#igss to install

manually the drivers from the Omnikey website and this issue was resolved.

Another issue that came up during the pilot, was that some students who had theiasieant
lockedmode (see alsogBtion3.2.1.9, could not obtain attendance units during the lecture. This was
expected taking into account tABC4TrustLite Smart Card Application. In order to deal with this
issue thaJsers had to unlockiteir smart card first (using their PUK) at home, before coming to the
lecture.

It was also obsergby some students that the smart card could not store more than three credentials.
More specifically, some students obtaimexkt to their credUniv credentitheir credCourse credential

twice from the University Registration System. Then, when they tried to obtain the Tombola credential
from the Course Evaluation System the issuance protocol would fail due to insufficient storage on the
smart card. This issumuld be easily resolved since the students could delete credentials from their
smart card using the Credential Manager. Thus, in cases that this issue occurred they could delete the
extra credentials and continue normally with the pilot operations.

As mantioned also in 8bsectior3.2.1.4 the User Application along withthdseb s s mart car d ¢
not complete a proof towards the Course Evaluation System although the card had the required

credentials and a sufficient attendammounter. The exception reported at the log files of the User
Application was Alncompatible Secret Bindingodo an
User Application. After this procedure, the User couldifoguccessfully at the Course Evdioa

System.

Finally, the most crucial issue that was discovered during the pilot opernaigtine one mentioned

also in Sibsectior.2.1.4 This issue was showing up when a student would try tinlég the Course

Evaluation System using her smart card which did not have a sufficient attendance counter. The result

of this proof that would fail (due to insufficient counter) was that the state of the credUniv would
change t o compmiteds eman dtmotih c hsaergtea blaeck. tTohidogpriessue
bug in the ABC4TrustLite Smart Card ApplicationSo, when trying to do some proofs in the future

(even with sufficient counter) the credUniv coul
This issue coultbe resolved if th&Jserwould reobtain her credUniv from the University Registration

System.

1 The ABCA4TrustLite Smart Card Application is the precompiled application (ALU) that is loaded on the smart
cards by an administrator. It was developed by CRX.
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3.3 Inspector

The role of the Inspector for the University of Patras pilot was assigned to a student representative.

This student representative was responsibledieealing the matriculation number from the

presentation token that was selected as the winner of the raffle, from the Tombola System. The pilot
administrators provided the Inspector with a s ma
Using thissmart card along with a specialized tdakpect Todl running on her PC, the Inspector

could decrypt the matriculation number from the presentation token that won the raffle and announce

the student who should collect the prize.

3.3.1 Inspector Application and Inspector Smart Cards

3.3.1.1 Implementation

The tools created for the Patras pilot are almost identical to the tools used for the Séderhamn pilot
described ir2.3.1.1 Minor changes have been made to command line argumentsExgatool
had been added specifically to run and test Inspection ugirigade key stored in a file.

Contrary to the S°derhamn pilot, no o6l nspector V

3.3.1.2 Integration

Building the Inspector Application was done by compiling thagda projects provided by WP4. We
had to include in the corresponding resources folder the system parameters as wedkasithe
parameters and the credenspkcificationof thetombola credentiaWhen compiling the project, the
Inspector Setup Toolha thelnspect Toolere created. The Inspector Sefignl was used for
generating the Inspector key pair and loading it on to a smart card dndpbet Toolas used for
performing the actual inspection of a presentation token.

In order to test the Bpector Application, the pilot developers used the Insp&etoipTool in order

to generate the Inspectorés key pair (private/ pu
generated they loaded on the Inspector smart card the correspondingeseaséhdg the Inspector

SetupTool. After that, they picked up some presentation tokens from the database of the Tombola

System. These presentation tokens containedses 6 mat ri cul ati on numbers e
public key of the Inspector. Using thespect Toohlong with the Inspector smart card they tried to

reveal the matriculation number from these presentation tokens. This way, it was verified that the

Inspect Toolwas working as expected and that the smart card was loaded with the corresesecret

The pilot developers also did some sesting a different smart card (with anothespectorsecret key

|l oaded in it) than tnbpectToadEheydriedtmrevéastheanhtocalagionwi t h t h
number from the presentation tokens bfaiied. This way they verified that only the Inspector can

reveal the private information fromthises 6 pr esentati on tokens.

3.3.1.3 Deployment

Following the same procedure as describesidation3.2.2.2 the pilot administratorsitialized a
smart card that would be used for the Inspector. Using the Inspector Setup Tool, they loaded on this
smart card the I nspectorés secret key which they
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I n order to test the | nspeofollowtbesame pracedureasar d f unc
described irBection0. Thi s way they verified that the Inspe
along with thenspect Toal

3.3.1.4 Operation

When the pilot officially started, the CTIl administraaised the tools that were created from the
Inspector project compilation. They used the Inspector Setup Tool in order to generate the Inspector
key pair and loaded it on a smart card. This smart card was provided along with its PIN/PUK values to
a studentepresentative. The representative was elected by the students in one of the meetings with
them in the lecture room.

The Inspector smart card was used along withrteeect Tookt the end of the tombola. The
matriculation number was revealed out of pnesentation token that was selected as the winner of the
lottery from the Tombola System. No technical issues came up when using the Inspector smart card.

When the lottery was over, the pilot administrators came in contact with the Inspector and teds invi
at the CTI premises. The administrators provided to the Inspector the presentation token that the
Tombola System selected as the winner of the raffle. Then the Inspector, usimgpdat Tooklong

with her smart card found out the matriculation nemtf the winner and announced it to the rest of
the students. No technical issues came up when using the Inspector Setup Tololspetttel ool

during the pilot.

3.4 University Registration System

The University Registration System is very similar to$lohool Registration SystefeeeSection2.4
andFigure3).

The main differences are only that

all GUIs are in English

the attribute values stored in the IdM Databasein English

relssuance is not required, but still supported

support of the IE is not required, but still supported

other credential specifications, other issuance and presentation policies are being used
a different set of images for the credentialstored in the IdM Portal

=4 =4 -8 _-a_-a_-2

As the Users of the Patras pilot will not receive customéredrt card, they need to visit the
University Registration System in ordegister theismart cardaind to obtain their university and
course credentials.

3.4.1 IdM Application

3.4.1.1 Implementation

Please refer t8ubsectior2.4.1.1f or det ail s on the i mplementation.
scopefor generating the scopexclusive pseudonyins di f ferent, i .6e.. Ourn: paf
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3.4.1.2 Integration
The integration of the IdM Application is the same as describ2dtid.2

3.4.1.3 Deployment

CTlisnotusinga 6 h dJsunte filevall Instead, gair of dedicatedirewalls (Cisco Pix535)
located at the edgaf the University Registration System protects all applications (and all servers)
located within this zone.

Shifting the IdM Application from the integration testing environment to the target site involves
identical tasks as describeddr.1.3 This includes adjusting the WSDL entries in the pom.xml and
in the abcHander.wsdl files and in customizing the URLs omvéigpageof theldM Application.

Contrary to the Soderhamn pilthe Apachelomcat containers hosting the Unisigy Registration
System applicationsnforce HTTPSusingself-signedX.509 certificates which contain tHeQDNSs of
the server hosting the application as O6common na

CTIl and NSN executed the system tests. Before the operation phase of the pilotyisiNo a

formal handover of the University Registration System and the Revocation Authority. CTI thereafter
configured their firewalls to block traffic c¢comi
the operation state.

3.4.1.4 Operation

During the pilot operation, the administrators had to make sure that the Tamtaihemhosting the
IdM Application was up and running at the server hostinddhksystem(see [D72], figure 6)As
soon as an administrator would initialize td# Application on the Tomcat server, he should make
sure that it was launched without any exceptions.

Throughout the pilot, the students faced some usability difficulties when they interacted Wik the
Application. Some issues that were reported are mentioned :below

Some of the students had trouble logging inltin Application with their matriculation number and

the One Time Password that was provided by the pilot administrators. By checking the log files it was

di scovered that t hes e tingboldiovaliddoskié. Inlorder to soe tlis wer e pr
i ssue, they were advised by the admi ntrysotiogat or s t
in. After cleaning the cache this issue would go away and they couid tagcessfully to thielM

Application.

Some students stated that they could noia the University Registration System via the IdM
Application (either using their OTP or Priva&BC technologiesbecause they tried to do so by
contacting the IdM Application directly. As a resiuhe session identifier variable (which would be
set by the IdM Portal) did not exist and the students were not ableita Bgt this was a intended
behaviour as logging in will only be allowed via a SAML client

Finally, some students configuredimi st ake their Firefox browser to
Password that was provided to them for loggim¢he University Registration System. Thus, as soon

as they had registered their smart card and the One Time Passwords was disabled, every time they
visited the University Registration System the browser was trying to log them in with the password.

As the password was disabled, authentication would fail and after a few times their account would be
locked. After thatthey could not logn to the Univerdiy Registration System even using Privacy

ABC technologiesind they had to contact a pilot administrator in order-enable their accounts.
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3.4.2 |dM Portal

3.4.2.1 Implementation
Please refer t@.4.2.1for details on the implementan.

Since the IdM Portal issues orlyo different types of credentials, oryservlets are implemented
which are dedicated to handling PrivadBC technologies.

3.4.2.2 Integration
The integration of the IdNPortalis the same as described?id.2.2

Since the course credential is automatically mappedRodye and since the university credential is
automatically mapped to Idemix, there is no need to query the IdM Database any more prior to
launching issuancég determinewhich crypto engine is being used. In the IdM Portal of the Patras
pilot, the crypto engine types are hardcoded to the credential types.

As in the Soderhamn integration, the IdM Portal automatically launches revocation in case the student
applies for auniversity credential she already obtained.

3.4.2.3 Deployment

Shifting the IdMPortalfrom the integration testing environment to the target site involves identical
tasks as described h4.2.3

After completing the system tests, N&Nd CTI performed a formal handover. After CTI disabled the
firewall rules allowing NSN developers to access the University Registration System, the operation
phase began.

3.4.2.4 Operation

Before the pilot, the administrators had to clean the LDAP databasalfithetestlses 6 at tr i but e
and import the attributes of the students that would participate in the pilot. During the pilot the

administratod s t ask was t o make sur eld¥ Podal wasup@andT o mc at s ¢
running at the server hosgitheldM system.

Throughout the pilosome minoproblems were reporteghen interacting wittthe IdM Portal.

Some students reported that they were unable to register their smart cards through the 1dM Portal.
Having a look at IdM Portal log files, thédqt administrators could see that the User Application was

not responding with the token for the smart card registration after receiving the presentation policy.
Thus, they advised the students to make sure that the User Application was able to commwithicat
their smart card through the smart card reader by installing the Omnikey drivers. As soon as the
drivers were installed successfully, the students could finally register their smart card and obtain their
credentials from the University RegistratiBgstem.

Another issue regarding the smart card registration was discovered. Some students contacted the pilot
administrators claiming that upon trying to register their smart card they received a message from the
IdM Portal that registration was not sucgfetk By checking the log files the administrators could see

that the smart card registration actually had worked successfully. The reason thsrttid not get

D5.3_ExperiencesAndFeedback.docx Page 106 of 213 Public Version 1.0



ABCA4Trust Deliverable D5.3

the appropriate message in her browser could be that she had visited a web page thaetiad ca
JavaScriperrors or that some of her active browser plugins contained errors.

3.4.3 |dM Mass Provisioning Tool

3.4.3.1 Implementation
Please refer t@.4.3.1for details on the implementation.

Contrary to the implementation provitiéor the S6derhamn pilot, the version of the Patras pilot does
not allow the administrator to enter the scepelusive pseudonym, treart cardD and the Crypto
Engine Type.In effect, the administrators must always perform steps 1 to 5 describgddrl

3.4.3.2 Integration
The integration of the IdNWlass Provisioning Toadk the same as described?i.3.2

3.4.3.3 Deployment

Shifting the IdMMass Provisioning Todlom the integration testing envimment to the target site
involves identical tasks as describe®id.3.3

The two firewalls on CTlbés target site must be ¢
Windows server to the server hosting the IdM Datze.

3.4.3.4 Operation

The |IdM Mass Provisioning Tool was used by the p
attributes into the LDAP database. This tool was hosted on the Windows server and provided to the
administrators an interface for haimgj the LDAP database. The administrators had to create
appropriately formatted .csv files containing th
Provisioning Tool.

The only issue that the administrators had to deal with regarding the IdM Magsdmiag Tool was

that some special characters (e.g. #,$,”,&) contained in the One Time Passwords generated by an
administrator script were not accepted as valid characters and could not be stored on the LDAP

database. Thus, the administrators hadgerea e r at e some Usersd6 One Ti me F
characters only and then they would be stored on the database without any problems. Moreover, this

issue could have been resolved by configuring the rules for selecting the passwords via REGEX.
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3.4.4 |dM Admin GUI

3.4.4.1 Implementation

Please refert@.4.4.1f or details on the i mplementation. Pl e
generatingthescopex cl usi ve pseudonym is different, i.e.

TheldMA mi n GUI of fers to Users with their special
administratorod6 special administration rights.

3.4.4.2 Integration
The integration of the IdM Application is the same as describ2dlid.2

3.4.4.3 Deployment

Shifting the IdM Application from the integration testing environment to the target site involves
identical tasks as describeddrt.4.3

After completion of the system tests and a formal handover between NSN and Cpkrthi#oa
phase began.

3.4.4.4 Operation

In order for thddM Admin GUI to be available online the pilot administrators had to ensure that the
Tomcat web server hosting thiM Admin application was up and running. Moreover, they had to set
a firewall rule so thiethe port on which the application was running would be accessible only from the
administrator IP addresses.

During the pilot operation, no issues regardingltihd Admin GUI came up. The pilot administrators
using their smart cards could lbgto theldM Ad mi n GUI and i f necessary re
credentials or reset their One Time Password.

3.4.5 Smart Card Registrar

3.4.5.1 Implementation

Please refer t@.4.5.1for details on the implementation. Please note, that thesPat@i | ot 6 S S c ope
generatingthescopex cl usi ve pseudonym is different, i.e.

Contrary to the S6derhamn implementation, the Patras instance does not request the administrators to
enter the crypto engine types.

3.4.5.2 Integration
The integration of the Smart Card Regisisathe same as described?2d.5.2
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3.4.5.3 Deployment

Shifting the Smart Card Registrfaom the integration testing environment to the target site involves
identical tasks as describeddr.5.3

NSN installed the Smart Card Registrar on the target site of CTI. After system tests and a formal
handover, the operation phase began.

3.4.5.4 Operation

The Smart Card Registrar application was hosted on a Tomcat webssetlierpilot administrators

had to make sure that the server was running during the pilot. Additionally, sincelonhjsdrators

should be able to access the Smart Card Registrar they had set a firewall rule which restricted access to
certain IP addresse

During the pilot operation, no problems regarding the Smart Card Registrar were discovered. The pilot
administrators using the Smart Card Registrar could register t@hP Hatabase the pseudonyms of
the valid smart cards that would be distributeth®pilot participants.

3.4.6 1dM ABC System i Issuer and Verifier

The ABC System of the University Registration System and the ABC System of the School
Registration System (s&ection2.4.6 are based on the same applicationecoflhe main differense
between botlare

1T the ABCE I|ibrary (Patras is wusing version 61.
6sode-fhamaé6d)

each credential is mapped to a specific crypto engine type

the XMLs (credSpecs, issuance policies prasentation policies)

all parameters

the key length (Séderhamn uses 2048; Patras uses 1024)

= =8 —a 9

3.4.6.1 Implementation

Please refert@d.4.1.1f or detail s on the i mplementation. Pl e
generangthescope x cl usi ve pseudonym is different, i.e.

Even though relssuance is not required by this pilot, the functionatity iavailable. So in effect,
since the University Registration System offers issuance of ongd2gtials,thé | d M ABC Systen
handle® webservice methods, whereas the 3 relssuance methods are not used.

3.4.6.2 Integration

As the Patras pilot is using an ABCE with treutrypto architecture, there are marginal differences
in theintegration of thed | AN C S y whierecaondpared to the Séderhamn integradiescribed in
2.4.6.2
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3.4.6.2.1Deployed ABCE Methods

The next subchapters will focus on the differenoghe ABCE methoddeployed irthe Patras pilot
only, as not to repeate content 02.4.6.2

3.4.6.2.1.1 Init Servlet (automatically executed during startup)
9 eu.abc4trust.ri.servicehelper.issuer.SpecAndPolicy

SpecAndPolicy university = new
SpecAndPolicy(CommonDefinitions.SPEC_AND_POLICY_UNIVERSITY,
CryptoTechnologylDEMIX, null, 6, 0,
"Ixml/credspecs/credentialSpecificationPatrasUniversity.xml",
"Ixmlf/issuance/issuancePolicyPatrasUniversity.xml", "urn:patras:revocationauthority:default",
"en", "Patras");

Next todefiningthe crypto engine type, the firsttbe yellow marked parameters fixes the
maximalNumberOfAttributes and the second of the yellow marked parameters defines the
numberOfTokens. The latter is relevant foPtbve credentials only.

Naturally, the Revocation Authority URN is different to tlkeeAuth of the Séderhamn pilot.

T eu.abc4trust.ri.servicehelper.issuer.lssuanceHelper

IssuanceHelpenitinstance(1024, systemAndissuerParamsPrefix, fileStoragePrefix, new
SpecAndPolicy[[{university, course}, revocationAuthorityParameters_resources);

Contrary to the Séderhamn pilot, only one keylength value can be input which is valid for both
crypto engine types. The number ePtbve tokens per issuance tesobeen removed from
this method.

1 eu.abc4trust.ri.servicehelper.verifier.VerificationHelper

VerificationHelperinitinstance(systemParamsResource, issuerParamsResourceList,
credSpecResourcelList, inspectorPublicKkeyResourcelList,
revocationAuthorityParameters_resources, fileStoragePrefix,
presentationPolicyResourcelList);

The crypt o engi n asbeenrraoval Bdmithe @iEnBté@ncelmethod.

1 eu.abc4trust.ri.servicehelper.smartcard.PKIKeyTool
PKIKeyToolgenerateSignatureKeydSSUER_SYSTEM_FOLDER, "cas_keys");

The cas keys are not required by the Issuer. These keys are necessary for setti@jasgs the
Attendance Syste(aeeSection3.8.1.). They are generated for the convenience of the
administrators of the pilot.
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3.4.6.2.1.2 Issuance (executed on request during operation)

1 eu.abc4trust.ri.seisehelper.issuer.IssuanceHelper
eu.abc4trust.xml.IssuanceMessage
eu.abc4trusxml.lssuanceMessageAndBoolean

IssuanceMessagen_with_policy =
IssuanceHelper.getinstanca(itissuance(specAndPolicyld, attributeValueMap);

IssuanceMessageAndBooleasuanceHelper.getinstanceg3ueStefissuaceMessage);

The crypto engine parameter has been removed from these methods.

3.4.6.2.1.3 Revocation

Sincethe?r ound of the Partas pilot is the first
since the interface to the RevAuth changed significamitign introducing the new crypto architecture,
launching revocation from the IdM Admin GUI and the IdM Portal is significantly different.

1 euabc4trust.xml.RevocationMessage

TheRevocationMessage class is not used any more.

9 eu.abcfrust.xml.Revocationinfanation

The generic Revocation Service requires a different handling in order to extract the
revocation information.

Client client = Client.create();

RevocationIinformation riFfromRevocation = null;

String revocationURL = "unknown";
WebResource revokeResoar
revokeResource = client.resource(revocationURL);

riFfromRevocatior+ revokeResourcpost(Revocationinformation.class, payload);

String result FiIFromRevocatiogetRevocationinformationUID().toString();

If the revocation information UID can be extradt&om the revocation information, the
revocation itself was successful.
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3.4.6.2.2Setting up thddM ABC System

Settingupthé | d M A B C of$he HniversitypRegistration System is identical to the steps
requiredto setipthed | d M A B C of$hg SchomlRistration System (s&ubsection
2.4.6.2.2. The only differencearerelated to the new crypto architecture:

1 .NET is no longer required

1 the generated files: per credential, only one version of Issuer parameters anprigateckeys
will be generated

1 several UProve and Idemix specific files from the S6derhamn pilot are combined into a single
file, e.g. the revocation authority secrets, revocation authority storagdr#ipectorsecrets,
tokens, etc.

1 the system_pamas_bridged generated by the old crypto architecture is now ongdcall
system_params.

B system [_ (=] :
g( }v | - Goetze Morbert = bin ~ apache-tomcat-7.0.39 ~ ABC_Issuer + swstem - lml ISear(h L’i’]
Organize ¥ 3 Wiews v @
Favarite Links Hame_+ | =] pate madfied | +| Type | <] size | <] Tags
| |ras_keys_pk 03/02{2014 1335 File 1KE
I Documents | cas_keys_sk 03j02/2014 1335 File 1KB
‘E Pictures || cred_spec_urn_patras_credspec_credCourse_human_readable_only_for_reference.xml  16/10/2013 09:24 XML Document 1 KB
‘ﬂ'\ Music |2 cred_spec_urn_patras_credspec_credUniv_human_readable_only_for_reference. xml 16/10/2013 09124 ¥ML Document KB
Maore | |issuer_params_urn_patras_issuer_credCourse_uprove 16/10/2013 09:24  File 3 KB
| |issuer_params_urn_patras_issuer_credUniv_idemix 16/1002013 09:24  File S KB
Folders v L |pkikeys_pk 03/02/2014 13135 File LKB
. L pki_keys_sk 03j02/2014 13:35  File 1KB
|El Gostas Horbert :I |__|revocation_autharity _urn_patras_revocationauthority _default 16/10/2013 0943 File 4 KB
fippData || system_params 16/10/2013 0924 File 4KB
[ Application Data
bin
apache-tomcat-7.0,39
ABC_Issuer
files
pseudanyms
system
AEBC_Werifier
bin
conf
i _
logs
termp
webapps
wrk
LEAP_Provwisioning
E apache-tomcat-6.0. 35-windows-:
E apache-tomcat-7.0. 35-windows-:
% Contacts
[ Cookies
Desktop
T‘ [?osuments LI ‘l | _’I
10 items

:'Startl J = E @ J | 2| Tomcak ” & system J EM
Figure 36: Patras IdM ABC System- Public Storage Area of the Issuer
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* ABC_Issuer - files =
Organize = Vigws =
Favarite Links Mame = |v| Date modified |v| Type |v| Size |v| Tags |v|
images 16/10/201309:24  File Folder
[ pocuments || credential 16/10/2013 09:24  File 0KE
rE Pictures || inspectorSecrets 16/10f201309:24  File OKB
’D Music | |issuer_private_key_urn_patras_issuer_credCourse_uprove 16/10/201309:24  File ZKE
More | |issuer_private_key_urn_patras_issuer_credUniv_idemix 16/10/201309:24  File 2KB
| |issuetlog 07/0z2j2014 11:59  File 2,355 KB
Folders " | Ls:uerSecretKeys 16;10;2013 09:24 Fi:e 4 KB
storage 16/10/2013 09:40  File 17 kB
Bl oetze Horber: Al 0 psZudonSms 07/02/2014 11:59  File 118KE
AppData || revacationauthortySecrets 16/10/201309:24  File 0KE
[2) Application Data || revacationAuthorityStorage 16/10/201309:24  File 0KB
bin | |secrets 16/10/201309:24  File OKB
apache-tomeat-7.0,39 || system_params 16/10/2013 09:24  File 4 KB
ABC_Issuer ] syskem_params_human_readable_only_for_reference.xml 16/10/201309:24  #ML Document SKB
files || takens 07f02/2014 11:59  File 6,205 KB
pseudonyms
syskem
ABC _Verifier
bin
conf
lit ||
logs
temp
webapps
itk
LDAP_Prowisioning
& apache-tomeat-6.0. 35-windows-:
g apache-tomeat-7.0, 3%-windows-;
sll;j Conkacts
[ Cookies
Desktap
T Documents ;I
15 items
f‘StartlJ % e @ || Tomeat ” 7 files | EN‘ «H |k

Figure 37: Patras IdM ABC System- Private Storage Area of the Issuer

No changesan be noticevhen comparing the private storage area of the Verifier of both pilots.
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B aBC_verifier [_ (=] =]
g( )v | - Goetze Morbert « bin ~ apache-tomcat-7.0.39 ~ ABC_VYerifier ~ - l‘a] ISearch l’i]l
Organize * 1= Views - (7]
Favorite Links Mame |v| Drate modified |v| Type |v| Size |v| Tags |v|
- images 16/10f201309:25  File Folder
[ Documerts || rredential 16/10/201309:25  File 0KE
'E Pictures |_|inspectorSecrets 16/10/201309:25  File 0KB
TJ\ Music | |issuerlog 16/10/201302:25  File OKE
More » | |issuersecretkeys 16/10f201309:25  File OKB
| keystorage 030212014 16:02  File 1,726 KB
Eolders w | |pseudonyms 07/02f2014 11:59  File 94 KB
‘. costze Norbert ;I || revocationAuthoritySecrets 16/10f201309:25  File 0KEB
|| revocationAuthority Storage 16/10f201509:25  File OKE
AppData | secrets 16/10/201309:25  File 0KE
[#)) Application Data |_|tokens 07/02/2014 11:59  File 4,273 KB
bin
apache-tomecat-7.0.39
ABC_Tssuer
files
pseudonyms
system
ABC_Yerifier
bin
conf
lib |
logs
temp
webapps
wWork,
LDAP_Prowisioning
E apache-tomeat-6.0. 35-windows-:
E apache-tomeat-7.0. 39-windows-:
'[}j Contacts
@ Cookiss
Deskbop
T Documents LI
11 itemns
Oostart| | o @ @ | [2fTomeat |[7# aBc_verifier | En ||« B wgids

Figure 38 Patras IdM ABC System- Private Storage Area of the Verifier

3.4.6.3 Deployment

Shifting the6 | dANB C S y fso éhenifitegration testing environment to the target site involves
identical tasks as describedr.63.

3.4.6.4 Operation

The ABC System of the University Registration System was hosted on a Tomcat web sarver on
Windows virtual machine. At the beginning of the pikhe administrators had to clear the log files

and restart the Tomcat hosting the ABC System. As soon as the application was initialized without any
exceptions the system was reddyservice requés.

During the pilot operation no issues regarding the ABC System of the University Registration System
came up. Th&Jses with valid pilot smart cards in their possession were involved successfully in
verification protocols (i.e. loggintm the UniversityRegistration System using PrivagBC
technologiesand issuance protocols (obtaining credUniv and credCourse). Moreover, by checking the
log files no exceptions were discovered during issuance/verification protocols.
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3.5 Revocation Authority

The 2 rourd of the Patras pilot is using the revocation service providgte publicly available
ABCA4Trust code (sekttps://abc4trust.eu/download/source/ABCEnegnerce.zip. Contrary to the
Sdderhamn Revocation Authority, the RevAuth used in the Patras pilot is generic, so it can be
deployed in other scenarios amitherusecaseswithout modification Initialization of the RevAuth is
performed by sendingTTP messages to ttRESTful interfae of theapplication instead of copying
data into its directaes

3.5.1 Revocation Application

3.5.1.1 Implementation

The ABC engine (ABCE) used in the Patras pilot is close to identical to the one used in the
Soderhammilot, described in SectioA5.1.1A minor change did occur though, namely the removal
of a wrapping XML element in the messages being sent to and from the revocation authority.

While the ABCE did not incur major changes, the reference implementation was expandedito cont

a series of generic web serviceme of these abegervices is the RevocationService which was
enhanced WIRESBTAREn G ABCBABCE REST API & contains a
invoking all revocation servicesas an alternative to the lega@ A B CE APRla v a

3.5.1.2 Integration

With the generic web services implemented as part of the reference implementation, there was no need
to build a custom revocation authority application. The generic revocation authority service has to be
initialized the sam way as the custom revocation authasyvice;however it does not scan for the

various resource files. Instead an administrator has to us€lthie protocolusing curl), to make a

series of method calls on the ABCE in order to configure it. Theseothettls include a method to

pass the system parameters to the ABCE and a call that causes a set of revocation authority parameters
to be generated.

Once these initial setup calls have been performedhahavioris identical to that of the revocation
auhority service described in Secti@rb.1.2 As in that case, the generi@bservice does not
perform any kind ofJserauthentication or authorizatiothe methods provided for administrators
only must be protected by a firalk

3.5.1.3 Deployment

As stated in the previous chapter, the generic Revocation Authority is part of the reference
implementation provided by WP4 and publicly available in
https://abc4trustu/download/source/ABCEngis®urce.zip

As preparatory measure, a seijned X.509 certificate must be generated for the server hosting the
RevAuth application. This X.509 certificate mus
the server.Thisserver is only dedicated to hosting the RevAuth. No other applications other than the
ApacheTomcat container will be installed.

The RevAuth application is a war file thatsults in launching the following command in the
abceservices directory of theBCE code
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mvn -P revocatiorservice install DskipTests

In the very first deployment, trdirectory ../bin/revocation_storage will not be available (B&grire
39). This directory will be generated and filled as soon as thiicapipn starts up.

|revocation_s * 3] <= - = (2 | e

/home./genidm./bind apache-tomcat ation_storage

Mame + Ext Size | Changed Rights Owner |

. 22.08,2013 07:42:06 PYWXT-XT =X genidm
. images 22.08,2013 07:42:07 WX -XT-X genidm

|| credential 0 22.08.201307:42:07 rw-r—— genidm

| |inspectorSecrets 0 22,08 2013 07:42:07 m—— genidm

| |issuerLog 0 22,08 2013 07:42:07 -—— genidm

| |issuerSecretkeys 0 22.08.2013 07:42:07 W= — genidm

| keystorage 9.085.675 09.10.2013 11:06:11 r-r--- genidm

|| pseudonyms 0 22.08.2013 07:42:07 = aenidm

|| revocationAuthoritySecrets 514.031 07.10,2013 11:01:17 W= —F— genidm

|| revocationAuthorityStorage 10,206 01.10,2013 15:09:59 W= —F - genidm

| |secrets 0 22.08.2013 07:42:07 m-r--— genidm

|| tokens 0 22.08.201307:42:07 rw-r—— genidm

0Bof 9384 KiBin 0 of 11

Figure 39: Generic Revocation Authority Storage Area

Should this area alreadhe available, the admin must decide if it is necessary to delete it. This is
typically the case if the Issuer parametsaigechanged.

Now the admin must perform the following steps:

1. Start (or restart) the Tomcat container.

2. Copythed h u ma n rsystand pafarhegei® generated by the Issuer to the server hosting the

RevAuth

3. launch in a command window of the server hosting the Réwieat following command:
curl -X POST-d @system_params_human_readable_only_for_referencéiX@bntent
Type: applicdion/xml' http://localhost:8080/revocatien
servie/revocation/storeSystemParameters/

(This command assumes that, next to port 8443, the container is also ligdenilygon port
8080)

4. Generate a RevocationReferences.xml file fitting to the locatlmerethe RevAuth is
installed (seéigure40)

5. Then launch the next commawthich will generatenot onlythe
RevocationAuthorityParameters.xml fiveit alsothe directory
<tomcat_location>/bin/revocation_storage:
curl -X POST-d @RevocationReferences.xrhl ‘ContentType: applicatio/xml’
"http://localhost:8081/revocatien
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service/revocation/setupRevocationAuthorityParameters?keylLength=1024&uid=urn:patras:re
vocationauthority:default‘o RevocationAuthorityParameters.xml

6. Copy the revocation authority parameters (in this case
revocation authority _urn_patras_revocationauthority defdaltated in
<tomcat_location>/bin/revocation_storagethe system folder of the Issuer

[ T P P P P T P L T S L A L 90,0, 140,
«<?xml version="1.0" encoding="UTF-&" s:anbal:ne:"yes"?)—
z[-] <abc:RevocationReferences xmlns:abc="http://abcdtrust.eu/wp2/abcachemavl.0™>
<abc:RevocaticnInfoReference Referencelype="httpa™>
<abc:Referencesrhttps://revocation.cti.gr: 8443/ revocation-service/revocation/updaterevocationinformation</abc:References>
</abc:RevocationInfoReference>
<abc:NonRevocationEvidenceReference ReferenceTlype="https">
<abec:Referencesyhttps://revocation.cti.gr: 8443/ revocation-service/revocation/generatenonrevocationevidence</abe:References>
</abc:NonRevocationEvidenceReferences
<abc:NonRevocationEvidenceUpdateReference ReferenceType="httpa™>
<abc:Referencesrhttps://revocation.cti.gr: 8443/ revocation-service/revocation/generatenonrevocationevidenceupdate</abc:Referencess
</abc:NonRevocaticnEvidenceUpdateReference>
</abc:RevocationReferences>

1]

Figure 40: RevocationReferences.xml

As soon as the revocation authority application watalledon the corresponding server at the Patras

site, the pilot administrators started a series of tests in order to verify its correct operation. Using the

IdM Admin Tool they revoked atekiseb s Uni ver sity credentused.lTo and t h
verify that the credential was revoked, they browsed)te6 s cr edent i al manager i
her credUniv revocation baontained a tickMoreover, for extra assurance they tried teitogt the

Course Evaluation System and verify thawtixere not allowedo do sodueto a revoked credUniv.

During the tests performed at CTIlIO6s site, one 1is
revoked a Userods credUni v, her credenti al was ac
not ydated correctly and the credential managers of the rest of the system Users were throwing an

exception (AWitness Update Failedo), i.e. they <c

This issue was immediately reported to WP4 which providex faffiit at the next version available.

3.5.1.4 Operation

Throughout the Patras pilot the administrators had to ensure that the Revocation Authority was up and
running. This task was important since the rest of the systems (University Registration System, Course
Evaluation System) needed to be in communication with the Revocation Authority during
issuancel/verification protocols. Thus, the pildtrénistratorshad to make sure that the Tomcat
containerosting the Revocation Authority on the revocation serverrwasing normally during the

pilot operation.

No issues regarding the Revocation Authority were discovered, during the Patras pilot operation.
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3.6 Course Evaluation System

The Course Evaluation System is responsible for the realization of the coursdiengitocess. It is

the system that University students interact with in order to anonymously evaluate courses that they
have registered for and attended to. Moreover, professors can interact with this system in order to
upload questionnaires for the cees that they teach and members of the HQAA can access it in order
to obtain the evaluation results.

As can be seen fRigure33, the Course Evaluation System consists of the Course Evaluation
Application and the Course EvaluatiBBC System. In the following subsections we describe these
components in more detail.

A gTRUST Course Evaluation System

Course Questionnaires | Adminisiration § Contact

Welcome to the Course Evaluation System

Course evaluations have become standard practice in most universities around the world. However they are typically conducted on
paper in order to protect the students’ privacy. In cases where they are conducted through computers, the computers are operated by
aneutral trusted organization independent from the school deing the evaluation; otherwise the students need to put alot of trustin the
fairness and privacy practices of their school.

‘Course Evaluation by Certified Students'is an ABC4Trust pilot that addresses this special challenge: for important and influential
results of electronic course evaluation to be correct and credible, the privacy of the people expressing their opinion must be
preserved. Therefore, ABC technology is employed to guarantee than no information is sent to the system in the first place, which can
later be used to identify the student who submits the evaluation. At the same time, the system must guarantee that only eligible
students can have access to the evaluation of a course. That is, the system must first verify that a student (1) is enrolled in the
university, (2) has registered to the course and (3) has attended most of the lectures of that course,

The pilot which will take place at Patras University in Greece, will be starting from September 2012. The ultimate goal is to use Privacy
Attribute-based Credentials (Privacy ABCs) that will allow University of Patras students to anonymeusly participate in an online
course evaluation at the end of the semester,

Figure 41: Course Evaluation System GUI

3.6.1 Course Evaluation Application

The Course Evaluation Application is a web applica(g@eFigure41) that provides the user

interface for the course evaluation process, i.e. an interface for professors that can upload
questionnaires for the courses that they teach, an interface for students that can submit their
evaluations fothe courses that they attend and HQAA members that can browse the evaluation
results. The Course Evaluation Application (using the ABC System) performs access control to the
course questionnaires so that only certified students can access them. Rie&lyutse Evaluation
Application is responsible for storing the student submissions as well as the evaluation results on a
database.
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3.6.1.1 Implementation

The Course Evaluation Application has been developed with Drupal version 7. Drupal is a free and
open sowe Content Management System (CMS) written in PHP and distributed under the GNU
General Public License. Drupal can run on any computing platform that supports both a web server
capable of running PHP (e.g. Apache) and a database (such as MySQL or PasttiraSean store
content and settings. Drupal 7 requires PHP 5.2.5 or higher. Our development decisions for this pilot
were that the Course Evaluation Application would rumoApache web server and that the content
would be stored on a MySQL database.

At the early stages of the ABC4Trust project, the pilot develdpgriementedhe Course Evaluation
Application as a standlone application, i.e. without Priva@yBC technologiesAt that point, they
implemented the main functionalities that were reglirem the Course Evaluation System i.e. the

user interfaces, the evaluation submission procedure, the process of uploading a course questionnaire,
the calculation of the evaluation results etc. Then, some testing was performed in order to verify that
the Course Evaluation Application was working according to the requirements.

As soon as the first version of the ABC4Trust Reference Implementation was available, they started
with the integration of Privacy ABC technoieginto the Course Evaluation Applidan (seeSection
3.6.2.2.

3.6.1.2 Integration

The integration of Privacy ABC technologies to the Course Evaluation Application was relatively
easy. The pilot developers had to introduce the Course Evaluation ABC System (CES ABC8ys
short) hosting the necessary Priva®C issuance/verifier services (will be described lateGention

3.6.2 and then they had to enhance the Issuer/Verifier web pages of the Course Evaluation
Application with somelavaScriptcode. This piece of code was triggered upon some page event (e.g. a
Userds button click) and started a communication
and the UseApplicationthrough the Firefox browser plugin. Depending on the tfheweb page
(Issuer or Verifier) the corresponding ABCE services were called. At the end of this communication
flow and whether the issuance or verification protocol was completed successfully or not, the User
was redirected to the appropriate web pagg. if verification was successful she waslirected to

the course questionnaire web page where she could state her opinion about the course.

3.6.1.3 Deployment

In the beginning of the ABC4Trust project, the pilot developers implemented the Course Ewaluatio
Application as a standlone application i.e. without any PrivagyBC technologies. This application

was hosted on the developerdés PC in order to eas
performed some testing in order to verify that thei@ppibn was working as expected. First of all,

they tested that the web pages and the user interface were displayed correctly. Moreover, they created
some fitest o0 Usndorthe systénavia usernamé/mhsswoodgand submit their evaluation

for acourse. As a result, they could check that the evaluation procedure could run smoothly and that

the student evaluations were stored successfully
accounts were created in order to test if a professor cowdddiphd modify without problems a
qguestionnaire for his course. Finally, the appl:i

could access the evaluation results and this way it was possible to verify that the results were produced
without any errocs. Having performed these initial tests successfully, the developers were ready to start
with the integration of PrivaeABC technologies in the Course Evaluation System.
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3.6.1.4 Operation

Before the students could access the Course Evaluation Applicatiqilothedministrators should

make sure that the Apache server whioktedthe application was up and running. Moreover, they
Sshould set the status of the evalwuation question
and make sure that thatdbase was clean from previous evaluations (possibly from the testing phase).

During the pilot operation the administrators did not face any problems with the Course Evaluation
Application, since it had been extensively tested. The fact that some stadelat not log in to the

Course Evaluation System was rather related to a problem of another entity of the overall system (e.g.
Userds smart card) instead of the Course Evaluat
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3.6.2 CES ABC System 1 Issuer and Verifier

For the2ndround of the Patras pilot, the Course Evaluation System was playing the ABC roles of
Verifier and Issuer. As a Verifier, it allowed access to the course evaluation questionnaires to certified
students only i.e. students who possessed the necessary cledendtiaad attended at the majority of

the course lectures. As an Issuer, the Course Evaluation System allowed the students who had
submitted their evaluation for the course, to obtain a credential (called the Tombola Credential) that
would enable them tparticipate in an anonymous online lottery.

3.6.2.1 Implementation

The Course Evaluation ABC System has been implemented as Java REST web services that are

exposed to the application layer through HTTPS. The implementation of these web services was based

on theexample projects that were provided by the ABC4Trust reference implementation. These

example projects were using some helpers that enabled a developer talueplegessary services of

a Verifier and an Issuer. The pilot developers modified these exauaqterding to their application

needs and enhanced them with some checks that wo
did not allow a student who had not submitted her course evaluation questionnaire to access the

Tombola Issuer web serviceBhe compiled application (.war file) containing the Issuer/Verifier

services, was hosted on Jetty web server version 7.0.1. Jetty is a pure Java based HTTP server and has
been developed as a free and open source project.

The Course Evaluation ABC Systeafiers the following services:

1 getPolicy

1 verifyToken
9 stariTombola
9 issueStep

The first two services (getPolicy and verifyToken) were called when a student wantedntadahe

Course Evaluation System and submit her evaluation for a course. The negtviges were called

when a student had submitted her evaluation for a course and desired to obtain the Tombola Credential
that would allow her to participate in the online lottery. The Btartbolaservice takes as a query

parameter the scope exclusivepdonym of the user that is loggedat the Course Evaluation

System for that session and embeds it in the issuance policy.

3.6.2.2 Integration

The Course Evaluation ABC System (CES ABC System for shangn acting as a Verifier, starts
communicating to the &ers who tried to access it by sending a presentation policy. This policy stated

that they should have in their possession a valid (i.erenwked) University Credential and a Course

Credential (se€igure42). This policy alsaequires the User to present a scope exclusive pseudonym
based on the scope fiurn: patras:evaluationo. When
for the User side, it was trying to verify it against its presentation policy. When a token Viiasl veri
successfully the CES ABC System was extracting the scope exclusive pseudonym from the token and
through HTTPS POST requests it was informing the Course Evaluation Application which weuld log

in the User with that pseudonym anedieect her to the evaation web page.
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1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

2 <!-- This is an ABC4Trust presentation policy for the Course Evaluation System -->

3 <abc:PresentationPolicyAlternatives xmlns:abc="http://abc4trust.eu/wp2/abcschemavl.@" Version="1.0"
4 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

5 xsi:schemalocation="http://abc4trust.eu/wp2/abcschemavl.® ../../../..

6 /../../../../abcdtrust-xml/src/main/resources/xsd/schema.xsd">

7 <abc:PresentationPolicy PolicyUID="urn:patras:policies:courseEvaluation">

8 <abc:Message>

9 <abc :Nonce>bkQydHBQWDR4TUZzbXJKYUphdVM=</abc : Nonce>

10 </abhc:Message>

11 <abc:Pseudonym Exclusive="true" Scope="urn:patras:evaluation" SameKeyBindingAs="#credUniv"/>
12 <abc:Credential Alias="#credUniv">

13 <abc:CredentialSpecAlternatives>

14 <abc:CredentialSpecUID>urn:patras:credspec:credUniv</abc:CredentialSpecUID>

15 </abc:CredentialSpecAlternatives>

16 <abc:IssuerAlternatives>

17 <abc:IssuerParametersUID>urn:patras:issuer:creduUniv:idemix</abc:IssuerParametersuID>
18 </abc:IssuerAlternatives>

19 </abc:Credential>

20 <abc:Credential Alias="#credCourse">

21 <abc:CredentialSpecAlternatives>

22 <abc:CredentialSpecUID>urn:patras:credspec:credCourse</abc:CredentialSpecUID>

23 </abc:CredentialSpecAlternatives>

24 <abc:IssuerAlternatives>

25 <abc:IssuerParametersUID>urn:patras:issuer:credCourse:uprove</abc:IssuerParametersuID>
26 </abc:IssuerAlternatives>

27 </abc:Credential> D}

28 </abc:PresentationPolicy>

29 </abc:PresentationPolicyAlternatives>

Figure 42 The Presentation Rlicy of the Course Evaluation ABC System (Verifier)

The Course Evaluation ABC System when acting as an Issuer, starts communicating to the Users who
will be granted access to thembola web page (i.e. after submitting the evaluation for the course) by
sending an issuance policy stating that the User should prove possession of the scope exclusive
pseudonym that she was loggedwvith to the Course Evaluation Application and that stheuld

possess a University Credential from which the matriculation number would be carried over blindly to
the newly issued Tombola Credential (§égure43). When the service that would start the issuance
protocol was calledhe CES ABC System would make a HTTPS POST request to the Course
Evaluation Application in order to verify that the user that is about to be issued the Tombola
Credential has submitted the course evaluation. If this check was successful the issuarate protoc
would continue normally. It was possible for a student to obtain a Tombola credential multiple times
but he could not gain anything out of it (e.g. registering multiple times for the lottery) since the
Tombola System performs consumption control basea scope exclusive pseudonym for the scope
Aurn: patras:to3rnmphol aodo (see Section
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1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

2 <!-- This is the issuance policy for issuance of the PATRAS Tombola credential. -->

3 <abc:IssuancePolicy xmlns:abc="http://abc4trust.eu/wp2/abcschemavl.@" Version="1.0">

4 <abc:PresentationPolicy PolicyUID="urn:patras:policies:issuance:credTombola">

5 <abc:Message>

6 <abc:FriendlyPolicyName lang="en">Issuance of Tombola Credential</abc:FriendlyPolicyName>

7 <abc:FriendlyPolicyDescription lang="en">This policy will blindly carry over the matriculation number
8 from user’s credUniv to the credTombola credential</abc:FriendlyPolicyDescription>

9 </abc:Message>

10 <abc:Pseudonym Exclusive="true" Scope="urn:patras:evaluation" Alias="#nym">

11 <abc:PseudonymValue>UDH1Yk3VOuN5nYCn11UnguUINXOYd rxmuCv0/1QNARNbDpv/

12 9KC3TRNbvX719PcpM38TOsTvjzDAyUrtm28AZsRIfQxyfqH7HIO+JA==</abc:PseudonymValue>
13 </abc:Pseudonym>

14 <abc:Credential Alias="#credUniv" SameKeyBindingAs="#nym">

15 <abc:CredentialSpecAlternatives>

16 <abc:CredentialSpecUID>urn:patras:credspec:creduniv</abc:CredentialSpecUID>
17 </abc:CredentialSpecAlternatives>

18 <abc:IssuerAlternatives>

19 <abc:IssuerParametersUID>urn:patras:issuer:idemix</abc:IssuerParametersuID>
20 </abc:IssuerAlternatives>

21 </abc:Credential>
22 </abc:PresentationPolicy>
23 <abc:CredentialTemplate>

24 <abc:CredentialSpecUID>urn:patras:credspec:credTombola</abc:CredentialSpecUID>

25 <abc:IssuerParametersUID>urn:patras:issuer:idemix</abc:IssuerParametersuID>

26 <abc:UnknownAttributes>

27 <abc:CarriedOverAttribute TargetAttributeType="urn:patras:credspec:credTombola:matriculationnr">

28 <abc:SourceCredentialInfo Alias="#credUniv" AttributeType="urn:patras:credspec:credUniv:matriculationnr"/>
29 </abc:CarriedOverAttribute>

30 </abc:UnknownAttributes>
31 </abc:CredentialTemplate>
32 </abc:IssuancePolicy>

Figure 43: Issuance Policy for the Tombola Credential

In order for an issuance/verification protocol to complethouit exceptions on the ABCE layer, the

pilot administrators had to make sure that both communication ends (User and Issuer/Verifier) were

using the same resources i.e. system parameters, Issuer parameters, credential specifications,

revocation authoritypaa met er s and inspector public key. Thus
create the User installer bundles containing the correct resource files and moreover upload the same

files to the Course Evaluation ABCE storage space. The public system,asduerocation authority

parameters were provided by the administrators of the University Registration System (NSN) to the
administrators of the pilot (CTI). The issuer parameters of the Tombola Credential were generated by

the administrators of the Coer&valuation System (using the public system parameters).
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pyrgelis@ces:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ 1s -1 issuer resources/
total 40

-rW-r--r--
STW-T--T--

1 pyrgelis pyrgelis 4460 2013-10- : cas_keys pk

1 pyrgelis pyrgelis 4034 2013-10- : inspector_publickey urn patras_inspector tombola

-rw-r--r-- 1 pyrgelis pyrgelis 2796 2013-16- :47 issuer params_urn_patras_issuer credCourse uprove

-rw-r--r-- 1 pyrgelis pyrgelis 3425 2013-16- :47 issuer params_urn_patras_issuer credTombola idemix

-rw-r--r-- 1 pyrgelis pyrgelis 4355 2013-10- g issuer params urn_patras issuer credUniv_idemix

-rw-r--r-- 1 pyrgelis pyrgelis 440 2013-10- : pki keys pk

-rw-r--r-- 1 pyrgelis pyrgelis 828 2013-10- 4 pki keys sk

-rw-r--r-- 1 pyrgelis pyrgelis 3104 2013-10- : revocation authority urn patras revocationauthority default
1 pyrgelis pyrgelis 3140 2013-10- s system params
s:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ 1ls -1 xml/credspecs/

-TW-r--r--
pyrgelis@ce
1 pyrgelis pyrgelis 996 2013-10-16 11:47 credentialSpecificationPatrasCourse.xml
- 1 pyrgelis pyrgelis 936 2013-10-16 11:47 credentialSpecificationPatrasTombola.xml
1 pyrgelis pyrgelis 2470 2013-10-16 11:47 credentialSpecificationPatrasUniversity.xml
pyrgelis@ces:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ 1s -1 tombola issuer storage/
total 6084
-MW-r--r--
drwxr-xr-x
-rW-r--r--
SIW-T--T--

1 pyrgelis pyrgelis 0 2013-10- - credential
2 pyrgelis pyrgelis 4096 2013-10- x images
1 pyrgelis pyrgelis 0 2013-10- : inspectorSecrets
1 pyrgelis pyrgelis 1220089 2014-02- 2 issuerLog
-rw-r--r-- 1 pyrgelis pyrgelis 2035 2013-10- :36 issuer private key urn patras issuer credTombola idemix
-rw-r--r-- 1 pyrgelis pyrgelis 2079 2013-10- : issuerSecretKeys
-rw-r--r-- 1 pyrgelis pyrgelis 1439412 2014-02- 4 keystorage
-rw-r--r-- 1 pyrgelis pyrgelis 27144 2014-02- :39 pseudonyms
-rw-r--r-- 1 pyrgelis pyrgelis 0 2013-10- g revocationAuthoritySecrets
-rw-r--r-- 1 pyrgelis pyrgelis 0 2013-10- - revocationAuthorityStorage
-rw-r--r-- 1 pyrgelis pyrgelis ® 2013-10- : secrets
1 pyrgelis pyrgelis 3513874 2014-02- :39 tokens
s:~/jetty/jetty-hightide- v20091125/webapps$ 1s -1 verifier storage/

-rw-r--r--
pyrgelis@ce
total 4992
-MW-r--r--
drwxr-xr-x
~MW-P==F=-
“rv-
v
-
Srv-
-
“rv-
-
-rv-

root root ® 2013-10- :36 credential

root root 4096 2013-10- : images

root root 6 2013-10- :36 inspectorSecrets

root root ® 2013-10- :36 issuerlLog

root root 0 2013-10- :36 issuerSecretKeys

root root 2625339 2014-02- :35 keystorage

root root 21228 2014-02- :36 pseudonyms

root root 0 2013-10- ] revocationAuthoritySecrets
root root 2013-10- 3 revocationAuthorityStorage
root root ® 2013-10- :36 secrets

root root 2447706 2014-02- :36 tokens

b B, T [0 R TR WG B
U v s 1 B %
A L I L A
TS AT TS T A T
i el A

Figure 44: Course Evaluation ABC System Resources

As can be seen lRigure44, the resources required for the Verifier of the Course Evaluat3@ A

System are the system parameters, the issuer resources, the revocation authority parameters and the
credential specifications which were provided by the administrators of the University Registration
System (NSN). I n t he f iherecessary resbuccesdogtbedCouise | der t he
Evaluation ABC System Issuer (Issuer private key) for issuing the Tombola credential. These

resources were generated by the Course Evaluation System administrators (CTI).

3.6.2.2.1Deployed ABCE Methods

In this subsection wedescribewith small code samples the ABCE methods that were used for the
deployment of the Course Evaluation ABC System.

Please also refer to Sectigrl.6.2.1for the reasoning behind listing these methods.

1 eu.abc4trust.rservicehelper.verifier.VerificationHelper

VerificationHelper.initinstance(String systemParamsResource, String[]
issuerParamsResourcelList, String[] credSpecResourcelList, String|]
inspectorPublicKkeyResourcelList, String([]
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revocationAuthorityParametersResalrist, String fileStoragePrefix, String
presentationPolicyResourceList)

This method initializes the instance of the Verifier with the appropriate resources and
presentation policies.

byte[] nonce = VerificationHelper.getinstancg@nerateNoncé);

This meéhod is used for generating a nonce that will be embedded in the presentation
policy.

PresentationPolicyAlternatives ppa
=VerificationHelper.getinstance€yeatePresentationPolicypolicyld, nonce,
applicationData, null);

Generating the presentation polibgfore communicating it back to the User side.

boolean ok = VerificationHelper.getinstance€yifyToken(policyld, nonce,
applicationData, presentationToken);

This method is used for verifying a presentation token against the presentation policy
and thenonce value.

9 eu.abc4trust.xml.PresentationToken;

byte[] pse_bytes =
presentationToken.getPresentationTokenDescription().getPseudonym()gg¢H€s.
udonymValue();

This method is used for extracting the pseudonym value out of a received presentation
token

1 eu.abc4trust.ri.servicehelper.issuer.SpecAndPolicy

public static final SpecAndPolicy tombola = new SpecAndPolicy(
CREDSPEC_TOMBOLA, // logical key
CryptoTechnology.IDEMIX, // Crypto Technology

null, // IssuerParameter UID : null will defaulio issuerparam uid from
issuancepolicyrcredentialtemplate and append cryptotechnology...

2, I/ max number of attributes

0, // number ofJ-Provetokens...
"src/main/resources/xml/credspecs/credentialSpecificationPatrasT oxnilt)a.
"src/main/resources/xml/issuance/issuancePolicyPatrasTombola.xml",
null, // Revocation Authority UID

"en", "Description of Tombola Credential");
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This way the credential specification and the issuance policy of the Tombola
Credentia aredefined. The Tombola Credential is of type Idemix.

1 eu.abc4trust.ri.servicehelper.issuer.lssuanceHelper
eu.abc4trust.xml.IssuanceMessage
eu.abc4trust.xml.IssuanceMessageAndBoolean
eu.abc4trust.xml.ObjectFactory;

IssuanceHelpanitinstanceWithExi stingSystemParametergString
systemParametersResource, String[] foreignCredSpecResourcelList, String[]
foreignlssuerParamResourcelList, String publicResources, String fileStoragePrefix,
SpecAndPolicy[] specAndPolicyList, String|[]
revocationAuthorityParametersResowldst)

With this method the Tombola Issuer Parameters are generated, using the existing
system parameters

IssuanceMessage im_with_policy =

IssuanceHelper.getinstanca(itissuancg(newinstanceOfSpecAndPolicy,
attributeValueMap);

The issuance policy tetape is loaded and modified.

ObjectFactory of = new ObjectFactory();

JAXBElement<lssuanceMessage> imJAXB =
of.createlssuanceMessagien_with_policy);

Using this method an issuance message is create and sent to the User side.

IssuanceMessageAndBooleanpasse=
IssuanceHelper.getinstance3ueStefissuanceMessage);

Using thismethod, iis determined if the last issuance message shmild
communicatetback to the User side otherwise the issuance protocol continues.

3.6.2.3 Deployment

Deploying the Course Evadtion ABCE System was done by loading the compiled application (.war
file) to the Jetty server and restarting it. During the integration stage the Issuer/Verifier services were
hosted locally at the development PC in order to check their operation an@asidikeany necessary
changes. Later on, these services were hosted on the actual Course Evaluation server and the pilot
testers started testing the Course Evaluation System in whole (i.e. Course Evaluation Application and
CES ABC System).

In order to chelcthe functionalities of the Course Evaluation ABCE System, the pilot administrators
had to perform some tests with Users having software or hardware smart cards when interacting with
the Course Evaluation System.

In order to be able to leip to the Cours Evaluation System, a User should have sufficient attendance
units stored on her smart card. Moreover, the presentation policy of the Course Evaluation System
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required from the Users to have in their possession a valid (i.e¢emoked) University Creddial as

well as a Course Credential. Using some test Users who had both credentials was therefore necessary
in order to verify that access to the questionnaire was allowed for these Users. Additionally, some tests
were performed with Users that did not Bany credentials or had only one out of the two required
credentials. This way, the pilot testers verified that the Course Evaluation ABCE System did not allow
access to Users who could rialfill the requirements of the presentation policy. Finallyy ttid

some tests with Users whose University Credential had been revoked by a pilot administrator, in order
to be sure that revocation was working as expected and that the CES ABC System was picking up the
latest revocation information when attempting ¢oify a presentation token.

Testing the Issuer functionality of the Course Evaluation System was done with Users that had stored
in their smart cards the necessary credentials and had submitted their evaluation for the course. After
submitting their evalu@on for the course they were-directed to a web page enabling them to apply

for the Tombola Credential. This way, it was verified that the issuance process was completed without
any problems. Finally, the special case where a User who has submitedltieion for the course
changes the smart card on her smart card reader with a different one when-sliredte@ at the

Tombola web page was tested. At this case, the Course Evaluation ABCE System should not allow the
issuance protocol to take plaag it requires from the User to present the scope exclusive pseudonym
that the she is logged in to the Course Evaluation System with. This fact is stated in the issuance
policy of the Tombola Credential. Thus, it was verified that cheating Users woube mabie to obtain

a Tombola Credential and participate in the lottery without having submitted the evaluation for the
course.

3.6.2.4 Operation

During the pilot operation, the administrators had to make sure that the Jetty server hosting the Course
Evaluation BC system was up and running. Moreover, they should ensure that the appropriate
resources (system parametéssuerresources etc. ) were in place so that the Prive®g protocols

would run smoothly.

Some students faced difficulties loggiimgthe Coursévaluation System but the reasonstfos were
relatedto the Usersmart cardather thano the Course Evaluation System (seec8on3.2.2.9.
Moreover, some students had trouble obtaining the Tombola credential fromuttse Evaluation
System but that was due to insufficient storage on tite(sae 8ction3.2.2.4. Other than these, no
issues came up regarding the operation of the Course Evaluation ABC System, during the pilot.
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3.7 Tombola System

The Tombola System is responsible for conducting an online raffle for the students that participate in
the Patras pilot. The prize for the winner of the raffle is a free registration for the ABC4Trust Summer
School that will take place in Patras, 8eptember of 2014. The students can interact with this system
and register for the lottery, after they submit their evaluation for the pilot course and obtain the
Tombola Credential from the Course Evaluation Sysfsrseen orrigure33, the Tombola System
consists of the Tombola Application and the Tombola ABC System

1B

Welcome to the Tombola System

The raffle starts in :

HE
o &S LY |

Win a special prize!

If you are a student of course 23330E, vou can register here for the lottery using the Tombola eredential

that yvou obtained after evaluating the course, at the Course Evaluation System.

REGISTER NOW!

® Copyright 2014 CTI. All rights reserved.

Figure 45: Tombola System GUI
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3.7.1 Tombola Application

The Tombola System was introduced in 2melround of the Patras pilot so that $tedents can
participate anonymously in an online raffle. The Tombola Application is a web appli(sgrffigure
45) that the students can interact with and register for the lottery using PABLCyechnologies

3.7.1.1 Implementation

The Tombola Application was developed using the server side scripting language PHP. Moreover, a
MySQL database was designed and installed according to the application needs. These were, to store
the lottery details (lottery status, lottery expirationg, winner matriculation number) as well as the
presentation tokens of théseis who had registered for the lottery. Additionally, a MySQL script was
developed in order to set an event (lottery expiration date) that would pick randomly the winning

token aut of the database. The web server that was chosen to host the Tombola Application was the
Apache HTTP server.

Initially, the Tombola Application was developed as a standalone web application, without any

PrivacyABC technologiesAt that point, the applation database was designed according to the

requirements defined and the web padésng withthat,the Userinterfaces were created. A first

version of the registration functionality was implemeintedess could enter the matriculation number
inafeldand t hat was registered in the database. Fin
application chooses randomly a matriculation number which is announced as the winner of the raffle

was developed.

As soon as the ABC4Trust Reference Implementationawaiable including the newly created
cryptographic architecture, the integration of Priva@C technologiedo the Tombola System
started (seee®tion3.7.2.3.

3.7.1.2 Integration

The procedure of integrating of Privacy ABC teglugiies to the Tombola System was similar to the
one which was followed for the Course Evaluation System. The pilot developers introduced the
Tombola ABC System and enhanced the Verifier web page of the Tombola Application with some
JavaScriptode. This jece of code was triggered by the User clicking on the registration button and
started a communication flow between the Tombola ABC System and thé&pfgeationthrough

the Firefox browser plugin. At the end of this communication flow (independentetheitthe
verification protocol was completed successfully or not), the User was informed whether he was
registered for the raffle or not.

When the first version of the Tombola Application was ready, it was deployed locally in order to

check its operatioand make any changes required. After that, some tests were performed in order to

verify that the application was working properly. Using some dummy Users, who registered their
matriculation numbers using the interface of the Tombola main web page iesfeehvthat they

were stored correctly to the Tombola database. Y
order to check that the application was picking a random matriculation number among the registered

ones as winner of the raffle, at thendi of the lottery expiration.

After the above tests were completed successfully, the developers were in position to start integrating
PrivacyABC technologies into the Tombola System.
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3.7.1.3 Deployment

Before allowing the pilot participants to register for libktery, the administrators should perform

some tasks for the operation of the Tombola System. First of all, they should make sure that the
Apache web server that hosted the Tombola Application was up and running at the tombola server.
Moreover, they shdd clean up the database from any registered presentation tokens that were stored
during the testing phase. Finally, they should configure the expiration date of the lottery and deploy
the mySQL script that would pick up the winner of the lottery at tpeompiate date.

3.7.1.4 Operation

During the pilot operation, there were no issues reported by the participants regarding the Tombola
Application. All the students who had successfully obtained their Tombola Credential from the Course
Evaluation System could risger for the online lottery.

3.7.2 Tombola ABC System i Verifier

For the2ndround of the Patras pilot, the Tombola System was playing the ABC role of a Verifier.
More specifically, it allowed only certified students to register for the online lotteryudergs who
had in their possession a Tombola Credential issued by the Course Evaluation System.

3.7.2.1 Implementation

Similarly to the Course Evaluation ABC System, the Tombola ABC System has been implemented as
Java REST web services that are exposed topghiecation layer through HTTPS. The

implementation of these web services was based on the example projects that were provided by the
ABCA4Trust reference implementation. These example projects contained some helpers that utilized the
ABCA4Trust API for the dployment of the necessary services of a Verifier. The pilot developers

modified these examples according to their application needs. The compiled application (.war file)
containing the Verifier services, was hosted on Jetty web server version 7.0.ik. dgttye Java

based HTTP server and has been developed as a free and open source project.

The Tombola ABC System offers the following services:

1 getPolicy
1 verifyToken

These services (getPolicy and verifyToken) were called when a student wanted toaegister
presentation token to the Tombola System and participate in the lottery.

3.7.2.2 Integration

When a student was trying to register for the online lottery, the Tombola ABC System sent a

presentation policy to the User side. This policy stated that teedbsuld present a scope exclusive
pseudonym for scope fAurn:patras:tombolado and hav
the Course Evaluation System. Moreover, the User should present the matriculation number from the
Tombola Credentialasna i nspectable attribute i.e. encrypted
Figure46). When the Course Evaluation ABC System was receiving a token from the User side and it
verified it, it was making an HTTPS POST request tolitbmabola Application in order to store the
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student pseudonym and the corresponding presentation token to the database table with the received
tokens. When a student tried teregister for the lottery, the Tombola ABC System would check if

the pseudonym vgaalready in the database and would not allow the User to register more than once
for the raffle.

1 <abc:PresentationPolicyAlternatives xmlns:abc="http://abc4trust.eu/wp2/abcschemavl.@" Version="1.0">
2 <abc:PresentationPolicy PolicyUID="urn:patras:policies:Tombola">

3 <abc:Message>

4 <abc :Nonce>bkQydHBQWDR4TUZzbXJKYUphdVM=</abc: Nonce>

5 <abc:FriendlyPolicyName lang="en">Presentation Policy for Tombola</abc:FriendlyPolicyName>

6 <abc:FriendlyPolicyDescription lang="en">Enter the Tombola - your matriculation number will encrypted</abc:FriendlyPolicyDescription>
7 </abc :Message>]

8 <abc:Credential Alias="#credTombola">

9 <abc:CredentialSpecAlternatives>

10 <abc:CredentialSpecUID>urn:patras:credspec:credTombola</abc:CredentialSpecUID>

11 </abc:CredentialSpecAlternatives>

12 <abc:IssuerAlternatives>

13 <abc:IssuerParametersUID>urn:patras:issuer:credTombola</abc:IssuerParametersuID>

14 <abc:IssuerParametersUID>urn:patras:issuer:credTombola:idemix</abc:IssuerParametersuID>

15 </abc:IssuerAlternatives>

16 <abc:DisclosedAttribute AttributeType="urn:patras:credspec:credTombola:matriculationnr">

17 <abc:InspectorAlternatives>

18 <abc:InspectorPublicKeyUID>urn:patras:inspector:tombola</abc:InspectorPublicKeyUID>

19 </abc:InspectorAlternatives>

20 <abc:InspectionGrounds>0Only the winner of the tombola will have his/her matriculation number revealed.</abc:InspectionGrounds>
21 </abc:DisclosedAttribute>

22 </abc:Credential>
23 </abc:PresentationPolicy>
24 </abc:PresentationPolicyAlternatives>

Figure 46: The Presentation Policy of the Tombola ABC System

In order for a verification protocol to complete without exceptianthe ABCE layer, the pilot

administrators had to make sure that both communication ends (User and Verifier) were using the

same resources i.e. system parameters, Issuer parameters, credential specifications, revocation

authority parameters and inspectablic key. The system parameters, Issuer parameters, credential
specifications and revocation information were provided by the administrators of the University

Registration System. The credential sfieation for the Tombola Credential and the Inspecttnip

key was generated by the administrators of the T
was to create the User installer bundles containing the correct resource files and moreover upload the
same files to the Tombola ABC storage space.
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pyrgelis@tombola:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ 1ls -1 issuer resources/
total 40
-rw-r--r-- 1 pyrgelis pyrgelis 44@ 2013-10-16 11:48 cas_keys pk
-rw-r--r-- 1 pyrgelis pyrgelis 4034 2013-10-16 12:04 inspector publickey urn_patras_inspector tombola
-rw-r--r-- 1 pyrgelis pyrgelis 2796 2013-10-16 11:48 issuer params urn_patras issuer credCourse uprove
-mW-r--r-- 1 pyrgelis pyrgelis 3425 2813-18-16 148 issuer params_urn_patras issuer credTombola idemix
-rw-r--r-- 1 pyrgelis pyrgelis 4355 2013-10-16 11:48 issuer params urn_patras issuer creduniv_idemix
-mW-r--r-- 1 pyrgelis pyrgelis 440 2813-18-16 :48 pki_keys pk
pyrgelis pyrgelis 828 2813-10-16 11:48 pki keys sk
pyrgelis pyrgelis 3184 2813-18-16 148 revocation authority urn patras revocationauthority default
pyrgelis pyrgelis 3148 2813-18-16 148 system params
pyrgelis@tombola:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ 1s -1 xml/credspecs/
total 12
-rw-r--r-- 1 pyrgelis pyrgelis 996 2013-10-16 11:48 credentialSpecificationPatrasCourse.xml
-mW-r--r-- 1 pyrgelis pyrgelis 936 2813-18-16 11:48 credentialSpecificationPatrasTombola.xml
-rw-r--r-- 1 pyrgelis pyrgelis 2470 2013-10-16 11:48 credentialSpecificationPatrasUniversity.xml
pyrgelis@tombola:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ 1s -1 verifier storage/
total 1360
-W-r--r--
drwxr-xr-x
-W-r--r--
-W-r--r--

1 root root 0 2013-10-16 12: credential

2 root root 4096 2013-10-16 1 i

1 root root 0 2013-10-16 12:16 inspectorSecrets

1 root root 0 2013-10-16 12: issuerLog
-rw-r--r-- 1 root root 0 2013-10-16 12:16 issuerSecretKeys

1

1

1

1

1

-rW-r--r--
-rW-r--r--
-rW-r--r--

root root 25385 2013-10-16 12: keystorage

root root 12528 2014-02-16 21:49 pseudonyms

root root 8 2013-10-16 12: revocationAuthoritySecrets
-rw-r--r-- 1 root root 0 2013-10-16 12: revocationAuthorityStorage
-rW-r--r-- 1 root root 0 2013-18-16 12:16 secrets

-rW-r--r-- 1 root root 1336381 2014-02-10 21:49 tokens
pyrgelis@tombola:~/jetty/jetty-hightide-7.0.1.v20091125/webapps$ [

Figure 47: Tombola ABC System Resources

As can be seen dfigure47?, the administrators need to upload on the Tombola ABC System storage
space the system parameters, the Issuer resources, the inspaatdegyuas well as the credential
specifications. With these resources in place the verification protocols would work without any
exceptions at the ABCE layer.

In order to deploy the Tombola ABC System, the developers had to compile the correspondutg proj
that created the verifier services and upload the .war file to the Jetty web server. During the integration
phase, they executed these services locally along with the Tombola Application in order to check their
operation and fix minor bugs.

3.7.2.2.1DeployedABCE Methods

The methods that were used for the deployment of the Tombola ABC System were similar to those
used for the Verifier of the Course Evaluation System (seeSails&ction3.6.2.2.).

3.7.2.3 Deployment

After correcting sora minor bugs, the administrators deployed the Tombola ABC System on the
Tombola server and they performed some testing for the Tombola System in the whole.

In order to test the operation of the Tombola ABC System test Users possessing hardware or software
smart cards when interacting with the Tombola System had to be introduced.

As mentioned before, the Tombola ABC System deploys a Verifier service. The presentation policy
requires from the Users to present raass:ctoopneb oelxacd u
well as to prove their possession of a Tombola Credential issued by the Course Evaluation System and
encrypt the matriculation number from this crede
system developers did some tests wiletd having the Tombola credential to make sure that they

could get registered without any problems. Then, they did some tests with test Users who did not have
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the Tombola credential in order to ensure that they could not get registered for the omlige lott
Finally, they tried to register some Users multiple times for the raffle in order to make sure that they
would be registered only once and not multiple times, preventing them to cheat and increase their
chances to win the lottery.

When enough test l@ss were registered to the Tombola System, the lottery procedure was tested.

More precisely, it was checked that when the lottery timer had expired the system picked a random
winning presentation token among the registered ones and announced it as ¢én@ftima raffle.

Then, using thénspect Toolsee gction3.3.) al ong with the I nspectoros
administrators tried to reveal the matriculation number from the presentation token. Thus, it was

verified that this omber was one of the matriculation numbers of the test Users we had registered and
the whole raffle process was working as expected.

3.7.2.4 Operation

During the pilot operation the administrators should make sure that the Jetty server hosting the
Tombola ABC Syeem was up and running. Moreover, they should ensure that the necessary resources
(system parameters, Issuer resources, inspector public key etc.) were placed on the Tombola ABC
System storage space. No issues were reported by the pilot participantm e dperation of the
Tombola ABC System. The students who had obtained successfully a Tombola credential could
register for the online lottery without any problems.

3.8 Class Attendance System

The Class Attendance System is the system that the pittergs interact with every time they attend

to a course lecture. This system is placed inside the lecture room and is setup by an administrator from
CTIL. It consists of a laptop running the Class Attendance Application and an NFC smart card reader
attached o i tsdé6 USB port. The NFC reader is responsi
card and the application. When the Class Attendance Application is initiated and a student waves her
smart card in front of the NFC smart card reader a communicatitocpl takes place between the

smart card and the Class Attendance Application. At the end of this protocol, the course attendance
counter stored on the smart card is incremented by one.

3.8.1 Class Attendance Application

We here note that no PrivaéyBC techologies are used for the Class Attendance System. The Class
Attendance System has a key pair similar to PKI scenarios. The Class Attendance key pair was
generated by the administrators of the University Registration System and it was provided to the
application developers. The secret key is known only to the Class Attendance System itself whereas its
public key is loaded on to the smart cards during the initialization process. Moreover, each smart card
is initialized with a counter blob which contains aigcter identifier, an index (indicating the counter

value- initially set to zero) and a cursor (indicating the last attended lecture identifier).

The main functionality of the Class Attendance Application is to find out when a smart card is present
in thecommunication field of the NFC reader. As soon as a smart card is detected, a protocol between
the smart card and the application is executed.
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This protocol includes the following actions:

The application requests from the smart card to generateharémedom challenge

The challenge is communicated to the class attendance application

The application (using its secret key) generates a signature on a message including the counter
identifier, the current lecture identifier and the challenge from the card

The signature isentto the smart card which tries to verify it. If verification is successful and

the lecture identifier is larger than the currently stored identtherattendance counter is

increased and the last lecture identifier (cursor) is @odat

= = —a =9

We here note that when a User interacts with the Class Attendance Application there is no need to
enter her PIN.

The smart card commands from the ABC4 T4t API that are used for this protocol are the
following:

T The command AGET CHAwherscal&BEHe &éntalt card veturns a 16 byte
fresh challenge

T The command Al NCREMENT COUNTER(counter| D, S
tries to verify the signature Asigd increase
stored on it

The canmunication protocol is described in more detail on the next subsection.

3.8.1.1 Implementation

The Class Attendance Application is setup offline, prior to each lecture by an administrator from CTI.
The administrator initializes the application with a freshuextdentifier which must be strictly
increasing for every new |l ecture (the |l ecture id

When initialized, the Class Attendance Application continuously polls the NFC reader to check if a
smart card ipresent. When a student waves his smart card near the NFC reader, the following
protocol is executed between the smart card and the Class Attendance Application:

A The smart card generates a random nonce fdchal
Attendarte Application and also stores it locally.

A Upon receiving the random challenge, the Class Attendance Application using the Class
Attendance System secret key (sk_cas) produce
signature algorithm supported alsothg smart card) :

sig = Sign(sk_cas, counterld || newcursor || challenge).

A The smart card attempts to increase by one the counter identified by counterld, verifying the
signature sig with the public key of the class attendance system:
o Verify(pk_cas, sigm) = true for m = counterID || newcursor || challenge,
i.e. it verifies the signature against the stored public key and for the
message including the nonce fAchall en:
card in previous step.
0 cursor < newcursor, i.e. it sea fresh lecture identifier

If one of the checks fails, or no counter blob was stored, it indicates failure towards the Class
Attendance Application. Otherwise, the smart card increments the counter value by one, sets cursor =
newcursor and indicates sessful counter update towards the Class Attendance Application.
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Figure 48 The Omnikey 5321Dual Interface PC-linked Reader

The laptop hosting the Class Attendance Application is a HP laptop (HP Compaq 6720s) with an Intel
Core2 Duo Processor running at 1,6Ghz and has 1 GB of RAM. The laptop has Windows XP service
pack 3 installed. Attt ached Figue48 smarticardr&Berwhah t i s t
offers a dual interface and can commaigcwith both contact and contactless smart cards. The Class
Attendance Application was developed in Java using the package javax.smartcardio
(http://docs.oracle.com/javase/6/docs/jre/api/security/smartcardio/spec/javax/smartcardiofpackage
summary.htnjlwhich provides an API for communicating with smart cards.

3.8.1.2 Integration

Deploying the Class Attendance System was done by configinenglass Attendance Application

with a lecture identifier and by compiling it. The resulting .jar file was deployed on a laptop which had
the Omnikey 5321 reader attached to its USB port. When starting the .jar file with the appropriate
command (javéjar classattendance.jar), the application would enable its contactless interface and
one could play around with the operation of the Class Attendance Application.

In order to test the Class Attendance System the pilot developers initialized some smaviticards

zero counter blob. They did setup the Class Attendance Application with a fresh lecture identifier and
deployed it on a PC with the Omnikey 5321smart card reader attached to its USB port. Then, they
waved each of the smart cards in front of the M&&ler, waiting for an indication that the
communication protocol between the smart card and the application completed successfully (beep
sound) . Using another script that takes as input
counter informatia, it was verified that the counter was indeed increased by one and that the last
lecture identifier was updated correctly. Moreover, they verified that waving a smart card multiple
times in front of the NFC reader does not increase the counter morentteafonthe same lecture.

Setting up the Class Attendance Application with a new fresh lecture identifier (larger than the
previous one) the above steps were repeated in order to verify that the application was working as it
should.

Another test that wasepformed was to deploy the Class Attendance Application using a different
secret key than the original applicationds key (
during initialization). With this test it could be verified that when the soad communicates with a
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Affaked Class Attendance System, the signature ve
increased.

Finally, the developers did some tests regarding the execution time required for the communication
protocol between the sart card and the Class Attendance Application. With these tests it was found
out that the protocol requires approximately 1.5 seconds in order to complete. Thus, the Class
Attendance Application was configured to wait for approximately 2 seconds forrtirawsucation

protocol to complete, every time a smart card is present in the communication field of the NFC reader.
The application was also configured to throw an exception if the smart card present in the field of the
NFC reader is removed before the paatl is completed successfully.

3.8.1.3 Deployment

Prior to each lecture, the Class Attendance Application was properly initialized by a pilot
administrator with a fresh lecture identifier. The application was compiled into a .jar file which was
securely transfeed to the laptop hosting the Class Attendance System. The pilot administrator then
just had to place the laptop inside the the lecture room, connect the Omnikey 5321 reader to the USB
port of the laptop and start the application with the appropriate eochiffava jar class

attendance.jar).

3.8.1.4 Operation

When a student waved his smart card in front of the reader, the communication protocol took place
increasing the attendance counter on her smart card. Some students, eager to obtain their attendance
certification were removing the smart card from the communication field of the NFC reader before the
communication protocol was completed. Thus, they got a notification that the protocol was not
successful and that they should repeat the process. As soorsagltdrgs were instructed by the
administrator that they should keep their smart card close to the NFC reader until they heard the
confirmation sound (which meant that the protocol was successful) they were able to collect their
attendance without any prabhs.

Another issue that came up during the lectures was that some students could not obtain their
attendance unit because their smart card was in
had to unlock their smart card using the PUK valuethad contact the pilot administrators in order

to obtain the attendance that they had missed.
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3.9 Patras Portal

The Patrafortali s t he students6é entry for the Universit.y
student should visit and where sha éad information about the pilot.

3.9.1 University Portal GUI

The Patras Portal can be seerFaure49. It is a simple web page that contains all the information
that aUserwould need for her participation in the Patras piloisiage is hosted on the same server
as the Course Evaluation System and it can be found d#Rhéhttps://ces.cti.gr/Portal/Portal.html

Uploaded on the Patras Portal are documents that are helptiué foarticipants. As an example, the
Information document is where the students can find details about the concept of the pilot and how
they can participate. Another document is the User Manual where the students can be informed about
all the pilot stepshey will go throughout the semester and find some tips in cases they face some
difficulties when interacting with the pilot systems. Finally, the User Consent Form thaseise

need to sign before participating in the pilot is available on the Patrizs. Po

Moreover, the Patras Portal has some blocks that point tdRhe of the pilot systems, i.e. the
University Registration System, the Course Evaluation System and the Tombola System. So, the
students need only to remember/bookmarkiRe of the Patas Portal.

Finally, at the bottom of the page there is a @N
every time that happens something important for the pilot operation.
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Get Credentials

IDM Portal

Please log in to the IDM Portal to get
your credentials.

Continue

Evaluation

Course Evaluation System

Please visit the following link in order to
evaluate a course.

Continue

The ABC4Trust software is available! You can download it here

The students collected their third attendance for tl
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General Info

In this doument you will find general
information about the pilot and how you
can participate.

Continue

User Manual

In this document you will find information
about the phases of the pilot and the
necessary actions you should do for
every step.

Continue

se. Moreover, today they got their Omnikey 3021 USB smart card readers.

The students collected their second attendance for the course. Moreover, the one time passwords for logging in the University Registration System were distributed.

13: The students were informed about the first steps of the pilot. Moreover, 38 ABC4Trust smart cards were distributed to the students, who also collected their first

attendance for the course.

10/2013: The ABC4Trust Patras Pilot has began! The students of Computer Engineering and Informatics Department that attend the course "Distributed Systems I” were

informed about the concept of this ABC4Trust pilot. Moreover, the forms were distributed to those who claimed their interest for participating in the pilot.

plementation

Figure 49: The Patras Portal

As described above, the Patras Portal is nothing more than a web page (html/css) which provides basic
information about the pilot and the necessary links for the pilot systems. Thus, noABGcy
technologiesvereused for the implementation of the Rest Portal.

3.9.1.2
The

Patr as

Integration

Port al

was i ni

t

al |y

designed

and

regarding the interface were corrected before it was uploaded on the production server.

3.9.1.3 Deployment

The only testing that was perfned regarding the Patras Portal, was to verify that all the links
provided in the web page work as they should. Thus, it was made sure that the page content is
reachable by the students.
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3.9.1.4 Operation

The pilot administrators had to make sure that the Apaab server that hosted the Patras Portal was
up and running.

No problems were detected throughout the pilot regarding the operation of the Patras Portal. The

ANewsoO0O section of the page was updated atefor t he pi
the status of the pilot.
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3.10 Legal Topics for the Patras pilot

Referring taSectionl.2, this chapter elaborates on the necessary legal considerations when deploying
PrivacyABC technologies in settings like the Patuasversity pilot. As already mentioned, these
considerations will only cover the mere technical perspective, leaving the user focused aspects of the
pilot preparations (e. g. the matters of drafting the consent forms, information sheets, and the user
mantal) to the pilot specific delivables [D@] (for the school pilot), and [C8] (for the university

pilot). So the following sections focus solely on the specific frame conditions and requirements in the
context of course evaluation by university studentsthe lessons learned during preparation and
execution of this pilot.

3.10.1 Role Allocation

Similarly to the Swedish school pilot, the difficulty of the Patras pilot was that the Computer
Technology Institute "Diophantus" (CTI) was not able to completelyupeand operate the pilot
architecture on their own. Therefore, the help of other project partners was enlisted here as well. In
this case, only the assistance of NSN was needed for the provision of the application and the
administration of the UniversitRRegistration System. This system was run on 2 machines residing at
the premises of the CTI. Furthermore, NSN deployed the Revocation Authority and supported CTI
with the debugging, the maintenance, and the performance control of the running IdM system.

Juwst as in the Stderhamn pilot, it was again necessary to allocate different legal roles to the persons
and legal entities involved. Each role correlates with a certain set of rights and obligations, which in
some cases have to be fulfilled prior to the datacessing, or even the development of new
applications. As in the Swedish school pilot, the laws of two different states had to be considered. In
the Patras pilot, the Gre€kand the Germdn data protection laws were applicable. A detailed
definition eat legal role for the pilot at the University of Patras can be fousgation4.6. of [D51].

A first mapping of legal roles was conducted in chapter 4.6 of D5.1 (Scenario definition for both
Pilots). In contrast to the Sdderhamn school pilot, the orgémigl frame conditions remained
generally the same, therefore an adaption of this mapping was not necessary. According to this
adequate mapping of legal roles, CTI fulfilled the role of a data controller as responsible party,
whereas NSN is data processeting on behalf of CTI.

12 Namely Law 2472/1997, which is the enactment of the Data Praebirective, and Law 3471/2006 being
the enactment of the-Brivacy Directive). Both laws are available in an English translation:
http://www.dpa.gr/portal/page?_page8B,435608& dad=portal& schema=PORTAL

¥ Bundesdatenschutzgesetz (BDSG), an English translation can be found online at:
http://www.bfdi.bund.ddZN/DataProtectionActs/Artikel/BDSG_idFv01092009.pdf?__blob=publicati
onFile
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3.10.2 Processing Contract between CTl and NSN

As explained before, the data processor only applies the technical means set out by the data controller
on his behalf and processes the personal data according to his instructiomthelésse CTI as the

data controller remains fully responsible for the data processing. To stipulate the rights and obligations
of both parties, a contractual fixation was necessary. According to Art. 10 (4) Greek Law 2472/1997,
the contract had to be inriten form and needed to transfer the legal obligations regarding
confidentiality and security of processing from the controller onto the processor. Similar to the
Soderhamn pilot, to ensure a higher level of personal data protection, the contracingaeripilots

also integrated the stricter requirements for processing contracts from 8§ 11 (2) of the German BDSG,
which were already presented $ection2.8.2 (Processing Contracts between Norrtullskolan, EDOC

and NSN).

Just as in the Soderhamn pilKSN helped with the technical preparations of the pilot, thereby being
closely involved in the setup of the Priva8BC architecture for the Patras University. Prior to the

start of the pilot, CTI also deactivated direct administrative access of NSNsBim dlhe Patras pilot,

NSN was by default not involved with the processing of any personal data of pilot participants and
would be authorized to access such data only by the contractually foreseen procedures and only in the
exceptional cases as describacb o v e in the sRrocdsding iConti@diso hetiveent h e
Norrtullskolan,EDOC and NSH .

3.10.3 Specific Legal Requirements of the Patras Pilot

Prior to the pilot, the responsible Greek Data Protection Authoritydnae notified in detail about the
upcoming processing of personal data. According to Art. 6 Law 2472/1997, the controller CTI had to
declare:

9 his/her name, trade name or distinctive title, as well as his/her address.

1 the address where the file or theain hardware supporting the data processing are
established.

1 the description of the purpose of the processing of personal data included or about to be
included in the file.

1 the category of personal data that are being processeadbout to be processext included
or about to be included in the file.

1 the time period during which s/he intends to carry out data processing or preserve the file.

1 the recipients or the categories of recipients to whom such personal data are or may be
communicated.

1 any tranger and the purpose of such transfer of personal data to third countries.

1 the basic characteristicsof the systemand the safety measurestaken for the
protection of the file or data processing.
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All this information was conveyed in tliata processing contract to comply with the requirements of
Art. 6 Law 2472/1997.

3.10.4 Considerations about inspectable Areas

The architecture set up for tB& round of the Patras pilot did not require any inspection feature for
the course evaluation whighe participating students were asked to conduct with the help of this
system. The characteristics of the architecture were sufficient to hinder any unauthorized multiple
evaluations. The alteration of the evaluation ratings was only possible uniiidahsubmission, so
misuse cases of course evaluation were precluded by the system itself.

However, to motivate the students to participate in the pilot and in the completion of the evaluation
task, a tombola was offered to all students who had subrttiggdcourse evaluation through the
PrivacyABC architecture. This tombola was conducted within the pilot architecture through an
advanced issuance feature enabled by the new crypto architecture. This made it possible that students
who submitted a courseauation could afterwards obtain a credential to use it for participating in the
tombola if so desired. The system then drew a winner by an automated raffle and the inspection
feature was used in this particular case only to reveal the matriculation mointihe winner to

distribute the tombola prize. Therefore, the inspection functionality was assigned to be performed only
once throughout the whole pilot. The students were informed beforehand, and the participation in the
tombola was not mandatory foretlgeneral pilot participation and course evaluation at all.

Consequently, legal requirements were far less complex and strict than in the Séderhamn pilot, only
demanding prior information of the participants and setting up a clear process for the exd¢hton
winning credential inspection.
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4 Lessons Learned

Section®2 and3 gave an overview on how Priva&yBC technologiesvereused in the pilots and
what had to be taken into account in theaas phases of the projesthen mapping the knowledge
attained so far to potential future projecks following questios comeup:

1 What did the developers, integrators and admattists learn out of these pilots?
1 Which areas can be improved and whproblemsstill need to be solved?

The next session witloverthesetopics and, on top of this, give some hints and tips for project leaders
and developers interested in adopting these technologies.

Pl ease note, that onl y t low baamb/redNoretechnicabthpes s o n s
mapped to the Users, easexrentitaf[Db3yand[BD78]. usabi l it

o

y

4.1 Lessons Learned of S6derhamn Pilot
4.1.1 1°Round

The F'round of the Séderhamn pilot started on Mal}2®13 and endkon June 10th 2013. Most of

the issues detected in thsetround have been fixed before the start ofZzhdround. One issue that

could not be solved was the limited size of memory space on the smart foainaddich awork-

around was made. As memoryasp on the card is limited the number and the structure of the

credentials hee to be carefully planned. i. e. the number of possible subjgitutesn the credential

called credSubject had to be limited so that it did not occupy too much memonpagheesmart

card. Another issue related to the limited size of memory was that the scenarios also had to be

analyzed and planned in a way so that they use as little memory space as possible. One way to achieve
this was to add functionality to the User Aipgption allowing the User to be able to free memory

space on the smart card by removing revoked cred

The school network firewall settings caused problems during the preparatiorisfrimend of the

pilot. Some of the seises and components needed by the pilot were communicating via port 8443

and 8444 that were not opened (allowed for communication) at the school network. One solution could
of course have been to change and reconfigure the pilot applications to usewthleutas this

would require more time a decision was made to solve the problem much faster by asking the school
administrator to change the firewall settings and the domain security policy. After those changes were
done the pilotvassuccessfully condued.

4.1.2 2" Round

The 2%round of the Séderhamn pilot concluded successfully on February 2014 and was based on the
old crypto architecture. Before the start of tA&r@und of Séderhamn pilot many changes were made
to improve the performance and enhareeuser experience.

Entering the PIN code on every interaction involving the smart card was reported by Users as
annoying The solution was to cache the PIN code of the smart card after the first entry and to provide
the PIN from the cache during a sessidhe PIN is deleted from the cache on session end (e.g.

system shutdown), restart of services, closed browser or ejection of smart card.
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Another action taken to enhance the overall performance and to optimize the smart card memory
usage was to removewviacation from all credentiaksxceptthe credSchool credentialfor more

details pleasseeSection2.5.1.4 The project alsonadeefforts to improve performance by decreasing
the key length in the crypto enginémfortunatey, decreasing the key length forRrove to 1024

failed in the oldcryptoarchitecture.

One issue during the pilot was that the systems of the pilot depend heavily on the parameters defined
in the credentials specification. Even a minor change of onbuaéniequires not only an update of the
credential specification itself but also an update of the ABC System binaridepRement of all

systems that contain the ABGvould berequired.

For the2ndround of the pilot, a new version of tBenart Card Initlization Toolwas implemented
(seeSection2.2.1.3. The tool was used by EDOC to initialize and prepare approximately 400 smart
cards for thendround of the pilot. The new tool eliminated the need of using the Smart Card
Registrar.

TheSmart Card Initializatiod ool used to prepare the smart cards had to be manually supplied with
different parameters such as the crypto engine type (Idemix@roik) and the smart card ID. This
process was time consuming and the riskdfing errors increagéwhen a large number of smart

cards had to be prepared for 2relround.To solve this issuEDOCenhancedhe smart cards

initialization process by creating a script that automatidatithe tool with the crypto engine type

and thesmart card ID. The script had other features such as a voice notification about the initialization
results and a functionality of concatenatithgoutput of theSmart Card Initialization Todhto one
singletext file instead of separate file for eaclitislized smart cardTheconcatenatefile containing

the smart card ID and the PIN/PUK were imported to Microsoft Excel and used while distributing the
smart cards to the Users.

The conclusion is that th&“2ound of the Séderhamn pilot waserall suc@ssful.Issuance

verification, inspection and revocation in combination with the Restricted Area Application
functionality served the pilot scenarios well. One important issue that needs to be improved for the
future is performancé he time it takes toign in into a Restricted Area should come down to the
same level as a login using a username and a password.
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4.2 Lessons Learned of Patras Pilot

4.2.1 1% Round

The F'round of the Patras pilot was completed on February of 2013 and two major issues came up
during its operation. The first one was related
one had to do with the concurrent access to the services provided by the ABCE.

Regarding the first issue, some students reported to the pilot admimgsthett when they attempted

to obtain multiple times the University and Course credentials from the University Registration
System, their smart card was no longer working. As it was discovered by the log files provided by the
students, the smart card hmat case had run out of RAM. As a result, it could not function properly

and the students could no longer interact with the pilot systems. Thus, the students had to contact a
pilot administrator who would obtain the broken smart card anitialize it. At that point, he would
provide the User with the newly initialized smart card along with the new PIN and PUK values and
advise them to rebtain only once their credentials so that they could interact with the pilot systems
without any further problems.sAwill be described in Sectigh2.2 this issue was resolved in tRed

round of the Patras pilot.

Regarding the second issue, some students reported to the pilot administrators that at some points in
time they could not logn to the Course Evaluation System whereas at some other times they could do
so, without any problems. Having a look at the servefileg the administrators found out some
exceptions at the ABCE layer which were provoked by Users trying to enter Coataation

System simultaneously. More specifically, it was noticed that when the Course Evaluation System
ABCE layer had to process two or more concurrent presentation tokens an exception was thrown. As a
result, only one of the concurrent presentatiormskcould be verified successfully and thus only one
user could logn at the Course Evaluation System. We here note, that the ABCE layer was not
designed to be threaghfe at that point in time and such an issue was expected. This issue was
reported to th ABC4Trust consortium and it was resolved in the next versions of the ABC4Trust
reference implementation.

4.2.2 2" Round

The 2%round of the Patras pilot concluded successfully on February 2014. As mentioned earlier in the
document, it was based on the nawpto architecture that was developed by WP4. As a result the
interoperability of the Idemix and-Brove technologieweredemonstrated, i.e. there was no

distinction between WProve and Idemix smart cardsy longer Moreover, some new features were
depoyed (e.g. issuance with caroyer attribute, revocation, inspection etc.) that would make the

overall scenario demonstrate more PrivABC functionalities as well as make it look much more
attractive for aJser.

Regarding the functionality of the ABA&yer, no major issues came up during the pilot operation.

The new crypto architecture was working as expected and no exceptions during issuance/verification
protocols were discovered throughout the pilot. Some issues that were discovered during ghe testin
phase e.g. see Secti8rb.1.3 were reported to the corresponding developers and were resolved prior
to the pilot beginning. Moreover, the issues that were reported to WP4 after the completiori'of the 1
round of the Patrggilot were now solved i.e. the ABCE was now designed to be thread safe and the
smart card would not break down if you stored more credentials that it could hold in its memory.

One issue that came up during the pilot was related t8rtteet Card Applicatin. When a student
would try to access the Course Evaluation System without her smart card having reached the
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attendance threshol d, the state of her universit
O6presentation c¢ommi t tnehd groofsfailatl. As a rasylt, thismcredehtialtould t at e
not be used in future proofs due to its inconsistent g&atealso SectioB.2.2.4. However, this issue

did not affect the piloUsess as they were instcted by the administrators to access the Course

Evaluation Systeronly at the end of the semester. At that point in time the students had collected

enough lecture attendances and this problem did not affect their interaction with the pilot systems.

Having the experience from thé' fiound of the Patras pilot, the administrators were much better
prepared about the issues that they had to deal with widearavould complain about something not
working. As a typical example, some students could not comiaeniath their smart card through

their smart card readers. This issue was related to the smart card reader drivers not being installed
properly. Most of the problems that the students had to deal with durin®f toei2d of the Patras

pilot were usabiliy issues, e.g. the One Time Password for the IdmPortal not working properly or
unlocking the smart card when a PUK is nati@its long would not work as eected. Despite this,

the admimstratorswere now experienced enough to supporiitbess and help them tasolve their
problems.

Finally, one can conclude that th® @und of the Btras pilot was successful. tigerall goal which

was to deploy the new crypto architecture was achieved. Moreover, the pilot scenario was enhanced so
that it would deploy new fdures of the PrivaepBC technologies (i.e. inspection, revocation,

issuance with carry over attribute). The issues that/fess had to deal with were minor usability

issues that could have been prevented with a much more thorough testing phaseading @

more detailed user manual.

4.3 Technical Recommendations for future Pilots
4.3.1 Strategy for adopting Privacy-ABC Technologies

The ABC4Trust project hgwoven, that djitting a project adoptinthesenewtechnologies into

several rounds can be highBtommended. The experiences from one round can be taken into
account in the next round. It can also be recommended to start with less complexity and with a small
number of participants i.e. Users. In the ABC4Tpusject,the 'round on the Patraslpi was the

first pilot to adoptPrivacyABC technologies. This pilot haaround50 Users. Even though the
number of participants in thd“2ound of the Patras pilotasnearly the same, the architecture of that
pilot wasvery much more complexiext tointroducing an Inspector, a new issuing entity was added
andthenew crypto architecture was deploye@iontrary to the Patras pildhe Séderhamn pilot had
nearly the same complexity in both rounds if ymly look at the architecture. But the numioér
participants increased fron® 3o over 380 The T'round ofSéderhamn was the first to make o$

the relssuance feature aie 2“ round ofPatras was the first to make use of the advanced issuance
feature (carryover).

Since adding revocation tog/stemadds complexity especially to the integration and deployment

phases of a project, one might consider includlmgPrivacy-ABC feature at some later point in time.
Pleasenote, that Privacy ABC credentials can also contain attributes limitingatitity e.g. an
6expiration dated attribute. Both pilots did no
Soderhamn pilot with the birthdate attribute encoded in
urn:abc4trust:1.0:encoding:date:since1870:unsigned proves that this is doable.

Stateof-the-art development requires a testing environment which is decoupled from the target site.
In the case of the Registration Systems of both pilots, such publicly accessible (integration) testing
environments were provided. So when problems agonduring the operation state of a project, the
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developers and testers of the applications can try to reproduce these problems in this environment,
identify their root cause and test fixes without disturbing the live system.

Also, future pilots should ensge that the requirements in the pilot changes minimally. It takes up a lot
of resources and time to discuss and implement new features in the middle of the time plan.

The Issuer and RevAuth parameter handling prior to the operation of the pilot réseribexibility

and scalability of the entire system. There is no possibility of adding new credSpecs, new Inspectors,
new Issuers or new Revocation Authorities during the operation state. This is why the S6derhamn
pilot introduced auxiliary attributdsn t he oér ol ed credenti al

Modifying the applications of the School Registration System to support Swedish required significant
changes to all applications. Not only had the text anddlaScriptn the GUIs to be modified, but

also all XML files (becaus of t he 6friendlyd names). More diff
addition to the servlets of the School Registration System applications toWUdgshhave direct

access to: They had to be configured to send responses i8 Wffat as the fowing code snippet

shows.

U HttpServletResponse response;
response.setContentType("text/xml;,charset=t3TF

The ABCE providesoc al | ed OHel per & met hodthattheaddptere devel op
implement frortends that do not directly haredihe ABC messages but forward thémrmanother

entity, they might need to extract XML content from these messages in order to map this content e.g.
to a sessionr to a User There are several such cases in the Registration Syatera this mapping

is necesary. The |dM Portal for instance forwards the issuance message it received frdorh theM

ABC Syt theUsér. Inthis case it was necessary to extract the revocation handle from this
message. After successful completiotissfiance, the IdM Portalasesthe revocation handle in the

IdM database. Two aspts must be takdmereinto account. Firstlythere is no Helper method

available for extracting the revocation handle from an issuance messagene code had to be

writtenin order to parse th€ML message coming from the Issuerinthé d M ABC.ABdy st e mo
secondlypoththe locatiorof the elementand the syntax of thelementsan change over time.

The revocation handle is just one example. The IdM Portal also extracts thexclyséve

pseudonymgent from the Usdn base64 format) and the nor{sent by the Issuer and the Verifier /
returned by the User)

So if the Helper methods could be expanded to extract infornfationthe PrivacyABC messages
whichisimportant for entities prosing the messages (e.g. the servlets, GUIs, applicationdrais)

there would not be any dependency on the version &BE@&E and there would be no rigk

inserting new errors when trying to parse them.

4.3.2 Integration of the Privacy-ABC Technologies

Improve and standardize the architecture of systems that have to be integrated:

1 Add WSDL description to ABC System REST interfaces
1 Validation algorithms and messages, error codes

Asynchronous requests inside the Restricted Area Application between cliesgraadand

JavaScript functions which make calls to the REST interface of the ABC System have to be better
controlled. This can be done via improving functionality made with KnockoutJS and BackboneJsS,
which are used more on freahd, with additional serveside validations, same changes could be
achieved with switch to AngularJS. Actual choice of technology is the subject of separate
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investigation, but general achievement would be same benéfiéadrease dependency of different
systems on each other angprove handling of irregular behavior.

4.3.3 Debugging and Forensics

A commercialsystemusing PrivacyABC technologies may have several instances of B8C

installedin several places e.g. on the Issuer, on the Verifier or on the User side. As all of titise AB
haveto be compatible a commercigplicationusing PrivacyABC technologieshouldbe provided

with a functionality that displays (or a method that returns) the build or version number of the ABCE
and the embedded crypto engines. This improvemeuid enhance the process of integration and
debugging.

During the operation phase of the pilotsptherissuewas detectedThe RevAuth applications do not
produce logs with timestamps. Since RevAuth application is located on a server dedicated to
revocation only, it is therefore nearly impossible to correlate the logs produced by the RevAuth with
the logs produced by other servers (e.g. the |IdM Portal dr thel M A B C of$hg Rdgistratidn
System).

Unfortunately, most of the logs of the ABCE afetype &System.out.priit n ( heéefore the logsare
output in the command window which started the Apabtiacat containeinstead of outputting the
logs into the catalina files. Forensissherefore extremely difficult as 2 issues come up conctlyren

a) the command window has only a limited buffer and loses informatientime
b) the logs are distributed over 2 outputs and cannot easily be mapped time wise to each other

In both pilots due to legal restrictions, the developers of the applicatictheibidree access to the
target sites during operation. Therefprejectsin the same situatioshould consider during the
implementation phase generate a sufficient amount of seKplaininglogsabout the sanity of the
systemghey are developingGoal would beo enable debuggirand fixing by the local
administratorsvithout requiringthe support of thapplicationdevelopers In caseghatdevelopnent
supportis unavoidableparts of the logs (e.g. the exceptions or an anonymized excerpt of fiie)lo
can be shared. Bbere, the corresponding agregabn measures in the legal framework must be
taken into accounthe legal framework must also be followed whem ldstand most effective
debuggingpossibilityis chosenAllowing the developert access the system.

4.3.4 Security

With the new crypto architecturgenericRESTf u4 e daibces 6 were introduced
ABCE (see als®ection3.5.1.). The 2°round of the Patras pilot incorporated one o§éhgervices
(unchanged) as independent server directly into

Authority. Unfortunately, after the operation phase of the pilot began, it became clear that the generic
Revocation Authority opens up a securisk. The reason for this lies especially in the fact that there

is no authentication on this interface and that this interface provides not only a public service for
obtaining the revocation information (required for generating and verifying proofslsouthe

private servicefor setting up the RevAuth itsedihd revoking credentials=rom a network point of

view it is expensive to protect a subset of RESTful methods taking into account that all methods are
listening on the same port.

So if an adomr intends to make use of theneric RESTfulssuer, Revocation or Verification

services provided by this project, it must be clear that eitherdridtfirewalls musbe deployear

that additional development efforts must be sjpeptder to protect # private methods of these

services The Sdderhamn pilot e.g. placed an entity in front obthed M A B C of$hg st e mo
Restricted Area System, protecting the verification service from direct access over the Internet. In the
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case of the School and UnivitgysRegistration Systems, tiiel d M A B C w& yriytaecessible

for the frontend applications (e.g. the IdM Portal) which acted as proxies when looking at the flow of
the PrivacyABC messages. On top of that, there is always the possibility of ingtatliltiple
ApacheTomcat containers on a single server, whereas each container listens on different ports. The
latter was done in both pilots in order to separate the public applications (IdM Portal and 1dM
Application) from the administration applicati® (IdM Admin GUI and Smart Card Registrar). With

this measure, the firewalls can be easily configured to block Internet access to the administration
applications. See [D62] and [D72] for more details on the infrastructure of the pilots.

In order to avoigniffing and marin-the-middle attackswebaccess was protected by HTTPS. The
problem that came up using théchnologywas that sefsigned X.509 certificates not only lead to
security alerts in the browsers, but were also rejected by the Javatimiath the PCs. Thjgroblem
became obiouswhen introducing the Revocation Authority in tiéraund ofSéderhamn The
Revocation Authoritynust be contacteda its REST interface. So there is no browser alert which
can be overriddehy Users In orderto overcome this problenthe installer program for setting up
the User PCs had to be enhanced tothddelfsigned root certificate to the keystarkthe Java
installation. Since th&dderhamipilot had pupils as Users, it was decided to exch#mgeelfsigned
certificate with a certificate that was accepted by all browsers without posgrsgeurity warning.

4.3.5 Performance

The largest efficiency problem (and time consuming with respect to debugging) was by far the smart
card. Thus, a recommertitan would be to focus on other devices, which fulfil the same purpose with
the same security. This could e.g. be a smartphone with a tamperproof SIM card odswitkar

which could do the same computations as the smart card. This mearevsti todeal with the
debugging part, but it woukignificantly shorten the development timethe hardware could be
supportednuch betterAlso, from a usability point of view, it is way easier to carry around your
smartphone as you always do anyway, and fsail an app instead of having a smart card and a
smart card reader.

The efficiency problem could also be remedied a bit by sacrificing security. Instead of usingizekey
of 2048 bit, which was the case tbe S6derhamn pilpa future pilot could dwease security to e.g.
1024 bit keysvhich was the case for the Patras pi@he has to consider the usase though, and
check if would be okay if the securityan be hackedithin a certain timeframe. If the information
hidden is important enough, oskould not lower the kegize.

Yet another thing a future pilot should thiakoutis make the policies used as simple and as few as
possible. Each additional condition put into a policy increases the complexity and thus efficiency of
the system. This adsgoes for credential specifications, which should be as simple and concise as
possible to lower complexity and strengthen efficiency. Specifically one has to be careful about when
to use the power of revocation as this could consume several seconds pfoedicue to extra
latencybecause athe revocation authority and added complekitgause othe cryptographic layer.

In order to increase efficiency even more, Wegifier could also cache the revocation information
needed for the proofs insteadadivays fetching the latest revocation information. This means that
there is a window between the point in time where a credential is revoked and the Medfibe
rejects use of this credential. Ttwderatedength of this time window would be determed from an
analysis of how important it is fwrevent bad guys from entering the system

In general one should cache as much information as possible to save time, but two things in particular
areimportant, namely the PIN code of tbieerand the valuesetrieved from the smartcard. The PIN

is important to cache as it is in no way a usable system if it continuously asksettier the PIN

code. This means a reduction to security as an adversary could then adiserifithe Userleaves

the PC withat removing hessmartcard. Any real system wowddcepthis tradeoff though. As for
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the values from the smartcard, these are important to cache as the communicatiothtthreesmart
card alondakes up several secon@aching data from the smart candikes sensassome of the
cryptographic evidence might be the same depending on the input to the card.

4.3.6 Introducing new Credentials

In order to introduce a new credential for a pilot, some basic siteypsd be followed. First of all, the
pilot adminidrators need to define the credential specification i.eXMk structure that describes its
features (revocable, kdyound) as well as the attributes that it will contain. In order to generate the
Issuer parameters for the new credential, the admimisshbuld have the overall system parameters
in place. Then, it will be possible to generate the Issuer public/private parameters for the new
credential. Next, the Issuer can determine the credential type (IdeRiritg)(seeSubsection
3.4.6.2.1.). When the Issuer is setup, the credential specification as well Bsdegublic
parameters, should Imeadeavailable to the other entities (Users, Verifiers). In a running pilot, that
would mean that the User Alication should be rbuilt with bundles that contain the newly created
parameters. Thus, all thdsess of the system would have tcirsstall the User Application. Finallwll
Verifierswould have to updatideir storage space with the latest resources.

Introducing in a pilot a credential that is not Keyund could be risky. That is because if such a
credential could be copiedtoanothised s (t han the original owner)
by her in future proofs. For this reason it is addishat nokey-bound credentials should be stored on
a smart card and not on the disk spacePCalf the Smart Card Applicatioprovides a backup
mechanism, it should be implemented such that copying &ewhound credential to another card is
not passible. If there are cases where akmtbound credential is stored on thee PC(and can

be provided easily to oth&lser), the Verifiers should be aware of it. This way, they could enhance
their presentation policies in order to check if the preg@n token is coming from the origindker
(e.g.by asking Users to prove that their attribute in one credential has the same value as the attribute
in the nonkey-bound credential. As an example, if in Patras pilot we had decided to define the
tombolacredential as nekey-bound, then the value of the matriculation number in the university
credential, could be checked for equality against the same attribute in the Tombola cyedential

4.3.7 Introducing new Attributes

If a pilot wants to change the attriles of a credential, it is not easy tostwin a running pilot. You
can somewhat easily change them onlskaerandVerifier, but the problem is all thgses.

However, even assuming that the client is in the cloud or similar, the problem is thad any ol
credentials needs to be revoked since they no longer are valid. TheftJsgengs to obtain new
credentials from thé&ssuer Only then is the system reconfigured, but it can be done.

During the integration phase of the Soderhamn pilot, a problemetesteldvhencredentials stored a
large number of attributes. Errors occurred specifically in the subject credential which originally
contained more than 20 attributes. So ABCE documentation should clearly state this limitation and
the code itself shouldgenerate appropriate error printouts if this limit is exceeddw error printouts
should be loggedhen the Issuer generates the Issuer parameters for thist@kaed not later on,
when the issuance for this credential is triggered by the Users.
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4.3.8 The Revocation Authority

If a pilot is running a revocation service, it is of paramount importance that it has a very high
availability. It is needed by thdsess to be able to perform proofs if those proofs include a revocable
credential. If the revocatipservice is not running, all operations will fail and the entire system will be
down. The remedy for this problem is to put the revocat@niceinto the cloud and create a robust
network with replications of thapplication and its databaskhis shoull eliminate the problem of
having asingle point of failure. However, the same could be said fovéniier, so the cost of doing

this would most likely not be worth the effort.

4.3.9 HW vs. SW Smart Card

Built into the ABCE is also a possibility of usingfsvare smart cards. However, unless you

completely trust that your computer is not infected or that no one else can enter the computer and have
enabled encryption of your hard drive, you should not use this in production. The software smart card
works byserializing the Java class down to disc. This can easily be reversed by a third party program
and the adversary could then read the secret key dfstiand can impersonate him. Also, doing

multiple copies of the smart card is very easy toldhe softwae smart card ienly created for the

purpose of testing so, though working, one should only use hardware smart cards in production. It is
possible to do a little extra work to heighten security by encrypting the serialized smart card and, when
it should I® used, ask for the password used in encryption to decrypt it again. However, this only
increasesecurityinsignificantly, asan adversargan always launchn online attack or a combined

offline and phishing attack for the password.

However, it is obvias that using a hardware smart card is more tedious and slow, making the software
smart card best for usability purposes, although it is by far easier to carry the hardware smart card
around if a singléJseruses multiple computers during the pilot.

4.3.10 ABCA4Trust Source Code

The code produced the project is available c@itHub under théJRL:
https://github.com/p2abcengine/p2abcengine

What is here provided are a number of core components for ag#tamtiwith privacypreserving
attributebased credentials. These core components deal with the policy language that specifies the
authentication requirementslserinterface that allowsJserto select which credentials they want to
use to satisfy the #hentication policy and then some components to generate and verify
authentication tokens.

Building a fullHledged authentication and authorization solution requires a number of additional
components such as credential storage or key managérhemdBC4Tustcodeprovides basic
implementations of such components and an example application as well. While these components
could be useful as welhdoptersnight have to replace them with own ones to integrate the core
components intthe applicatiors.

Finally, the Github repository does not provide the cryptographic building blocks that generate the
cryptographic values in the authentication token. However, the ABCE is designed to be used with
Identity Mixer and UProve,a separatdownloadof Idemix or UProweis necessaryThe links for
thoseCEsare also to be found in the Github repository.
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Under the Github repository, one can also find the list of licenses:
https://github.com/p2abcengine/p2abcengine/blob/master/Codedboefpackages. txt

This list is exhaustive and includes only licenses that are not viral and are all compatible with each
other. This also means that a third party could use the ABCE code aidpdsemething on top of

this as long as the licenses are included in code and documentatiandegted byhe licenses.

4.3.11 Inspector Application Enhancements

For the Séderhamrilpt a custom InspectdVrapper was built but it might be useful to have the

User Application extended with Inspector functionality. The User Application would need an extra

met hod in the API 6s on t he bingpecorand fowarditei ns t o i d
presentatioioken which needs to be inspected. Something like

inspect(URI inspectorKey, XML PresentationToken)

This way a f ul | pplicati®dCdutbbe budt ssing nonmal BBC&resentation for
logging in the Inspector to the application and standard hooks to perform the actual inspection.
On topof that, basic functionalities like changing the PIN of the smart card or unlocking the smart
card via PUK will then also be inherited.

Creating this extension to make the User Application support both normal end User and Inspector
functionality is- from WP6- considered to be a minor task.

4.3.12 Restricted Area Application Enhancements

The following are some enhancement suggestions that will make the Restricted Area Application more
userfriendly.

The design of the user interface can be improved so thas#rds always aware when he switches
aliases (context) by changing the background colour of the whole interface etc.

Add a progress indicator to inform the user when the application is busy processing in the background
for every asynchronous or long op@ua.

The application should keep track of all attributes exchanged (used or proven) during any
communication thread. Which attribute were exchanged, with who, when did this happen and in which
communication thread. This information can be used latefdammthe user of how much of his

personal data he have revealed and to whom.

The accespolicy editor GUI used in the pilot to define ard add accespoliciesto Restricted Areas

was built as a wizard type of user interface. Based on the experienust odbbnds of the pilot the
conclusion is that a single page layout which shows all possible options on one page is a more user
friendly and faster way alefiningaccess policieA Mockup of the suggested layout is shown in
Figure50.
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Figure 50: AccessPolicy Editor GUI - a more User friendly Version

4.4 Conclusions on legal Topics

The usage of PrivaexBCs is a chance to realise each kind of automated personal data processing in a
lawful manner whilerespecting the required purpeseundary, as well as the correlating principles of

data avoidance and data minimisation at the same time. This concerns especially, but not exclusively,
all IT processes, where the identity of the user plays a role inbdistig some sort of service or
product online. These aforementioned principles, as stipulated in the European and national legal data
protection framework, demand the development of IT processes which are capable of limiting the
collection and use of pensal data to the least amount necessary. Moreover, since the user of-Privacy
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ABCs is able to only disclose the bits of information which are absolutely needed for obtaining or
using a specifically desired online service, a new level of trust between dsseraite provider can

be achievedFor a broader applicability of this chapter regarding the implementation of PABCY
technologies in the future, the following remarks will solely be based on European Data Protection
Law. On a European level, the Bpean Data Protectiddirective 95/46 EC outlines the legal
minimum requirements which had to be adopted in each EU Member state in its national law. Still,
these minimum requirements can be exceeded by the national legislation of an EU member state.
A higher protection standard is not only permitted by the Dire@b5/d6/EC but also encouraged.
Thus, it is well possible that additional obligations may arise, depending on where the-RB&cy
architecture is set up. While this document focuses solelfif@minimum requirements as demanded

by the European common framework, it has to be mentioned that the differences in the national law of
the EU member states must be considered diligently.

Both pilots have shown for several reasons that the involvemdegalfexperts at a very early stage

of a pilot architecture development or integration is essential. To facilitate a lawful and effective
realisation of PrivacABC development and implementation, a clear understanding of the desired
technical system funionalities, as well as the specific setting is mandatory. This encompasses the
factual, technical, and organisational circumstances of the setup, operation, and maintenance of the
PrivacyABC architecture, as well as a clear conception which partiebwvilhvolved in each phase,

and especially which parties will be involved in the processing of personal data in the sense of the
European Data Protection Directive 95/46EC.

If the data controller is dependent on the assistance of another entity, tiyisvéhtie data processor.

Such a processor must be chosen with sufficient guarantees regarding technical and organizational
measures to protect the personal data which is going to be processed. Therefore, the following
guestions have to be addressed lhemntity considering the development and/or implementation of a
PrivacyABC architecture:

9 For which purpose and under which circumstances will the P& technologies be used
(including the parties involved and the types of data meant to be prg@@ssed

1  Which kind of service or functionality shall be enabled by the Prive®¢ architecture and
how?

1 What is the specific purpose of the data processing?

In a next step, a closer look has to be taken towards the data and information that ought to be
proeessed and collected. This concerns the whole lifecycle of the personal data, from the moment of
its collection, until it will be deleted when it is no longer needed for the purpose.

T Which information will be collected and processed?

1 Is this information prsonal data in the sense of Directive 95/46 EC and the correlating
applicable national law?

9 If yes: Does this personal data belong to a special category of data (meaning sensitive data,
like health, sex life, ethnicity, etc.) in the sense of Directivel®3C and the correlating
applicable national law?

T Is it absolutely necessary to process personal data or wipai@onal data suffice to serve

the purpose?

Would inspection feature be mandatory to fulfil a legal obligation to identify a User?

Whose da will be processed? Are there special types of data subjects demanding specific

attention with focus on eventual legal boundaries (like minors, elderly etc.)?

9 From which source will the data be obtained?

=a =
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Furthermore, the involved parties and their raletie data processing have to be examined. This
entails a more detailed outline of the whole lifecycle of the processing operation and the exact route of
transmission of the data across the network. This is essential to enable a determination which involve
party has which legal role and what the scope of their legal rights and obligations is.

= —a =9 = =4 8 —a _a_a_°

]

Which is the specific task of each party involved?

Who determines the purpose and the means of the data processing?

Who acts only on behalf of the controlling entityd on basis of its instructions?

In which country are the involved entities established and located?

In which country is the collection and the processing of the data operated?

Is crossborder transfer of personal data involved?

Is the transfer for the ppose of executing a processing operation in another country or is it
only for transit?

Which countries are involved in the crdssrder transfer?

Are these countries EEC member states?

If not: Are these countries states with an adequate level of datetwatas acknowledged by
the European Commission

If not: Does a bilateral agreement between the EEC and the concerned country/ies exist (like
the EUU.S. Safe Harbor Agreement)?

Based on the answers derived from the above mentioned questions, thékgppadanal law and the
legal ground of the processing must be determined:

1
1

1
1

1
1

Which national law will be applicable?

Does it convey additional requirements going beyond the minimum requirements of the
Directive 95/46 EC?

On which specific legal grounds wilie data be processed (e.g. by law, consent etc.)?

Is there an obligation to notify a supervisory authority about the personal data processing prior
to the start of the actual collection and processing operation?

Are there any exemptions from this obliget?

Which information has to be disclosed to the supervisory authority?

Prior to the data collection and processing operation, a written contract between data controller and
data processor must be concluded. This contract must stipulate at least:

1
1
1
1
1

Who is mrty of this contract

The scope of the processing

The categories of personal data

That the processor is bound to the controll er
which appropriate technical and organisational measures must be taken by which party for
protecting the personalata against accidental loss, alteration, unauthorised disclosure or
access;

Eventualadditional content, e. g. based on legal requirements derived from the national data
protection law of the state, where the processor is established.

In the ABCA4Trust flots, already the allocation of organisational and legal roles helped tremendously
to gain a clearer picture of the whole setting. This was especially helpful in determining the scope,
means, and purpose of the personal data processing. Furthermocamebsear that with a more-in
depth analysis of the pila@pecific frame conditions, the initial role mappirgs performed in
deliverable [D3] (Scenario definition for both Pilots) needed adaption in the case of the Soderhamn
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school pilot. As a consequee, legal experts concerned with the preliminary examination of the case,
need to pay close attention to any changes in the setting and frame conditions, as they may become
relevant for a continued evaluation and eventual adaption of legal conclusions.

The precise saip and the above questions compose the specific circumstances of the
processingperation. While they form a complete picture of the setting, this information must be
communicated to the concerned data subject, since it is the essentialobasisalid, informed
consent. This is especially important if the processing of special categories of personal data is
intended. Such sensitive data would entail all information about racial or ethnic tregipolitical
opinions, the religious or pluisophical beliefs, a trademion membership, or the health or sex life of a
person. The processing of such sensitive data is allowed only under much stricter legal preconditions
than it is normally the case, such as in certain scenarios providetibga law or on the basis of a

valid, explicit and informed consent of the data subject. Regarding the regular requirements of a valid
informed consent when not some kindsehsitive data is involved, [3f and [D73] will provide an
overview of necessary canit. Regarding the essential content of processing angreabssing
contracts in general, this chapter already provided some first pointers. However, an update of this
document is to be considered to provide for a more comprehensive guidance throogimdiagory
requirements as demanded by the European legal data protection framework.
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Appendix A Processing Contracts

A.1  Processing Contract of Sdderhamn Pilot
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Contract between Norrtullskolan and Eurodocs on the processing
of personal data pursuant to Sections 3, 10, 30 of the Swedish
Personal Data Act (1998:204) on the Protection of Individuals
with regard to the Processing of Personal Data

Agreement
between

the Norrtullskolan, Nomtollsgatan 13, Sodethamn as the Data Controller in the sense of
Section 3 of the Swedish Personal Data Act (1998:204) on the protection of individuals with

regard to the processing of personal data
hereinafter: Controller
and

Eurcdocs AB, S:a Hamngatan 30, 826 30 SGderhamn_ as the Personal Data Assistant in the
sense of Section 3 of the Swedish Personal Data Act

hereinafter: Personal Data Assistant

Preamble

This agreement specifies the data protection obligations of the parties which arise from the
realization of the school pilot of the project Attribute-based Credentials for Trost
(ABC4Trust). The ABC4Trust project receives funding from the European Community’s
Seventh Framework Programme (FP7/2007-2013) under grant agreement n® 257782 for as
part of the “ICT Trust and Security Fesearch™ theme. This data processing agreement solely
addresses the question of processing personal data in the course of the realization of the pilot
described in work package 6 of the Grand Agreement This data processing agreement solely
addresses the relationship between Confroller and Personal Data Assistant for the subject
matter. It does not affect any legal relations between the parties established in the Grand
Agreement, nor any rights and duties set forth in the ABC4Trest Consortivm Agreement,
specifically any rights and duties related to intellectnal property remain untouched.
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1 Subject matter and duration of the pilot

The subject matter of this agreement is the collection and processing of personal data for the
school pilot of the ABC4Trust project as described in the Grant Agreement. This personal
data is necessary to collect identity related information about the users to provide the full
functionality of the Privacy-ABC system that shall be tested i the pilot. Personal data is only
stored on devices (computers) which are located either at the participant’s homes or at the
Controller’s premises in S&derhamn Sweden and under her full control.

The processing on behalf of the Controller ends with the termination of the ABC4Tmst
project. Correlating, the rights and obligations of this agreement’s parties are valid during the
project mntime. Any personal data of the pilot participants shall be deleted once they are no
longer needed to fulfil the duties resulting out of this agreement - at the latest, six months
after the end of the project, unless legislation imposed upon this agreement’s parties requires
the retention of specific data. In that case, the Personal Data Assistant warrants that he will
guarantee the confidentiality of this data and that he will not actively process this data
afnymore.

In the following, we will provide a quick overview and explanation of this pilot. This
information 15 alse contained in the information sheet and related consent form handed out to
the registered persons in the sense of Section 3 Swedish Personal Data Act. hereinafter named
data subjects (appendix 1).
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2 Owerview and explanation of the school pilot in ABC4Trust

The school pilot will use Privacy-ABCs to enable secure and by nunimal data disclosure,
privacy-preserving identification in communications between staff, pupils and guardians.

Privacy-ABCs allow the user to only reveal the information absolutely necessary for the
execution of the required action, and thus respect the privacy of the individual. This is done
by using so-called “credentials™, digital tokens which can be used in any kind of online
platform to verify certain attributes without revealing other. unrelated and unnecessary
information about the wser. This means that these tokens can be used e, g. to prove that the
owner of the credential iz indeed pupil of a particular school, of a particular class, or of a
specific age without giving away the individual’s name or date of birth

The first pilot application at the Norrtullskolan will invelve privacy-preserving community
access and school internal social networking for pupils via a specifically dedicated online
platform. Thereby, this pilot addresses the specific challenges posed by the fact that internet
users get ever younger and often are minors.

The communication services provided on the online platform entail the following possibilities
for the participants:

Chat rooms to be used by pupils and/or staff

Online forums for discussing lessons and other school related matters as well as
political discussions. These may be set up as openly accessible forums or as personal
restricted areas where only a predefined group of participants can enter (e. g. children
of a certain age or class).

Ounline counselling sessions in gestricted areas with health persomnel (counsellors,
social workers, nurses, coaches), where staff can provide counselling in a safe
environment, while pupils are not necessarily required to reveal their identity.
Document areas where staff can share documents (e 2. grades and development plans)
with pupils and their guardians.

Online polls set up by the school staff

Yy

v

¥

¥

Especially in the context of counselling, when not being forced to reveal their identity, pupils
may be more willing to talk about the real issues they may face which they would otherwise
feel reluctant, shy or scared to talk about. However, to guarantee the physical and mental
safety of each participating pupil. the ABC system foresees in those restricted areas for
counselling the revelation of the pupil’s identity (called inspection) in certain predefined
emergency situations (called inspection grounds).
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Suoch inspection grounds can be:

¥ Situations implying a severe threat to the life. or the physical/mental integrity of a

person
¥ Simations demanding an intervention according to the Nogrllskolan policy against
discrimination and degrading treatment. This policy can be found at
hitp:/www. soderhamn se/download/18.124945813c0538091 2867 Norrullskolans+pl

an—motdiskyimineninetoch k% C3%Adnkandetbehandling pdf for further reading.
#  An existing court erder or other valid administrative request

In case a participant (pupil, legal guardian, or school staff) reports an emergency situation, it
will in a first step always be investigated by an assigned School Inspection Board. This Board
will evaluate the claimed reason for the inspection, and in case it is valid, it trigzers a formal
inspection process, forwarding the request to an assigned Inspector. This Inspector will
perform a double check and is equipped with the technical capability to reveal the identity of
the pupil. The whole process will also be protocolled. This procedure gnarantees that no
single entity is able to arbitrarily spoil the privacy of the pupil and the identity is revealed in
emergency cases cnly. If the School Inspection Board decides that the case does not require
the identification of the wser, it either closes the case or may decide to delete the content
and/or write a warning to the respective restricted area.

2.1 XNature of the personal data involved

The following categories of personal data related to the participating data subjects will be
collected and processed and are thus subject-matter of this agreement:

First name

Last name

School

Class

Gender

Date of birth

Subject (meaning individual school cowrses, such as maths, English, physics etc )

YYYYYYY

Moreover. log files of the Privacy ABC system set up specifically for this pilot may include
additional mformation. e. g regarding the time of access to the system by data subjects,
including the type of request and purpose of the user’s access (e.z. obtaining a credential
executing the right of access).
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Beyond these bits of persomal data wsed to enable the creation of the credentials and
correlating accesses to the system other personal data may find its way into the system
through the content uploaded by the participants themselves, e.g. in the forums. The parties of
this agreements have no prior influence on the content that will find thewr way into the system
through the users of the pilot (data subjects) themselves. However, the data subjects have
been informed about the fact that their personal data is being processed within the Privacy
ABC system which will be tested by them (see also the following section).

1.2  Persons affecred

The data subjects affected by the processing of aforementioned personal data are the
voluntary participants in this pilot, who can namely be:

Teachers and other school persennel (also called staff)

Pupils of grades 7. 8, 9 (all - A B CD). excluding ones whose parents refused their
children to participate in the pilot

Guardians of pupils who participate

A

¥

All of the data subjects participating have been handed out information about the project and
the pilot itself. Moreover, they have been asked to provide explicit consent to the processing
of their aforementioned personal data. The data subjects have been informed that the
participation is free and voluntary and that they may revoke their consent and withdraw from
the pilot at any time (see also appendix I).

1.3 Owerview on the Pilot setup

Eurodocs as the Personal Data Assistant is providing the infrastructure including hardware
and software to uvse Privacy-ABCs within the school pilot. This inclhudes the setup and
operation of a Restricted Area System to provide social network fonctionalities to the school
for direct. anonvmous or psendonymons communication among pupils. teachers. and parents.
Based on an avthentication with Privacy-ABCs_ the system allows instantiating and accessing
restricted areas. Such a restricted area may comtain forums, chats, polls, or may be used to
share files. The content and structure of a restricted area is determuned by the User
instantiating the restricted area. Some restricted areas will be predefined by the system (as
nstructed/initiated by the school staff). e.g. those for all pupils of a particular class, for a
specific project, and for individual covnselling sessions. The intended purpose of the system
is to provide the aforementicned networking functionalities for the commmunication among
pupils and school staff.
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1.4 Integration of the data processing in the pilot

The school pilot itself resides on a server, which users can access through thin clients (web
browsers), Thereby, vsers also need a local ABC client installed on their device, to be used
together with smart cards and readers handed out to them The communication channels for
the transfer of personal data are shown in the visual depiction of the technical high level
architecture of the S&derhammn pilot below (figure 1).

Eurodocs Premises

School Registration System d Area System

Rastricted Aroa

Fizure 1: High level architecture of the Siderhamn pilot
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As can be seen from the figure above, the architecture of the Séderhamn pilot is based on
various compenents. These components have different funetionalities based on the scenarios
and vse cases of the pilot.

School Administraton/School Registration System: This is the basic component, used for
issuing and verifying pupil’s credentials. The School Administration Office is responsible for
adding and updating information.

Restricted Area System: This is the main component used for protecting the access to a
resource of a service from non-eligible pupils. It is responsible for giving access to those
Users (Le. pupils) that satisfy certain properties.

Inspector: The inspector is a trusted entity like a School inspector board (impersonated by
several persons from the School Inspector board jomntly acting), that can trace the user or
pupil who created a presentation token by revealing attributes that were criginally hidden
from the Restricted Area System. This action takes place upon legitimate recuest of the
school personnel, a gpardian, a pupil or law enforcement. Finally, the inspection reply is
provided by the school inspection board or law enforcement.

Stderhamn Portal: This is an information portal for the pupils through which they can be
mmstructed how to operate the system. It will also provide the necessary links to the other
components of the system (e.g. School Administration, Festricted Asea System). This portal
will be public.

User Home ABC Application (User Client): This application will run locally on the nser’s
PC and will provide the smart card interface and enable the vser. vtilizing their smart card. to
participate in the school portal. It emplovs a vser agent application that is respensible for the
communication between the browser and the smart card Moreover, it gives pupils the
opportunity to browse the credentials stored on their smart card.

In this context. Furodocs as Personal Data Assistant provides gnidance how to administer the
system and to handle foreseeable issues. Thereby. the Persomal Data Assistant fulfils the
following tasks:

Providing the necessary hardware to use the system (smart cards, card readers)
Providing the necessary software to use the system (local User Client)
Maintaining the ABC system for the handling of credentials. mainly the

o School Registration system

o Restricted Area System
Setup and administration of credentials (e. g. issuance, revocation)
Debugging/troubleshooting, and controlling the performance and maintenance of the
Privacy ABC system overall

Y VY

vy
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In doing so. the Persomal Data Assistant is folly subjected to the instructions of the
Norrtullskelan as Data Controller. Especially the setup of restricted area systems defining
which users may access these areas (e. g. all children of class 7, all boys, all pupils age 13) is
mmstructed by the Nomtullskolan as Coatroller or even done directly by participating school
staff.

In case technical errors or other issues arise that camnot be solved by the Personal Data
Assistant, the Controller mandates Eurodocs to be assisted by the ABC4Trust project partner
Nokia Siemens Networks Management International GmbH (NSN) located in Munich
Germany. Bevond the debugging/trovbleshooting and resolution of similar issues, the
aforementioned procedures also apply for standard vpdates and admumistration tasks that
require intervention and cannot be done by the Personal Data Assistant directly. In case
access to the IdM log files is needed to fulfil the required tasks, the Personal Data Assistant is
obliged to only provide the relevant parts of the log files, and whenever possible to ancnymise
the data by stripping personal data from the files. All of the aforementioned processes will be
documentedlogged. Thereby, NSHN 15 as Sub-Processor fully subjected to the instructions of
the Controller as well as the Personal Data Assistant. A correlating sub-processing agreement
was concluded in accordance with the relevant provisions of the applicable data protection
law, which is attached to this Controller/Personal Data Assistant agreement (appendix IT).

D5.3_ExperiencesAndFeedback.docx Page 166 of 213 Public Version 1.0



ABCA4Trust Deliverable D5.3

3  Oblizatons of the Controller

The Controller agrees and warrants:

The Controller ensures that the processing of personal data in the ABC4trust school pilot has
been and will be conducted in accordance with the relevant provisions of the applicable
Swedish Personal Data Act.

The Centroller has mnstructed and throughout the duration of the ABC4Tmst school pilot will
continue to instruct the Personal Data Assistant how to process the pilot participant’s personal
data on behalf of the Controller and in accordance with the applicable Swedish Personal Data
Act.

The Controller ensures that sufficient guarantees are given with respect to the necessary
techmical and organisational measures to protect the personal data of the pilot participants in
accordance to Section 31 of the Swedish Personal Data Act. Thereby, the specific measures
which will be conducted by the Personal Data Assistant on behalf of the Controller (as
described in section 5) are taken vnder instruction and supervision of the Controller.

The Controller informs the Personal Data Bepresentative of the S&derhamn Kommun as legal
umbrella entity of the Nomrtullskolan about the ABC4Trust pilot and the mvelved processing
of personal data. Relevant information requested by this Personal Data Representative to
assure that the personal data is processed in a correct and lawful manner shall be provided by
the Controller without delay.

The Controller has informed. or if necessary, will further inform the concerned data subjects
about the processing of personal data in accordance to the Swedish Personal Data Act
Moreover, the Controller agrees to make available to the data subjects upon request a copy of
this agreement. Furthermore, the Controller will collect voluntary and informed consent from
the participating data subjects prior to the processing of their personal data within the pilot.

10
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4  Oblizations of the Personal Data Assistant

The Perzonal Data Assistant agrees and warrants:

The Persenal Data Assistant ensures that personal data processed on behalf of the Controller
are processed strictly in compliance with the controller’s instmctions set out in this agreement
and as given throughout the pilot. The processing of the personal data is limited to the
purpose of the pilot. namely the testing of the Privacy-ABC System in development in a real
life enviromment. Since this piot is part of scientific research project, aggregated and
anonymised data may be used to complete the research wotl: of this project as well as it will
be used for academic purposes, like the publication of scientific proceedings; for drafting
various informative reports. containing presentations of graphs and statistics that will be
publicly available.

The Ceontreller oversees the actions of the Personal Data Assistant within the Privacy ABC
System. The Personal Data Assistant is obliged to provide the Controller with all necessary
information which the Controller may not able to retrieve herself This especially comcemns
data breach notifications and other issues which need problem resolve.

The Personal Data Assistant is obliged to abide to the implementation of appropriate technical
and organisational measures to protect the personal data of the pilot participants in accordance
to Section 31 of the Swedish Personal Diata Act.

The Personal Data Assistant must document the implementation of the necessary technical
and crgamizational measures stipulated in the following section before starting to process the
data. Thereby, the Personal Data Assistant gives details of the actual process to be followed,
and must present this to the Controller for review. When accepted by the Controller. the
documented measures will form the basis of the processing. If something raises the need for
amendments. these mmst be applied amicably.

The technical and organizational measures ate subject to technical progress and development,
and the Personal Data Assistant may implement adequate alternative measures. These mmst
not however fall short of the level of security provided by the specified measores. Any
material changes mmst be documented.

The necessary technical and organizational measures in accordance to Section 31 of the
Swedish Personal Data Act are defined in the following section.

11
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&  Technical and orzanisational measures to protect the personal data

In this section, the necessary technical and organizational measures in accordance to Section
31 of the Swedish Personal Data Act, as to be implemented by the Personal Data Assistant
under instruction of the Controller, are defined.

51  Access Control

The Persconal Data Assistant has to prevent that uwnavthorized entities gain access to data
proceszing systems for processing or using personal data. Systems with personal data falling
under this agreement need to be stored in a secure place at the premises of the Personal Data
Assistants, locked away or be kept under personal control of an aunthorized person.

The Personal Data Assistant prevents that data processing systems are being nsed without
authorization. For this, the computers used by the Personal Data Assistant are personalized for
one vser. Access rights to files containing personal data falling under this agreement will be
limited to personnel working on the ABCATmst project.

The Perscnal Data Assistant ensures that persons avthorized to use a data processing system
have access only to those data they are authorized to access, and that persenal data cannot be
read, copied, altered or removed without authorization during processing, use and after
recording. Personal data not needed anymore to fulfill the obligations of this agreement shall
be deleted.

5.1 Confidentiality

The Personal Data Assistant shall keep all personal data received or collected in the context of
the ABC4Tmst school pilot confidential (e, 2. by ensuring that personal data cannot be read,
copied, altered or removed without authorization during electronic transfer or transpert or
while being recorded onto data storage media). Strong cryptography is deployed for any
transmission of personal data between entities. Data storage devices will be full encrypted.
The Personal Data Assistant must not transmit any personal data falling vnder this agreement
to other entities than the Controller, with the exception of the aforementioned Sub-Processor
SN only nonder the preconditions of the correlating agreements (appendix IT).

12
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53 Availability

The Personal Data Assistant helps to ensure that personal data are protected against accidental
destruction or loss. The Personal Data Assistant aids the Controller to set up backup processes
on the system. The necessary availability of the adminiztration support is not governed by this
agreement but by the ABCATrust Grand Agreement and the necessity for the pilot execution.

54 Data separation

The Persomal Data Assistant ensures that data collected for different purposes can be
processed separately. The Personal Data Assistant does not merge any personal data with own
or third persons data. Data processed on behalf of other Controllers or for other purposes must
be stored and treated separately.

5.5  Breach notification

In case the personal data within the ABC System is subject to accidental or unauthorized
access. process, or disclosure, the Persomal Data Assistant must inform the Controller

concerning the incident by notice without delay after discovery. This notice shall contain as
far as the Personal Data Assistant is able to identify:

The nature of the incident.

The type of data accessed, processed, or disclosed,

The cauze of the incident, or

Who made the unavthorized use/who received the unawthorized disclosure,

If and which conntermeasures have been taken

If and which preventive actions shall be taken to mitigate deleterions effects of the
incident

Y Y Y ¥YY Yy

The Personal Data Assistant shall provide this information and ewventnal additional
information. as reasenably requested by the Controller, as written report.

11
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5.6 Enforcement of data subject’s rights

The concerned data subjects whose personal data is being processed within the ABC4Tmst
school pilot have rights, which may be exercised towards the Controller according to the
correlating Sections of the Swedish Personal Data Act (e. 2. correction, deletion, blocking of
data). The Personal Data Assistant may cnly correct, delete or block the data processed on
behalf of the Controller when instiucted to do so by the Controller. If a wser should directly
ask the Personal Data Assistant for the correction or deletion of his personal data, the Personal
Data Assistant is obliged to forward this request to the Controller without delay.

5.7 Sunbcontracts

Without prior written permission of the Controller. the Personal Data Assistant 13 not allowed
to let sub-contractors process persenal data falling under this agreement An exemption is
made for a subcontract with the ABC4Trust project partner Nokia Siemens Networks
Management International GmbH (INSN) located in Munich, Germany. NSN is Sub-Processor
of the Personal Data Assistant in the pilot for necessary debugging/troubleshooting tasks as
well as for standard updates and administration matters which cannot be executed directly by
Eurcdocs. As Sub-Processor, NSN has comesponding cbligations as the Personal Data
Assistant with which the Controller of personal data has concluded this agreement. especially
with regard to the lawfulness of the persomal data processing. purpose-limitation and
adequate technical and crganisational measures to protect said personal data.

14
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6  Cooperation with supervisorv anthorities

The Controller agrees to deposit a copy of this contract to the responsible data protection
supervisory authority if it so requests, or if such deposit is required vnder the Swedish
Personal Data Act.

The parties of this contract agree that the supervisory avthority has the right to conduct an
audit of the ABC4Trust school pilot if it so requests.

Signatures

On behalf

Norrtullskolan (Controller) Eurodocs (Personal Data Assistant)
Soderhamn 2013 Soderhamn, 2013
Attachments:

AppendixI  : Information sheet and consent form for parents/pupils + for school staff
Appendix IT  : Sub-processing contract between Eurodocs and NSN

15
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A.2  Sub-Processing Contract of Séderhamn Pilot
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Sub-processing contract between Eurodocs and NSN on the
processing of personal data pursuant to Sections 3, 10, 30 of the
Swedish Personal Data Act (1998:204) on the Protection of
Individuals with regard to the Processing of Personal Data

Agreement

between

Eurodocs AB. S:a Hammgatan 50. 826 50 Séderhamn, as the Personal Data Assistant in the
sense of Section 3 of the Swedish Personal Data Act

hereinafter: Personal Data Assistant

and

Nokia Siemens Networks Management International GmbH (NSN). St. Martin Strasse 76,
81541 Munich, Germany. as Sub-Processor

hereinafter: Sub-Processor

Preamble

This agreement specifies the data protection obligations of the parties which arise from the
realisation of the school pilot of the project Attribute-based Credentials for Trust
(ABC4Trust). The ABC4Trust project receives funding from the European Community’s
Seventh Framework Programme (FP7/2007-2013) under the Grant Agreement n® 257782 for
as part of the “ICT Trust and Security Research” theme. This sub-processing agreement solely
addresses the question of processing personal data in the course of the realisation of the pilot
described in work package 6 of the Grand Agreement. For this processing. the Swedish school
Norrtulskolan in Séderhamn. Sweden is the Data Controller. Eurodocs, who is party of this
agreement, is the Personal Data Assistant (Processor) who processes personal data on behalf
of the Controller. However, this sub-processing agreement solely addresses the relationship
between Eurodocs as Personal Data Assistant of the Controller and NSN as Sub-Processor for
the subject matter. It does not affect any legal relations between the parties established in the
aforementioned ABC4Trust Grant Agreement. nor any rights and duties set forth in the
ABC4Trust Consortinm Agreement. specifically any rights and duties related to intellectual
property remain untouched.
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1 Suobject matter and duration of the pilot

The subject matter of this agreement is the collection and processing of personal data (as
further specified in Section 2.4) in the context of the ABC4Trust school pilot within the
assigned tasks of the Sub-Processor in accordance to the realisation of the pilot described in
work package 6 of the Grant Agreement. For these tasks of the Sub-Processor, it may during
the pilot rentime become necessary to remotely access the TdM System and the personal data
therein. Such access to personal data shall only cccur as exceptive case when it is inevitable
to fulfil the duties at stated in this agreement and to provide the full functionality of the
Privacy-ABC system that shall be tested in the pilot. Perscnal data is ocnly stored on devices
(computers) which are located either at the participant’s homes or at the premises of
Norrtullskelan in Séderhamn, Sweden (as Data Controller), and under her full control.

The processing on behalf of the Personal Data Assistant ends with the termination of the
ABCATmst project. Correlating, the rights and obligations of this agreement’s parties are
valid during the project runtime. Any personal data of the pilot participants shall be deleted
once they are no longer needed to fulfil the duties resulting out of this agreement - at the
latest, six months after the end of the ABC4Trust project. unless legislation imposed upon this
agreement’s parties requires the retention of specific data. In that case, the Sub-Processor
warrants that he will gparantee the confidentiality of this data and that he will not process this
data anymore.

In the following, a comprising overview and explanation of this pilot iz provided. This
information 15 also contained in the information sheet and related consent form handed out to
the registered persons in the sense of Section 3 Swedish Personal Data Act, hereinafter named
data subjects (See Appendix).
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2 Owerview and explanation of the school pilot in ABC4Trust as described in work
packagze 6 of the Grant Agreement

The school pilot will use Privacy-ABCs to enable secure and by minimal data disclosure,
privacy-preserving identification in commmunications between staff, pupils and guardians.

Privacy-ABCs allow the user to only reveal the information absolutely necessary for the
execution of the required action, and thus respect the privacy of the individual This is done
by using so-called “credentials™ digital tokens which can be used in any kind of online
platform to verify certain attributes without revealing other unrelated and unnnecessary
information about the user. This means that these tokens can be used e g to prove that the
owner of the credential iz indeed pupil of a particular school, of a particular class, or of a
specific age without giving away the individual’s name or date of birth

The first pilot application at the Norrtullskolan will invelve privacy-preserving community
access and school internal social networking for pupils via a specifically dedicated online
platform. The communication services provided on the online platform entail the following
applications for the participants:

Chat rooms to be used by pupils and/or staff

Ounline forums for discussing lessons and other school related matters as well as
political discussions. These may be set up as openly accessible forums or as perscnal
restricted areas where only a predefined group of participants can enter (e. g. children
of a certain age or class)

Online counselling sessions in restricted areas with health personnel (counnsellors.
social workers, nurses, coaches), where staff can provide counselling in a safe
environment, while pupils are not necessarily required to reveal their identity
Document areas where staff can share documents (e.g. grades and development plans)
with pupils and their guardians

Online polls set up by the school staff

¥y

¥

v

v

Especially in the context of connselling, when not being forced to reveal their identity, pupils
may be more willing to talk about the real issues they may face which they would otherwise
feel reluctant. shy or scared to talk about However, to guarantee the physical and mental
safety of each participating pupil. the ABC system foresees in those restricted areas for
connselling the revelation of the pupil’s identity (called inspection) in certain predefined
emergency situations (called inspection grounds).
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Such inspection grounds can be:

= Sitpations implying a severe threat to the life, or the physical/mental integrity of a

person

# Situations demanding an intervention according to the Norriullskolan policy against
discrimination and degrading treatment This policy can be found at
hitp:/wrarw. soderhamn. se/download/ 18 1740942 5813c038091 28e67 Norrullskolans+pl

anrmotdislvimineringtoch k% C3%Adnkandetbehandling. pdf for further reading.
¥ An existing court order or other valid adninistrative reguest

In case a participant (pupil. legal guardian or school staff) reperts an emergency simation. it
will in a first step always be investigated by an assigned School Inspection Board. This Board
will evaleate the claimed reason for the inspection, and in case it 1s valid, 1t triggers a formal
nspection process, forwarding the request to an assigned Inspector. This Inspector will
perform a double check and is equipped with the technical capability to reveal the identity of
the pupil. The whole process will also be logged. This procedure suarantees that no single
entity is able to arbitrarily spoil the privacy of the pupil and the identity is revealed in
emergency cases cnly. If the School Inspection Beard decides that the case does not regquire
the identification of the wser. it either closes the case or may decide to delete the content
and/or write a warning to the respective restricted area.

1.1 Nature of the personal data involved

The following categories of personal data related to the participating data subjects will be
collected and processed and are thus subject-matter of this agreement:

First name

Last name

School

Class

Gender

Date of birth

Subject (meaning individual school courses, such as maths, English, physics etc.)

YYYYYYY

Moreover, log files of the Privacy ABC system set up specifically for this pilot may include
additicnal information e. g regarding the time of access to the system by data subjects,
including the type of request and purpose of the wser’s access (e.g. obtaining a credential,
executing the right of access).
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Beyond these bits of persomal data wsed to enable the creation of the credentials and
correlating accesses to the system, other personal data may be processed by the content
uploaded by the participants themselves, e.g. in the forums. The parties of this agreements
have no prior influence on the content that will be entered into the system through the vsers of
the pilot (data subjects) themselves. However, the data subjects have been informed and have
given their consent about the fact that their personal data and even sensitive perscnal data is
being processed within the Privacy ABC system which will be tested by them (see also the
following section).

1.2  Persons affecred

The data subjects affected by the processing of aforementioned personal data are the
voluntary participants in this pilot, who can namely be:

Teachers and other school persennel (covnsellors, social workers, nurses, coaches)
Pupils of grades 7. &, 9 (all - A B.C.D), excluding ones not participating in the pilot
Guardians of pupils who participate

Y Yy

All of the data subjects participating have been handed out information about the project and
the pilot itself. They have provided explicit consent to the processing of their aforementioned
perscnal data. The data subjects have been informed that the participation is free amd
voluntary and that they may revoke their consent and withdraw from the pilot at any time.

1.3 Owerview on the Pilot setup

Eurcdocs as the Personal Data Assistant is providing the infrastructure including hardware
and software for Norrtullskolan as the Controller to use Privacy-ABCs within the school pilot.
This includes the setup and operation of a Restricted Area System to provide social network
functionalities to the school for direct. anonymouns or psendonymous communication among
pupils, teachers, and parents. Based on an awthentication with Privacy-ABCs, the system
allows instantiating and accessing restricted areas. Such a restricted area may contain fornms,
chats. polls, or may be nsed to share files. The content and structure of a restricted area is
determined by the User instantiating the restricted area. Some restricted areas will be
predefined by the system (as instructed/initiated by the school staff), e g. those for all pupils
of a particular class, for a specific project, and for individual counselling sessions. The
intended purpose of the system is to provide the aforementioned networking fonctionalities
for the communication among pupils and school staff.
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2.4 Integration of the data processing in the pilot

The school pilot itself resides on a server in Sweden, which Users can access through thin
clients (web browsers), Thereby, Users also need a local ABC client installed on their device,
to be used together with smart cards and readers handed out to them The communication
channels for the transfer of personal data are shown in the visual depiction of the technical
high level architecture of the S&derhamn pilot below (figure 1).

Eurodocs Premises

School Registration System

Rastricted Aroa
Datalsans

Figure 1: Hizh level archatecture of the Séderhamn pilot
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As can be seen from the figure above, the architecture of the Séderhamn pilot is based on
various compenents. These components have different funetionalities based on the scenaros
and vse cases of the pilot.

School Administraton/School Registration System: This is the basic component, used for
issuing and verifying pupil’s credentials. The School Administration Office is responsible for
adding and vpdating information.

Restricted Area System: This is the main component used for protecting the access to a
resource of a service from non-eligible pupils. It is responsible for giving access to those
Users (Le. pupils) that satisfy certain properties.

Inspector: The Inspector is a trusted entity like a Scheol Inspector board (impersonated by
several persons from the School Inspector board jointly acting). that can trace the User or
pupil who created a presentation token by revealing attributes that were originally hidden
from the Restricted Area System. This action takes place upon legitimate reguest of the
school personnel, a gpardian, a pupil or law enforcement. Finally, the inspection reply is
provided by the school inspection board or law enforcement.

Stderhamn Portal: This is an information portal for the pupils through which they can be
mmstructed how to operate the system. It will also provide the necessary links to the other
components of the system (e.g. School Administration, Festricted Asea System). This portal
is public.

User Home ABC Application (User Client): This application will mun locally on the User’s
PC and will provide the smart card interface and enable the User, utilizing their smart card, to
participate in the school portal. It employs a vser agent application that is responsible for the
communication between the browser and the smart card Moreover, it gives pupils the
opportunity to browse the credentials stored on their smart card.

In this context, Eurodocs as Personal Data Assistant provides guidance on how to admimister
the system and to handle foreseeable issues. Thereby, the Perscnal Data Assistant fulfils the
following tasks for the Controller:

Providing the necessary hardware to use the system (smart cards, card readers)
Providing the necessary software to use the system (local User Client)
Maintaining the ABC system for the handling of eredentials. mainly the

o School Registration system

o Restricted Area System
Setup and administration of credentials (e. g. issuance, revocation)
Debugging/troubleshooting, and confrolling the performance and maintenance of the
Privacy ABC system overall

Y VY

vy
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Nokia Siemens Networks Management International GmbH (NSN) located in Munich
Germany as the Sub-Processer provides the IdM application and supports the Personal Data
Assistant with the setup, administration, debugging, maintenance and performance control of
the munning IdM system. In case technical errors or other issues arise that cannot be solved by
the Personal Data Assistant himself, he is mandated by the Controller to be assisted by the
ABCATmst project partner N3N, Therefore, NSN fulfils the role of a Sub-Processor.

In the following, the interaction between the Personal Data Assistant and the Sub-Processor is
explained for better overview of the communication and data flow

=

v

v

¥

¥

v

The Personal Data Assistant contacts the Sub-Processor. The Personal Data Assistant
logs into the IdM system with an administrative account.

The Sub-Processor provides guidance to resolve the issue locally at the Personal Data
Assistant’s site.

If this iz unsuceessfiul, the Personal Data Assistant exports the sereen, and if required,
also the comtrols via virtual network computing (VINC) to the Sub-Processor. The
Personal Data Assistant keeps track of the actions of the Sub-Processor and keeps a
protocel of changes made. During this stage. the Sub-Processor might see personal
data of pilot participants that appears on the shared screen.

If for further analysis more detailed information is necessary, the Personal Data
Assistant will provide a selection of the log files from the IdM System. The selection
should in general be limited to the necessary information (e.g. selecting oanly the
relevant timeframe with the messages in question). As far as technically possible, the
Persenal Data Assistant will make the selected log files anenymous before transferring
or sending them to the Sub-Processor.

If the Sub-Processor obtains log data from the Personal Data Assistant to fulfil certain
tasks, and personal data is contained in these logs, he is obliged implement necessary
technical and crganizational measures to protect this data (as described below under
section 3). This inclundes a documentation of such implementation. Moreover, the data
must be deleted in accordance to the instructions of the Personal Data Assistant and
the Controller once the data is no longer necessary for the original purpose.

Beyond the debuggingftrovbleshooting and resolution of similar issues, the
aforementioned procedures also apply for standard updates and administration tasks
that require intervention and cannot be done by the Personal Data Assistant directly.

All of the aforementioned processes must be documentedlogged. Thereby, NSN iz as Sub-
Processor fully subjected to the instructions of the Controller as well as the Personal Data
Assistant.
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3  Obligations of the Personal Data Assistant

The Perzonal Data Assistant agrees and warrants:

The Personal Data Assistant himself i1s mandated and instructed by the Controller to engage
Nokia Siemens Networks Management International GmbH (NSN) located in Munich
Germany as a sub-processor.

The Personal Data Assistant ensures that the processing of personal data in the ABCdtrust
school pilot has been and will be conducted in accordance with the relevant provisions of the
applicable Swedish Personal Data Act and in accordance with the instructions of the
Controller.

The Personal Data Assistant has instricted and throwghout the duration of the ABC4Tmst
school pilot will continme to instruct the Sub-Processor how to aid him in necessary
administrative tasks and in accordance with the applicable Swedish Personal Data Act. Such
instructions shall at all times be in accordance with the applicable law and the instructions of
the Ceontroller to the Personal Data Assistant.

The Personal Data Assistant ensures that sufficient guarantees are given with respect to the
necessary technical and organisational measures to protect the personal data of the pilot
participants in accordance to Section 31 of the Swedish Personal Data Act Thereby. the
specific measures which will be conducted by the Sub-Processor on behalf of the Personal
Data Assistant (as described in section 5) are taken under instrpction and suvpervision of the
Controller.

The Personal Data Assistant provides a copy of this agreement to the Controller. Furthermore,
he agrees to make available to the data subjects upon request a copy of this agreement.

10
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4 Obligations of the Sub-Processor

The Sub-Processor agrees and warrants:

The Sub-Processor ensures that personal data processed on behalf of the Personal Data
Assistant are processed strictly in compliance with the instructions set out in this agreement
and as given throughout the pilot. Access to personal data shall be limited to the purpose of
fulfilling the tasks in accordance to the Grant Agreement and as necessary for a suecessful
pilot Privacy-ABC System in a real life environment Since this pilet is part of scientific
research project. aggregated and anonymised data may be used to complete the research work
of this project as well as it will be used for academic purposes. like the publication of
scientific proceedings; for drafting various informative reports. containing presentations of
graphs and statistics that will be publicly available. In case of a conflict between the Grant
Agreement and this agreement, then this agreement shall prevail.

The Persomal Data Assistant oversees the actions of the Sub-Processor within their
interaction. At the request of the Personal Data Assistant, the Sub-Processor is obliged, to the
extent reasonable to provide the Personal Data Assistant with all necessary information which
the Personal Data Assistant may not able to retrieve himself This especially concerns data
breach notifications and other issues which need problem resolve within the context of this
comtract.

The Sub-Processor 15 obliged to implement appropriate technical and organisational measures
for the protection of the processed personal data of the pilot participants as defined in the
following section 5.

The Sub-Processor mmst document the implementation of the necessary technical and
organizational measures stipulated in the following section in case he obtains access to
personal data within the context of his duty fulfillment. Thereby, the Sub-Processor gives
details of the actwal process to be followed, and must present this to the Persomal Data
Assistant for review if requested. The technical and organizational measures are subject to
techmical progress and development, and the Sub-Processor may implement adeguate
alternative measures. These must not however fall short of the level of security provided by
the specified measures. If something raises the need for amendments. these must be applied
amicably. Any material changes mmst be documented.

11
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&  Technical and organisational measures to protect the personal data

In this section, the necessary technical and organizational measures to be implemented by the
Sub-Processor under instruction of the Personal Data Assistant, are defined.

51  Access Control

The Sub-Processor has to prevent that vnauthorized entities gain access to data processing
systems for processing or using persomal data. The Sub-Processor prevents that data
proceszing systems are being wsed without anthorization. For this, the computers used by the
Sub-Processor are personalized for one user. Access rights to files containing personal data
falling under this agreement will be imited to personnel worling on the ABCATrust project.

The Sub-Processor ensures that persons authorized to use a data processing system have
access only to those data they are authonized to access, and that personal data cannot be read,
copied, altered or removed without authorization during processing, use and after recording.
Personal data not needed anymore to fulfill the obligations of this agreement shall be deleted.

5.1 Confidentiality

The Sub-Processor shall keep all personal data he gets access to in the context of the
ABCATmst school pilot, confidential (e. g by ensuring that personal data cannot be read,
copied, altered or removed withowt authorization during electronic transfer or transport or
while being recorded onto data storage media). Any transmission of log files eventuvally
containing personal data will be encrypted to protect the data. Files containing personal data
must be kept only as long as necessary to fulfill the duties of this contract, then shall be
deleted. Files with personal data falling under this agreement need to be stored in a secure
place at the premises of the Sub-Processor, locked away or be kept vnder personal control of
an authorized person.
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5.3  Breach notification

In case the Sub-Processor gets access to personal data of the ABC pilot participants, and this
data 1s subject to accidental or unavthorized access, process, or disclosure in the possession of
the Sub-Processor, the Sub-Processer must inform the Personal Data Assistant concerning the
incident by notice without delay after discovery. This notice shall contain as far as the Sub-
Processor is able to identify:

The nature of the incident,
The type of data accessed, processed, or disclosed,
The cauze of the incident. or

If and which countermeasures have been taken
If and which preventive actions shall be taken to mitigate deleteriouns effects of the
incident

L R U A

The Sub-Processor shall provide this information and eventual additional information, as
reasonably requested by the Personal Data Assistant, as written report.

5.4 Enforcement of data subject’s rights

The concerned data subjects whose personal data is being processed within the ABC4Trust
school pilot have rights, which may be exercised towards the Controller according to the
correlating Sections of the Swedish Personal Data Act (e. g. comrection, deletion, blocking of
data). The Sub-Processor shall promptly notify Personal Data Assistant of any written request
or complaints the Sub-Processor receives from any data subject relating to the Sub-
Processor’s processing of personal data under this agreement. The Sub-Processor shall not,
except where required by law applicable to the Sub-Processor. independently respond to
requests or complaints from such data subject, other than attempt to redirect data subject to
make the request or complaints directly to the Controller. Sub-Processor shall also forward
such a written request or complaint form a data subject to the Personal Data Assistant.

5.5  Subcontracts

Without pricr written permission of the Controller, the Sub-Processor is not allowed to let
sub-contractors process personal data falling under this agreement.
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6 Third-partv beneficiary clanse

The Contreller can enforce the above described obligations of this agreement against the Sub-
Processor in place of the Personal Data Assistant as third-party beneficiary in case the
Personal Data Assistant has facmally disappeared or has ceased to exist in law.
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7 Cooperation with supervisory anthorities

The Controller agrees to deposit a copy of this contract to the responsible data protection
supervisory awthority if it so requests, or if such deposit is required under the Swedish
Personal Data Act.

The parties of this contract agree that the supervisory authority has the right to conduct an
andit of the ABC4Tmst school pilot if it so requests.
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8 Further provisions. jurisdiction

The following subsections are a restatement of the German Data Protection Law
{Datenschutzgesetz, BDSG) under which is applicable to any processing of personal data by
the Sub-Processor residing in Munich Germany,

¥ The Sub-Processor has a data protection officer appointed, § 4f BDSG.

.

¥ The Sub-Processor mmst choose the persons that carry out the data processing with
respect to their professional qualifications and personal integrity. Such persens shall
be cbligated when taking up their duties to maintain confidentiality, § 5 BDSG.

The Sub-Processor maintains a documentation with the information stipulated in § 4e
BDSG, § 4z II BDSG. As for the applicable national data protection law, the
following is assumed: As the Controller is located in Sidethamn in Sweden the
processing of persenal data and the requirements regarding this confract is governed
by the Swedish Personal Data Act The processing of any personal data nnder this
agreement 15 governed by this contract. The instructions given on the basis of this
agreement, or separately agreed between the parties as well as the German Data
Protection Act (BDSG) are directly applicable to the Sub-Processeor.

v

Signatures

On behalf

Eurcodocs (Personal Data Assistant) NSN (Sub-Processor)

Soderhamn 2013 Sdderhamn 2013

1]

D5.3_ExperiencesAndFeedback.docx Page 189 of 213 Public Version 1.0









