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Executive Summary

This documentocuseson thedescription and analysis of the usealuation results from the first
and secondounds of theSéderhamrschool pilotconducted within the scope WfP6 of the
ABCA4Trustproject. The goal of theilpt was to employPrivacy-ABC technologiesnto aschool
interaction systerthat allowed pupils, school personnel and parents to interact in coats and
information areasThe interactioawereanonymous when they chodee it to be sq while their
personal attributes (credentiatemainverifiablethroughout the procesghe design,
implementation and testing of the pilot system was basedeamstitasespilot requirementsind
pilot system architectur@ocumented inleliverables [D51], [D61], and[D62] respectivelywhile
the technical aspects of the deployment are elaborated in.[D53]

This documenbegins witha brief examination othetimeline and conterdf the two rounds of
theschoolpilot as well areview ofthe relevantegal and surveyelateddocumenrdtion The pilot
scenariosre subsequently presentadnoredetailin orderto demonstratéheir connection with
the evaluation pcessSuccess criteria ahe pilotis appraised in context withe degree to
which the realization of thivo rounds met these criteridNext, the findings of the evaluation of
the pilot aredescribel. User reactions and intersection with the pilggtemare shared anah
evaluation of t hensgguehtynade centerechop thenirmpadt an uders
experienceAn evaluation of the legal aspects and impact of using PH&&Y follows. Finally,
thisreportprovides a comprehensilist of recommendations for further development in using
PrivacyABC.

To sum upthe two rounds of thschool pilot were successful. Thgoal, which was to deploy the
new cryptographic arctacture to showcase tigivacyABCs technology featureas well as the
Restricted Areas applicatiowas achieved.
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1 Introduction

The ABC4Trust proj ect -AcBoCn dduecptl eotyweeink eepy sordautc e R roinv a ¢
environments in order to PpABG isdyes tredaBld TuTsheet f ee db
gat hered practical-ABRQ pappleincatsi avid hi PPrtiwacryel at e
scenarios within two pilots: 1). aandst2udenthecour s
S°der hamo mmithmiodat i ons yantde Mhit Rlyeactvengwmct ed wi t hin
environments allowed for the opportunity to test
user groups of differing skills and needs. One o
Sweden. Thi s egiblacctk rfo Wiicsedd nfcea value to the dev
i mpl ementation as well as to other key project p

1.1 Purpose of this Document

The Swedish pilot in S6derhampnsisted ofeveral types afisercommunicatiorinteractions
utilising PrivacyABC for unique credential verificatiotihat wereneeded by the schodthis
document builds upotihe deployment and implementation of these services as walhhstes
the overall efficacy of these operations. Additionally, this document intends to share ebthe
knowledge gleaned from the experience and presdmelessons learned from the S6derhamn
school pilot.In addition tooutlining somevery specific technical situatiorsd challengethat
were encounted over the course of the pildtjs docunentalsoincorporats nontechnical
experiences and feedbat&m the questionnairagsulting fromthe two pilotroundsas well as
includes an extensive examination of the legal aspects surrounding the pilot.

The final pur pose ofsttrhaitse dochceu nodvietr iaid §l nt ou | ¢ @ thonte n
obj eatfiuveeshabor[aDiped i n

1.2 Structure of the Document

Chapterl introduces the school pilot and this document.

Chapter 2 provides an introduction to the scenarios implemented in tlentirsecond rounds of
the school pilot.

Chapter Jrovides a higHevel description of the criteria and requirements that were used in
order to evaluate the success of the pilot development and operation. Morqueserits

description of the eval uat liespectivesdrvicasamee pi | ot 6 s con
applications.
Chapter 4 provides evalwuation data collected froc

thedatawascollected. It also includes a degtion of the understanding and acceptance of the
PrivacyABCs technology by the participating users.

Chapters providesanevaluation and discussion of the legal aspects of using PrMBCy
within thespecificcontext of the S6derhamn school pilot.

Chaper 6 contains recommendations for further development and use of PAB&rgs derived
from theS6derhamn schogilot.

! Additional information regarding the student course evaluation system in the jfiatraan be found in
[D71] and [D73].
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Appendix A contains the questionnaitesed for usethe evaluation, with further explanation of
the procedure thairovidedthe resul$ described in chapter 4.

Appendix B contains the legal forrttgat were presented to theers in théwo rounds of the
pilot.

Appendix Ccontains théznglish version of the Séderhamn round 1 user mahaaivas
available to theisersduringthe pilot

Chapter 7 contains the bibliography.

1.3 The aim of the School Pilot

The ains of ABC4Trustpilots werethreefold:to deepen the understandingArivacyABC
technologiesenable their efficient/effective deployment in practimedtesttheir federation in
different domains. To this end, tbatputsABC4Trust projecare

1. Produce an architectural framework RyivacyABC technologies that allows different
technologicatealizations to coexist, be interchanged, and fedeeestdtd

a ldentifiesand describ&the different functional components @fivacyABC
technologies, e.g. request and &steof credentials and for claims proaiind

b. Producea specification of data formats, interfaces, and protocols for this framework

2. Ddine criteria to compare the properties of realizations of these components in different
technologies; and

3. Provide reference implementations of each of these components.

Within this context, the Séderhamn School pilot impleradatrange of chat andfisrmation

exchange functions, called Restricted Area&gRto be used by school personnel, pupils, and the
pupil's parentsr legal guardiansThese functions included, but were not limiteddieat rooms

for pupils and/or staff; online counselling sess where staff can provide counselling in a safe
environment where pupils are not required to state their identity; and document areas where staff
can share documenesg. gradeand development planajth pupils and their guardians.

1j344¢

Figure 1: Informational meeting for students
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1.4 A Brief Introduction of the Two Pilot Rounds

Theschoolpilot took place in Norrtullskolan, @mbined elementary and
secondary/comprehensigsehoo| locatedn S6derhamn, SwedenMis includedas an
ABCA4Trust projecin orderto demonstratéhe realisationthatapplications using PrivaexBCs
preserves the anonymity of the usetsle offering the required level of privacy. The school pilot
used PrivacdABC technologies to enable secure authentinaticcommunications between
pupils, guardiangarents and school personnel. The ABC4Trust architetakanto account
theissuef identity, anonymity and privacy, and comhirtbem intoa single solution.

The pilot in Séderhamn considered severag$ypf communication needed by the school:

1 Chat communication

1 Political discussions

1 Counselling with health personnel
1 Documents access and sharing

The pilot functionswere provided in twodistinct phasesThe 1* round of the Séderhamn pilpt
which involved 10 teachers and 22 pupigrted on May 132013 and ended on June 2013

The duration of the®iround ofthe Séderhamn pilot was extremely short. Originally, this round
of the pilot waglannedo be launched end of Jan. 20b8t delays and obstacles in the smart
card areaoupled with the fact thahis pilot was the first to make use of many new ABC4Trust
features (specificallyevocation andeissuance)mneant thathe start othe £'round had to be
delayedfor more thar8 monthsWhile the original plan was to run only one round of the pilot
theaforementionedelaysunfolded in such a way as to make it necessagxecute a first round
of the pilotto test the basic functionalities andgive endusers the opportunito providevital
feedback for the final execution of the main pilot (the second round).

Based on thexperiencesnd feedbackarnered from the T round the 2™ round of the pilot
commencean October 142013andconcludedon Feb. 282014with theinvolvement of the
381 participants thahadsigned the consenbiim.

Figure 2: Second round preparationi Introduction and distribution of smart cardsto guardians
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2 School Pilotdéds Scenari os

The different pilot scenarios involggpseudonymous community access and social networding,
well asanonymous student counselling and medical advice. The communitiPtigacyABC
technologies to protect the us&fgupils, guardians and school personnel) identity against theft
while protecting their anonymity and privacy. On one hand, pupéseable to identify
themselves to access restricted chat rooms and restricted information. On the otheeland
weredlowedto remain anonymou® school personnethen asking private and sengdi
guestions, whildeingassuedthat school personnel communiadtely with authorized pupils

of the respective school or class.

The School Portawww.abc4trust.sewas the startingpoint of the school pilaapplication. Tis

was awebsitethatcontaired not onlygeneral information about the pildit also providedinks
to therequired softwarendapplicationdo be employedby the piloté ssersin addition to other
support materialsThe School Portdkee Figure3) user interfacéncorporatedhe same design
concept as the Restricted Area ApplicatjseeFigureb).

BBETRUST NORRTULLSKOLAN

Hem Ga till applikationen Hjalp

ABC4Trust

CERTIFIKAT FOR SAKER INLOGGNING
SE DEMO HAR (i

©2010-2012 ABCATrust
ABCATrust receives research funding from the 7th Research Framework Program (FP7) of the EU as part of the Trust & Security Program.
Anvandarvillkor och integritetspolicy

Figure 3: School Portal- Start page

Figure3is a screenshot of the School Pohtamepage which consistiof a menu (links) to the
following different web pages. (Swedish translation within the parenthesis):

1 Home (Hem): Link to théomepage.

1 Enter the application (Ga till applikationen): Link to the Restricted Area Application
which requirel loggingin using PrivacyABC technologies (smart cards with Privacy
ABC credentials)

1 Help (Hjalp): Contaied theFAQ, User Manua&ndlinks to download thdollowing:
User Applicationinstaller, IdMPortaland the smart card reader drivers.

1 See demo here (Se demo héar): A link to instructional video availathie at
ABCA4TrustSverigerouTube channehttp://www.youtube.com/user/Abc4trustSverige
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2.1 Pilot Overview

The pilot sitewas at Norrtullskolarg combined elementary and secondary/comprehensive

schoo) locatedn SéderhampSwedenSdderhamn ia few hoursdrive north from Stockholm,

with a population ohearly26,000 inhabitants. The school is educatapgproximatelys80 pupils

from the age of six to sixteen and has about 80 employhaedarget group of the pilotexethe
teachersindpupils from the ¥ throughthe 9" gradea | ong wi t hguardiamsOstobfu de nt s 6
this targegroup, the pilot consisted o83 participants able to engage in the piditpf whom

hadvoluntarily giventheir permission by signing the consent form.

Overthe years the schopkrsonnel haveoughtto make this school the best environment for
both students and teachers. Norrtullskolan has a visieratbcateall bullying, discrimination
and other selésteem lowering treatments, agntouragehe pupilsactivelyinvolved in ths
process

Additionally, Norrtullskolan hawigorouslyadopted computeind technologynto the
pedagogical process withiheir educatioal system. Computers avsed not only by the school
personnel, but also by the pupilseakindamentgbart of thecurriculum Thus, the school
network and computer literacy were alreasll-grounded anéstablished.

ABCA4Trust Project. Swedish Pilot

School Network

[

Servers

Clients in Clients not within
computer the school network
rooms

Figure 4: Overview of the shool pilot

The school pilot context conséstof servers hosting thRestrictedArea, theschool registration

system and the user clients. Tleeverswere placed at Norrtullskolarin its secured server room

and beeme anintegratedar t of t he s c hweelndtaledataltconputks. Cl i ent s
with a smart card reader attached, whidiuded computers within the school as well as in the

pupi | s @hefeforeteeSdderhammpilot included servers within a secured netwaikd

D6.3 Evaluation of the School Pilot Page 14 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

internal to the school, with Internet access to the seasmigentsavailable wherén users in
remotelocationscouldacces the serversiathe Internet.

Everyuser(pupil, guardian, teacher or otherhool personneparticipating in the Séderhamn
pilot nee@dto have all thdollowing:

9 Smart card with corresponding PIN/PUK codes and with Prive®§ credentials
I Smart card reader, installed on and connected to the PC

1 Windows based PC (Connected to the Internet)

1  Web browser (Firefox or Internet Explorer)

9 User Application (Installed on the PC)

The smart card wazrepared (initialized and personalized) by@®Dwhen the PIN/PUK codes

and smart card readererehanded over to thaser. In the first round of the pilot thuser had to

download her own credentials to the cdardthe secondound howeverthe credentials were

downloaded to the smart card by ED@r to bedistributedto theusels) (seeSection2.5). In

the Séderhamn pilotiserswereprovided with either a YProve or an Idemix smart cardac¢h

card storedredentials of only one cryp#ngine type. The key length of both Idemix and U

Prove are set to 2048his pilot was the only pilowithin this project that madese of relssuance

since UProve smart cards nesdito fetch fresh batches of tokens from the Issuer in order to

enforce udinkability (for more technical details see [D53)r om t he user 6s per spe
technologies were indistinguishable;lime with the aim of the project.

The smart card readeraseay to install on a Windowdbased PGsWindows automatically
recognize the reader once it was pluggedamdit installedthe smart card drivers. Eachau in
the pilot receives a smart card reader from EDOC.

The schoohlready hacg number of publicwindowsbased PQaptops thathey allowedhe
pupilsto use.While the pupilshave toshare those laptops witlther pupilsthe teachers have
their own laptopshatare different from the laptops used by the pupils. The laptops used by
teachers anthose usedby pupils have different configurations and have accedsévgent
networks. The school haso networksfor different users. The first netwqréalled

ASkol net 4y o u,ispublitlg opénamdmequres ao passwords. This network is used

primarily by pupils and visitorsbut teacherscaslsou s e it bec dbesecondt 6s publ i
networkc al | eidn Aaadne ridpassworcdosr eod e ct e dacbessblaony® it 6s
teachersgounselors nur ses, administrators and the schoo

required administrator permission to install prograrB®0C had to ask the school admirasbrs
for permission to do the installation of all necessary components for the ABC4Trust pilot.

In most instancekternet Exploreandbr Firefoxweb browsersvere alreadyre-installed on the
school computersdutEDOC installedhem if they were notrpsentEDOC handled the
installation of the User Applicatioon all the school computers. Usarmatwanted tcaccesshe
system from homaeededo install the User Applicationon their homecomputers.

In order to be able to make use of the PrivABLC technologies and participate in the pilot the

user hal to install the User Application. Thigas achievedoy simply clicking on the Installer link

found under the AfAHel p bttps/kacbcitroshse/blglrhe bravse6c h o o | P
pluginswere also installed automatically by the same Installeesedetails werdurther

elaborated withitdser Manualn thefi H e kegtidn in astepby-stepmanner.

Further details of the technical structure and deployment of the school pilot have been
documented in [D62].
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2.2 Pilot Users and Roles

Theschoolpilot scenarios involvaiserswith the following roles:

1 Pupils
1 Guardians
1 School personnel

0 Teachers

o Counselors

o0 Administrators
1 SchoolinspectionBoard
1 Inspectors

Any user thatouldaccess a Restricted Area (RAqsableto usesuchfunctionalities aghat

post on avall andupload/viewdocumentsSdool personnel @uld have special rokdike School
InspectionBoard, Inspector or Counseland have the capability tepresentnultiple rolesor

not possessany such special res and be labeled asemcherThe main difference between

school personnel amlipils/guardiansvas that while both categoriegere able tacreate new
Restricted Areas, when school personnel cieatRestricted Area using their default alias, the
RA was marked as official; meaning thatigs created by an official representative of the school.
Additionally, the Counselors rolprovidal the possibility for the personnel to receive requests
from users for a chat withithe Restricted Aredesignated specifically for counseling

SchoollnspectionBoard consigtd of school personnel and representatives for pupils and
guardiansThe Schoolnspetion Boardundertook albdecisions concerning reported contént

ignore, delete or send itto inspectidnh e | n s p e ¢ t athe pssibiliyltoauseithe c 1 u d e
Inspector Applicatiorn orderto make an inspection based on a request from the School. Board
For the purpose of this pilot¢ inspectowasthe schoolmaster.

Different roles and corresponding scenarios were successfully implemented and testettheuring
two roundsof the pilot within the functionalities used for each of them.

2.3 An Introduction to the Restricted Area Application

The Séderhamn school pilotadeuseof PrivacyABC technologiesntegrated into the Restricted
Area Application in ordeto, via minimal data disclosure&nable securigentification in
communicationgmongsstaff, pupilsand guardians. Thpilot application at Norrtullolan
involved privacy-preserving community access and interaahootrelatedsocial networking for
pupils viathis specifically dedicated online platform. This pilot addreldbe specific challenges
posd by the fact that Internet usé@ve becomgounger andn many cases arainors (Pupils
12-16 years old).

The communication services provided on the online platBsraompassethe following
possibilities for theusers tgarticipde in

1 Chat rooms to be used by pupils and/or staff and guardians

1 Online forumsalloying for the discussbn oflessonr other school related matters as
well asfor political discussions. Thes®uldbe set up as openly accessible forums or as
personaRestrictedAreas where only a predefined group of participants can enter (e. g.
children of a certain age or class).

1 Onlinecounselingsessions in restricted areas with health personnel (counsellors, social
workers, nurses, coachesc), where staff canrpvidecounselingn a safe environment
while pupils are not necessarily required to reveal their identity.

1 Document areas where staff can share documents (e.g. grades and development plans)
with pupils and their guardians.
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Figure 5: The Restricted Area Application - A List of Restricted Areas
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As depicted irFigureb, the Restricted Area Application congidbf many different Restricted
Areas(RAs). While RAs created by the school are marked as offjcithler users (pupils and
guardians)vere also able to create new RAs for different purposes. EaclvdRArotected by

one or several accepslicies thatdefined the parameters regardingio was allowed to entea
specificRA, use its functionality (chat, wall, document sharing and political discussions) and
accessts contentFor example, ®estrictedAreafor girls would havehadthe accespolicy

i Gi rTheananner in which XML polies wee generated was crucial to providing the
appropriate credentials so that the users could place trust in the fact that the restrictions were in
actuality true.

Users (pupils, guardians/parents and school personeed)able to sign in to differefAs in a

very secure and privacy friendly way taking advantage of theols provided byrivacyABC
technologiesFor example, by using hemart cardauser can prove that she is a girl to enter a

chat room r e st isusermayfurthemprove thaGshe belengs.to Class iforder

to enter a chat r o oAdditioraly,tsaiduserhas tthe abildyrtpravetthan s s 9 A0
she is a girl between 1¥5 years old to enterraore restrictive hat r oom -I5gears i Gi r | s
ol do. I n s ome c avaseéesired, thésercouldamooymagushy/pseydonymously

sign in and participate in political discussion groups without revealing any personal data. Another

case when anonymous/pseudonymog proved to balesirablevas duringcounseling

sessions.

The access to the RA Application itself andhe different Restricted Areagas controlled with
presentation policy alternatives (an XML translation ofdbeesgolicies) whichwere verified
against the credentials which theer ha locatedon her smart card.

Some of the functionalities provided by the RA Applicatieare the dashboard, search and
browse functions for lists of Restricted Are@sceinside a Restricted Areaserscouldchd,

With 6access policiesd, the XML style é6presentatio
policies were intermediate policies which needed to
before beingent to the user.
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upload files and leave messagesaavall. Additional functionalities on top of the Restricted Area
conceptwere the counseling, the political discussioie Alias Selector, the Dashboamd the
alias to alias chat (private omeone chatfunction Below is a description of the Alias Selector
and the Dashboattiat are run on the client side

The Alias Selector handlghe list of aliases owned by the usemi#ts designed to create new

aliases, delete old ones and switch between them. Alias ifformeass st ored on t he wuse
smart card. When the Alias Selectodta be rendered, the cliemtadea call to the ABCE user
service via a plugin,in orderto obtainthe conterg located within th&LOB area of the card.

After the successful retrieval tie list of alias IDs and names, the corresponding aliaaes
rendered into Ul element. Whenever an alias operatasnperformed, e.g. a switch between
aliases, the cliergenta request to the ABCE to generate a Presentdttianto comparewith

the onealreadysaved in the Restricted Area database during credtioms way,h e user 0s
aliasesver e saved and retrieved from the usero6s own
The Dashboardas the part of the client that alleda user to see theeRtricted Areas shead

recently accessetipth public and privateyr marked as favourite. To avoid linkability this fh

to be done in separate requiesthe database for each alias. A list of aliagas culledrom the

Alias Selectoso ago avoid &tra requests to the smart card. The Dashboaretbtdetalias IDs

andmadecalls to the RA server to retrieve the list of Restricted Areas for the activé fhas,

the Restricted Areasere rendered othe Dashboard as Ul elements. Thus, the Daslibwas

not performing operations on the card content itsel¥as there tallow for the dynamicreaton

of outpus that allowedhe useto have a personalised start page view

2.4 Functionalities and Execution of First Round

The following functionality was presented and used durinditsieround ofthe S6derhamn
schoolpilot:

1 Preparation and initialization of the smart candhich includel the following:
o Initialization of hardwaremartcards for Idemix and Uprove
0 Obtainirg a pseudonym for th@nartcard

1 Issuing downloading andawingcredentialdo the card

1 Revocation functionality

1 Restricted Area applicatiancludingthe followingfunctionality (seeSection2.3):
o Documents

Chat

Wall

Alias Selector

Dashboard

Integraton with ABCE via User Client

Verification of credentials for login to Restricted Asea

Counselling

O O0OO0O0OO0OO0OO0o

Thefunctionalifeslisted aboveallowed users to perform dheuser scenarios planned thie
first round Basic scenariosuchas logging in, accessing and using Restricted Assagiell as
communication within Restricted Areas were execuighdin the first roundAdditional feedbak
details are presented furtheithin this document

% Since the dashboard knew all the aliases the user had, it was specifically designed to run locally in order to
prevent the possible leakage of private information.
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Figure6 represents one of the stages of improvemetiieRestricted Area ApplicatiarPrior to
the launch ofhefirst round of the fot the appropriate look and feel of the user interfaees
reearchedcreated and further improved in order to provideae friendly and attractivieok
for theyounger users Since thepilot not only considered the stability of thechnical
implementation of the technologyut also arexample of real life usag# the system and
technologythe user interfacevas considered crucitd the success of the pildthus, the
evaluation of the first round was moskgseduponthe overalluser experience.

Based on the results and feedbfrokn the first round improveants were made for tleecond
round, including changes in parts of the implementation.

2.5 Functionalities and Execution of Second Round

Due to legal issues and requirements from the sehomhsenform wasneededo besigned
prior toany level ofparticipationin the pilot.The total number of participants who signed the
consent form wa881 out of approximately 889 possible users. The distribution of users was as

follows:

123 Pupils 203 Guardians53 Teacherand2 Admins.

The Second Trial icluded the full functionality from thdirst round(seeSection2.4), with
improvements and bug fixell also includd the following functions:

1 Optimized performance of User Client asmartcard operations

1 Predownloaded credentials to smart cards using a mhareced |[dM Mass Provisioning
Tool which replaced the functionality of tkdM Smart Card Registrar

New layout and improved user expegerof the Restricted Area Application

Alias to Alias chat inside Restricted Areas

Revocation removed from all credentials, excluding credSchool
InspectionApplication

Tray Application for control of User Client status

= =4 =8 =8 =9
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The Restricted Areasunctionalitieswereimprovedfor the second pilot roundavhich included a

bug fix, the addtion of the Alias-to-Alias chat and new layout of the whole application. Alias

to-Alias chat workdwhenthe chatvasenabled fothe current Restricted Area artertain user
hadclickedonamot her user 6s al i a$adénteredhd RestrictedsArealbif peopl e
function allowed usersto have private discussions withqubsting messages a chatthat would

have beenwisible for all whohad accesgo theRestrictedArea. Technically, the chat functiomas

the same as the one used to post to everyone, but with access restricted to two people/aliases.

Smart card initialization and download of credentials

For a successful start of the second pEROC preparedsmartcards to be issued to all users that
had signed the legal consent form. 34 smart cards were prepared for the firstooypared to
381 for the second round.

Preparation of smart cards incluldée following steps:

1 Thecustomization ofthesmart cardy printing wasdoneusingaspecial card printeA

smart carchumber andhe ABC4Trust logotype was printed on all smart cards (see

Figure7)

Theinstallation ofthe ALU (adding the OS to the card using MUtil.exe)

Theinitialization ofthesmart card to createpseudonym antb generatehe PIN/PUK

codes

1 Theuploadng of userdata totheldM Databasematchthecard pseudonym witthe [dM
record and savine wsercredettials prepared by the IdM Portéd the smart card

= =4

Due to the large number of participants in the second round of the S6derhamn pilot a decision was
made that EDOC would download the credentials to the smart cards before handing out the cards
to the usersThis required that NSN had to add more functionality to the School Registration
System. In the first round all cards were prepared by EDOC except for the last step which

required the respective usergdmwnloadtheir owncredentials. In the second rouBBOC made

all the preparations and also downledthe credentialsThis added convenience comes at the

price that the activities of the provisioner (EDOC) needs to be trusted

Figure 7: Smart card design

The teachers were the first group to receive their smart cards and card readers at the school. The
teachers asked to have some tim&toiliarize themselvewith the RA System and prepare some
Restricted Areas teventuallybe used by the pupils. The nexbup to receive their smart cards
werethe pupils. EDOC and SK administrators distributed the smart cards, PIN/PUK codes and
smart card readers to the pupils in each class separately. The last group to receive their cards was
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the guardians. The smart darand the smart card readers of the guardians were given to the
pupils totakehome and give to their parents. The guardians redéasr PIN/PUK codes with
a letter sent directly to their home addresses. diitireprocess wasompletedwithin 2 weels.

New layout of theRestricted Area Application
The new layout of the Restricted Area Application included an effort to make scenarios and

functionalities easier to understand. The design was also maeéeirtidine with current trends in
generalWweblayout and design.
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Figure 8: New Restricted Area Application layout

D6.3 Evaluation of the School Pilot Page?21 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

New Aliasto-Alias chat functionality

For the second round of the pilot a new functionality of Al@#lias chat was introduced. The
functionality allowedthe users to start a chat communication session with another user by simply
clicking on the alias of the user. The Restricted Area Application automatically ccreate
RestrictedArea and addethe two aliases to the access poboythat they could chat pately. In

this manner their conversation would not be visible to other.users

aﬁ" \ul. https://r.abcdtrust.se/Home/Details7arealD=400 O~ & C X || the Area Details ‘ ‘

uﬂi © souheil Beheri @}
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ABCATHust receives research funding from the 7th Research Framework Program (FP7) of the EU as part of the Trust & Security Program.

Anvandarvillkor och integritetspolicy

Fngure 9: Chat in RA

Revocation

After the first round of the pilot it was decided to improve the performance of the entire system.
Amongimprovements mada priority was giverto speeithg up the login process when using the
Restricted Area ApplicatiorThis was accomplished Ioginimizing the number of controls

(checks) towards the Revocation Authority in the following way

1). Revocation the revocation handle) was removed from all credentials except for the
main credential, credSchool.

2) To assure that revocation controbuldstill take place, a default accgsslicy was
added to all Restricted Aredisatrequired tie school name to tegual to Norrtullskolan.

Sincethis accesgolicy was added to all Restricted Areas it guaranteed that a revocation check
was performed whenevermaer was trying to login at any Restricted Asgal ultimately allowed
for a more optimized system with a racefficient login process.
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Inspection

The PrivacyABC inspection functionality was introduced in twcond round of thB6derhamn

pilot to guarantee the physical and mental safety of each participatingSinpé.thenspection

process providita means toevealthe true identity opostersit wasused with great carend

within regulationsMore specifically, nspection meant he r evel ati on colld t he pu
occurin certain predefined emergency situations (called inspection gshusuch inspection

groundswere concluded to he

Situations implying a severe threat to the life, or the physical/mental integrity of a.person
Situations demanding an intervention according to the Norrtullskolan policy against
discrimination and degrautj treatment.

9 An existing court order or other administrative request binding for Norrtullskolan or
Sdderhamn Kommun

T
T

The usewasalways able to see whether a Restricted Avaminspectablelue to the presence of
an indicator within the display and theo r ldspdtiond0 b e s i d e (see 8ectiom3lLIincat or
the event whera participant (pupil, legal guardian, or school staff) requbaih emergency
situation, an assignegthool Inspection Boandtould investigate the matter. This boasduld
decide if inspectiomvas required by comparing the inspection grounds embedded into the
presentation token with the current situation. In case the comparégpositive, the School
Inspection Board triggeda formal inspection procedsy forwarding the request to an assigned
Inspector. This Inspectavould thenperform a double check amdchsequipped with the technical
capability to reveal the identity of the pupil. The whole progessalso protocolledn orderto
guarantee that no single entitias able to arbitrarily spoil the privacy of the pupil and that the
identity could berevealednly within the situations of the inspection grounds listed above

ol S = s &

Figure 10: Reported message ichat

* This policy can be found attp:/bit.ly/1e7ptSnfor further reading.
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This processs initiatedwhen an emergency situation occurs that causes the Restricted Area
Application and the School Inspection Board to start the inspection procedure for a particular
communication. An Inspector, with approval from the Inspection Board, can then revealesttribu
from the presentation token stored with the communicaliiotine eventvherethe School

Inspection Boardavere todecide that the situatiatid not reqiire the identification of theser, it
either closd the case ocoulddecide to delete the conteartd/or write a warning to the

respective Restricted AreRegarding more detailed explanation refer to Se&ién

Inspectiorwas perfamedusing the Inspectokpplication a separate client applicatitimat isnot
connected directly tthe Restricted Area databaséhe SchoollnspectionBoard ha access to the
list of reported conterih orderto be ableo make a decisiowhetherthe inspection grounias
beenfulfilled or not. The inspection itself is performed only after such a decisésnbeen made

@ Fepoted Conternt - Mozl Fuefox
Ple (ot Yew Mgiory Jockmeds Jooks Melp
| B Itovmation om Restricted Ares | | Reponted Cortent W | 4

& sscdtnnt se Bl codep
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Ewrodocs New very important message - his wdeo IS recorded wsing RDP % noemal Windows PC Maom Noreta
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Teacher Tast 4534534853453 Grandga Bob

Figure 11: School Inspection Board view

Function wise, the introduction of the Inspection process was the biggest changesdoottd
round compared to the First Round. Th®versboth the amount and complexity of scenarios
implementedas much as it dodke perspectivef software development.

Tray Application

Pupils in the pilot wergrimarily using the schoél somputers (lajpps) to log into the Restricted
Area Application when thewere at schoolSince those compeits may have@admany other
programs installed, pupils sometimes complained about the school computers being too slow.
This was also the situation before the pilot started. During the first round of the pilot, after the
User Application was installed on the school compauitiewas difficult toverify if the computers
became even slower because of the User Applicatiamether it was due tine other programs
installed on the computer

In orderto isolate this performance problem and to improveotlezall user experiece while
simplifying the procest debug problemshedecision wasnadeto develop a Tray Application.
The Tray Application, introduced in the second round of the pilat,a Windows program that
couldbe installed on the comput&ract as a tray icofindicator) This showedthe status of the

User Applicationwhile offering additional functionalities such as starting, stopping or restarting
the local services. The Tray Application was also designed to be used to launch updates of the
User Application.
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3 Eval uati on o fDepgognreastol Pil ot 6s

In summationthe tworounds of the Séderhamsachoolpilot were successful. Thgoalk of
successfullydeploying the new cryptographic ardbtture and showciag) the PrivacyABCs
technology featuress well aghe Restricted Areas applioai, wereachieved. Moreover, the
technical issues tharoseduring the first round of the pilot weseiccesiilly mitigatedfor the
second roundAdditionally, the overalimprovements to thefficiency of thesystemmade fo a
much moreuser friendlyexperience while adding an extra layer of improved administrative
capabilitiesduring the second round

As a result of Swe d$wedsh pia & miaubes long ivinterviesvsvas f or t h
broadcasturing prime timenewson Swedish national TVThe interview can be seen at the
following URL.: http://bit.ly/1gHgd23

Figure 12: Swedish pilot on the Swedish national TV

3.1 Requirements and Fulfillments

Theschool pilot should provide end users with the following functions for community interaction,
as specified in [BGL+12]:

1 Counsting 1 counseling functionality developed accordinghiterequirements anthe
databasevasfilled with participatingpredefinedcounselors

1 Restricted chat roonisenhanced for the second round taetpupils use chat and other
Restricted Area functionality like walls with more comfort and better user experience,
requirements fulfilled

9 Political discussiong provided with no senario changes frothefirst round, only
general layout and functionality of modules chahgequirements fulfilled, but this item
ismore likeal ogi cal or virtual addition to genera
necessarilghange the overall scenario of use
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T
1

Sharing documentiisrequirements fulfilled since this functionality was enhanced in
alignment to changeawadein chat rooms and walls

Emergency situation measufiegispection application, school board interface andtfron
end controls to report content were on place and functional, requirements for functions
fulfilled

Within thepilot, the following community functions have been evaluated:

Public chat within Restricted Area

Sharing documents within Restricted Area
Wall posts within Restricted Area
Chatwithin a Counséing session

Alias to alias private chat

In the following list, we provide the predefined generic requiremehish will form the core
elements of the commageneric requirements.

T

T
T

= =4

=a =

=a =

Evely user must be provided withsenartcard reader and a corresponding PIN and PUK
code

Revocation of PrivacABCs must be enabled IBrivacyABC technology.

PrivacyABCs mustbe able to be bound to teeart carcand/or to the user. During the
issuance oPrivacyABCs, the new credential must be able to be bound to arusecha
way that this credential would eemed to baeseless if transferred to othe&mart card.
The user must not be able to manipulate the presentation tokens or the-RBGRY
without damaging their integrity.

The Privacy-ABCs must be stored on tlenart card

Issuance tokegeneratbn or a presentation token must require a PIN in order to
authenticate the user.

The user must be able to read all contents ofimewrt carcexcep t he user 6s
latter requirement is provided as a builfeature by thesmart carjl

The user must be able to change the PIN oshmrt card

The user must be able to unlock #meart cardy entering a PUK (similar to the mobile
phone hadling).

All processing of personal data requires a legal basis. Unless this is provided by law,
informed consent of the participants is required.

A presentation token must be nlamkable to the PrivacABCs which have been used to
generate it, if the @ chooses to remain anonymous.

During the issuance of Priva@®BCs, the new credential must be able to contain
attributes from PrivacABCs already owned by the user without the Issuer being able to
know the value Bthese attributes, i.e. cargver attibutes

Both theverifier and thassuer must be able to require the user to insert a pseudonym in
her token bound to thes e ise@rst such that the recipients of the token (Verifier and
Issuer) can be sure that no one else other than this spseifitan generate the chosen
pseudonym.

Theuser must have the possibility to generate a token with a specific pseudonym
previously used by her.

Both theverifier and theéssuer must be able to require tiser to insert a pseudonym in
her tokenwhich is not only bound to thes e seéret, but also bound to a scdpe

URL). In this special case, tlivacyABC technology must force theser to generate

the same pseudonym (scope exclusive pseudonym) if the scope is the same.
ThePrivacyABC tedinology must enable all players receiving tokens for checking if the
tokens are based on attribsitef PrivacyABCs owned by thesers sending the tokens.

A replay of the same token must not be allowe®byacyABC technology.

Log files must be geneed by the ABCESystemwhich will provide input for forensics
and liability issues.
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The log files must never reveal the values of-pahlic keys and secrets.
Theuser must be able to generate presentation tokens based on-AB@sywhich
were issuedby different issuers.
1 When the pilots are over, it must be possible to delete all the data stored alsatshia
the system (including themart card).
1 Personal data must be deleted once it is not needed anymore. For this, deletion periods
and a dedtion process must be defined.

= =4

3.2 Specific Considerations for the Second Round

An importantchange in the second round of gahool lot was the introduction of inspection as
a new feature.

Inspection grounds can be defined as the reasons for revealing the real identity of a
pseudonymous user by decrypting the inspectable presentation token which includes the identity
cryptographically hidden. Consequently, during the inspection the reguéassfection and the
correlating scenario have to be reviewdth regard to their accordance wittthe inspection

grounds. Different PrivacABCs systems will include different inspection grounds, since they

have to be adapted to the relevantcsse However, in most cases a common inspection ground

will be a legally justified demand of a third party such as a law enforcement authority. Within the
Soderhamn school pilot, inspection grounds would be determined by the School Inspection Board.

The inspedbn is performed after a decision of the School Inspection Board. Technically, it
consisedof EDOCretrieving an inspection token from the seraadturningit over to the
Inspector. The Inspector uses her special inspection application to inspeketheattd can thus
reveal the identity of the person who posted the content associated with the token.

3.3 Statistics

The gatistical resultsof thesecondround of the pilot confirmdthatthe natural growth of usage
of the systentoincided with the growth othe quantity of usersThis led to nore Restricted
Areas of more different typedjeingcreatedseeTablel).

Restricted Areas Value for 2nd pilot | General Description

Total Areas 115 Total number of Restricted Areas createdibgrs,
including Private Restricted Areas.

Private Areas 40 Number of default RAs createditomatically the first
time a ser signs in successfully using a default alig

Pupil Private Areas | 29 Number of restricted areas created by pupils and/o
guardians.

Official Areas 29 Number of restricted Areas created by school
personnel using the defaalias and marked as
official.

Counseling Areas | 10 Number of restricted Areas created for counseling
sessions by request of the user

Private Chat Areas | 7 Number of instances where the user requestedamne
one communication with another user by alias.

Table 1. Restricted Areas created insecondround

For the usage of this Restricted Areas users have created different alesastual Default
Aliases was reported as to b&l3whereby 889 was the total number of possible default users that
were reserved prior to the start of the pilot. The amount of actual Default aliases differs to the

D6.3 Evaluation of the School Pilot Page27 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

number available due to the fact that all of them signed the consent forsadTable2). Of
these, 4@sers successfully logged in to the Restricted Area Application at leasioomse their
default aliasFinally, a total of 108 aliases were created by the useddition to the primary
alias theuserhad beerinitially assigned.

Alias Types Value for 2™ General Description
pilot
Default Aliases 381 (889) The default aliaswvas the alias booked faruser

before the pilot stagd and wageptin the
applicationdatabaséo behanded over ttheuser
on thér first login to the systerin conjunctionwith
theconfirmation of thau s ereabneme and
surnameAdditionally, the éfault aliaswvas used
by school personnab send official information
privately to pups and parents

Used Default Aliases| 40 Numberof default aliasethatwereactually used
by users
Created Aliases 108 The actual number @liases that users have creat

manually using the Alias Selector.

AnonymousAliases | 62 The number of anonymous logittsthe system
when a user selects th
in the alias selector.

Table 2: Aliases used insecondround

Additionally, it is important to mention that, just as in the First Rotmelpption of using
anonymous alias, wheeepseudonym wacreated and saved in the database used quite often
with regard to the quantity of anonymous aliases per activd deethe Second Round it was 62
aliases, whiclaveragedut to be 1.55 angmous aliases per usdfra user was logged in
anonymously will not see her private restricted area and would need to switch alias.

Over the course of the pilotsers generateaver 900different forms ofcommunicatiorwithin
the Restricted Areaincludng chatmessgeswall posts political discussionandbr document
uploads(seeTable3).

Communication Form | Value for 2" pilot | General Description

Chat Messages 850 Total quantity of messages from the chat
functionalitywithin all types of Restricted
Areas

Wall and Documents | 52 Wall posts and document uploads to Restricte

Areas of all types

Table 3: Content in Restricted Areas

34 Eval uation of School Pil otds Net worl

During thefirst roundof the pilotresponse times and set upsoifioolb setwork satisgdall the
requirements andid not affect the flow by any significant network delays.
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One reported and solved case was the firewall rule which prevEB®E from gainingaccesso
theldM Admin GUI using remote administration todiom school premises. After the issues
were solvedheydid not affect the run of thailot.

Thesecond round of thpilot did not add anything to the previous findings regarding the network.
The larger amount of traffiduring the second round did not make any significant changes to the
response times observed.

35 Evaluation of School Pil otds Servi

For thefirst roundof the Schoopilot applications were deployed using installers containing all
the binariepackaged. This wagf installation created situation where it was necesstaryrack
which actual version of client was installed on which computer and manually reinstall them in
order to updateTheinitial installation process required local administarights oneach
computerandwas considered easy to perform from scratch by the while ypdates could be
made only with support froBDOC. Sincethe pilot users were performing testing and tasks only
on school premises, this did not cause any pruoblin thdirst round

To avoid a similar need for update support forseondround, the installewas enhacedwith
an update feature thallowed theuser client installeto download thébulk updatdile from the
Internet. The Installer then took this file containaibthe needed components aadtomatically
extraced thenmto aworking directory.

Testing within the first round also discovered some problems with the client software, such as
freezingof service and not implemented predic&mce it was difficult to diagnose the nature of
some hanged installations and failudesing the first rounda tray applicatiomvas addedby

EDOC prior tothe second round of the pildthe problems were documed and bug fixes were
then implemented for the second rounbe tray applicatiomvas usedo launch and stop

services, as well ago retrievethe actual status of the User Client behind the Windows service.
There were no reported cases concerfrieezing of services during the second round of the pilot.
As a result it was not possible to add administrative rights to tray application without opening
potential risks to computer securi§ontrolling User Servicgvas not possibletherwise but
oncetheuser launcledtheinstalleragain rights weregranedand the User Cliewas updated

This feature was used ordiyuring thetesting stag@rior tothe secondround start and did not

have cases reported by users whiduld haverequiredanupdatel User Clent.

3.6 Evaluation of Smart Cards and Readers

Smart cardswere utilized in the pilotin such a wayhatthe userinseredher smart card into the

reader whiclwas connected to the PQ.he userthennavigatel to the School Portal and cliell

on the AGo to the Restr i neweindowAouwdpop Agpapkingticeat i on o
user to enter her PHdode whichwould allow the RA Application to communicate with the

us er 6 s s ma mder eotaedthe corrdctfPINtode ¢he RA Aplication couldbegin

communicating and interacting with the smart cardich includedhe smart cards operating

systemas well aghe PrivacyABC componentshat werestored on the smart card.

During normal operation of the smart card, which in this casans operations such as entering
(log-in to) different Restricted Areas and conducting chat communicaiomselingetc., noA

® No contactless smart card readers were used in the Séderhamn pilot.
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revocable credentials that regiden the smart cardidinot chang® The credentialsauld only be
changed using the School Registration System (the Issuer).

The RA Applicationrmadeuse of aliases thatere stored on the smart card as a way to avoid
linkability. This means thahe contentthat residd on the smart cardid change during normal
operation. Thisvould onlyhappen when theser create a new alias. Even though theves a
limit in the card memory space where the aliase® stored, therererenotany reported
problems from anyseisregardingalack of space on the card.

Storage pace on themartcard was large enough &mcepiall the credentials needed for thiest

round but this was achieved by decriegghe quantity of all the credentials aogtimization of

the credentiafssize. Also, the credential specifications hatdéachanged to have one credSubject
with all the actual subjects as attributes instead of creating a separate credential for each subject.
The same was done with the credential credRole.

ﬂ_ SE

Figure 13: Smart card and card reader

In the first round of the pilothere was a problem with respect to &#&C Engine(ABCE)

getting the driver to release the lock on the card so that-fele service could obtain the lock
on the card when wasneeded. This should be fixed with the inlwation of an update to the
PCSC émart cardntegration) driver for .NET. This problem was solved befbesecondround
of the pglot, and did not reoccur during the second round.

®In the Soderhamn pilot, only the school credential is revoc8blén case the user loads new revocation
information, her school credentiallilbe updated but the attribute values of this credential will not change.
Nonrrevocable credentials will not change even if new revocation information is downloaded.
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During the first and the second rounds of the pilot the smart cards wekimgvwith no failire
reports All reports coming from thesers during the operation phase were related to problems
such as resetting of the PIN code and other functions not classified as failures of the smart cards.

With respect tahesmart cardeades, all the readerthat were used operatad they shoulevith
the excepion of one card readdrom thefirst roundthat wasmost likelybrokenon delivery and
was promptlyreplaced. Out athe 40 card readerthatwere testedonly one was not working.
This means 2.5% of the card readeasl a malfunction ifirst round No malfunctionsvere
discoveredegardingcards and readers durittge secondround.

3.7 Evaluation of School Pilotbés System Security

During the time periagithefirst and secondrounds of thepilot wererunning no security issues
wereobserved or reportedor had angecurity related incidents occurred.

Thefirst roundof the school pilot included basic testing of differeamart card used with the

same laptop as the of several use cases. Since all users weedtesing the same set of
school laptops, this was only done with the standard school laptop configuratisecdhd

round of thepilot included usage of home computersaddition to theschool laptopsThe
introduction of new computers tmestablished system provided additional risks as the potential
for security issues rose dramatically, howeweradditional security lapses wetetected.

As mentioned above, weadno reports of security problemsth any of the components of the
pilot. However, after théirst pilot all the scenarios were reviewed by the partners and common
discussions took place to elimingtessible risksTo provide security and avoid linkability during
anonymous sessions thastiboard made separate requests to the database for eagfaahas.
time a user switched aliases the previous session was ended and a new session was started.
Additional layers of security within the structure included the issuance of session tokehns and t
use of the nomeplayable httpdNo security problems were discovered.

38 Eval uati on o fAvaabiltyool Pi |l ot 6 s

During thefirst roundthe servergunningRestricted Ared pplication, School Registration
System and all needed server components were available 24/7 and no crashes or dmvatime
reportedwith exception tesmall maintenance breaks for updates which were not intedseftth
the testing schedule of tipdot.

Duringthesecondround there was a problem with Verifier not stagtbecause of tProve path
afterascheduled reboot dhe server Theproblem was reported, localized and astiart scripts
fixed. This problem did noteappear after that.

3.9 Evaluationof Sc¢c h o o | REspdnse Tides

The component response times satisfied the needs forstn@undrun in that the users did not
report significant delays in response time. HoweE&QC collected user feedback and noted
that some improvementsuld bemacde. Among noted improvements there was an optimization
of the revocatiorsection significant performance improvements for the User Client and a set of
changes for Restricted Area application.

The stress test done with users withinfitet roundproved tlat the response times were enough
to provide a possibility for collaboration between a set of users in the same RestrictelbAlea
4 shows measurementsllectedwith usersunning the system. The talpeeserd rough
measuremesthatwerecollectedat runtime. Timewasmeasured and given in secondsihe
measuremestincluded two main cases:

1 Case 1: Login to RA PoligiNot equalto birthdate with inspection
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9 Case 2: Login to RA Policy, Not equt@l birthdate without inspection

Process Case 1 Case 2 (No
(Inspection) Inspection)
Generate XML Policy (RA, Verifier, RA) 3 3
Create presentatidnUl compares pol i c 7 7
credentials
Share Ul 1 1
Generate presentation 12 8
Verify presentation 4 2.3

Table 4: Measurement of timing (all times are in seconds)

According to results shown ifable4, inspectionradded4 seconds to the process of generation of
a presentation token and 2 seconds to the process of verification of the presentation token.

In Table5, weprovidesome masurements of the time used fbe operations on the smartcard
during presentations and issuarntiee PC handling the smarard caches some data thrstftime
the smartard is used whichakes the following operations faster, so boittmés with and

without cache arprovided Thesetestswere conductedn a 2.2GHz Duo Core PC running
Windows 7 usinghefiTeoby Xiringo card readerthe same card reader that was provided to all
participants in the pilofThe timings diffeedwith different policies, andue to the fadte users
had the optionof creaing very complex policies, werere unable teonduct angresent timings
for all conceivablgossibilities so we present two different presentation$able5.Table5:
Performance Measurements

1024 bit 2048 hit
Without With cache | Without With cache
cache cache
Presentation involving two 10s 7s 15s 9s
credentials
Presentation involving one 8s 5s 10s 7s
credential with inspection
Issuance of one credential 8s 7s 12s 11s

Table 5: Performance Measurements

3.10Evaluation of the Restricted Area System

TheRestricted Are&ystemconsists of the followinghreeman components that are evaluated
Restricted Area Application, School Portal and Tray Application.

Restricted Area Application
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During testing and the operation phase of the first round it was hard to debug prdthismeas
due to the fact that was difficult to isolate the problems in order to know if the problem was
caused by the Restricted Area Application itself or by any of the afipdicationsPrior to the
launch ofthe second round of the pilot the logging ftiocality of the User Application and the
Restricted Area Application were significantly improved and debuggingniemore efficient.

During operation of the second round the Restricted Area Application servesetisevell and

no known issues or problemvere discovered by EDOC or reported by the schdoy tre pilot
users. Users were able to use the Restricted Area Application in the way it was intended to be
utilized. Teachers could create Restricted Areas and define gmmassswhile thepupils could
enter different Restricted Areas and pesteive messages and documents.

School Portal

The School Portal wadilizedin two different ways during the two rounds of the pilot. In the
first round theusers received their smart cards that was iiggdl and prepared but did not
contain the credentials. Eaubker hal to visit the School Portal and navigate to the IdM Portal in
order to download her own credentials.

In the second round this was changed. EDOC initidlézed downloaddall needed credentials to
the smart cards before thesxere handed over to theers. So there was no need for tkers to

visit the IdM PortalThe link to the IdM was not removed from the pgrtalweverjn the event
theuser needdto download new cientials. This happened in a couple of cases when the name
of oneuser was misspelled. The name was changed in théakislbase via the IdM Admin Tool
which automatically triggered the revocatiortlod old credentialA newcredential vasissued

and downbaded by theiserherself

Not only the design of the School Portal was changed between the two rounds of the pilot but also
the content such as the FAQ section, the user manuals and the linkk/sethgplication
Installerwere allupdated to refledhe latest changésn t h e develaprmeatmo s

While the two rounds of the pilot were running there were no reports about downtime or
unavailability of the School Portal. The School Padnta the builin potentialservea much
larger number of simultaous requests than whaas tested within the scenariotbé pilot.

Tray Application

The Tray Application was installed on all laptops at the school and was mainly used at the start of
the second round while testing and debugging the system at the Jd¢t@dkay Applicationin
combination with the User Application lad®elped in troubleshooting, localizing and solving

some of the problems that were faced at the beginning, i.e. com@eze find service hanging.

The wsers did not use the Tray Applizat on their private computers at horidne Tray

Application fulfilled its purpose and served the pilot well.
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4 User Evaluation Results

This chapter focuses mainly on the results from the second round questidBeeti@n4.1 gives
asummary of the first round questionnaire results

4.1 First round questionnaire summary

After the first round of the Séderhamn pilot was condyaiedrs completia questionnaire. The
results and the feedback from the first round were used not omigike technical improvements
to the IdM, the User Client and the Restricted Area Applicabanhalso to improve the pilot
preparation process such as downloading the credentials to the smart cards before wareards
handed over to the users.

The firstround of the S6derhamn pilot includit participation of 10 teachers and 22 pupils.
Most of the users who receivethart card reported that they tried to use the systEasks
provided by EDOC were performéy 68% of the studentsvhofilled-in a usereportthat was
designed as a questionnaire (see Appendix A).

Additionally, astress tesivas conducted whe&pupils and 2epresentatives frolBDOCwere
logged in to the same Restricted Area and performed different tasks with the Restricted Area.

The mat important findings of the first round questionnaire were that 73 % of the pupils found
the PrivacyABC technologies to be a good idea and in general had positive expectations on the
potential (sedigurel4).

Opinions from questionnaire

100%
B N
80%
70%
60%
50%
40%
30%
20%
10%
0%

Do you think Itis simple to Response time Use system in Commenton Comment on
idea is good use is acceptable future what was good what was bad

m Yes m No data m No

Figure 14: Opinion from the first round questionnaire
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4.2 Evaluation of User Experience and Feedback

For the evaluation of the second round of the school, jiilwas decided to complement the
statistics of the communication system with ansvirers the participants to a questionnaire.
However,due to the fact thahe majority of the participantsere minors, careful consideration
had to be given to the phragiof the questions71% of the participants of the questionnaire were
under the age of 18 and thus, the questions had to be adapted to their cap@bififseguently,

the age of the target group did not only affect the wording and the number of thgas&gons

but also the overall conceptthfe questionnairgesulting in a need to create a shorter and more
simplistic questionnairér hereforethe amount of questions was limited to®&rall

Additionally, due to the complexity of the ABC technolagyd the concepts of privacy,
anonymity and pseudonymity combined with the goal of not overburdening the participating
pupils it was only possible to touch these subjects rather generally. The questionnaire was divided
into two partswith the firstpart focussing on directly piletelated questions and addressing
specific functionalities of the PrivaedBC System. Theecondpart of the questionnaire,

however, concerneahostly thegenerakonceptual understandimg the ideas behind Privacy
ABCs. The compéte questionnaire can be found in &ppendixA.3 U s e quéstonnairé
Secondoundi English version

Altogether 91 persons participated in the questionnaire and the exact statistical distribution
according to agegender and roles can be seen in the charts below.

Age Gender

Female
45%

12 years Male
0% 55%

18+ 13 years
Years 15% Bremale @Male
23% 14 years
17 years 15% RGIE
2% Teacher

12%
16 years

13% .
Guardian Fupil
19% B3%
012 years @13 years B14 years
015 years @16 years B17 years
@15+ years @rupil Bcuardian @ Teacher

Figure 15: Participant Distribution

4.2.1 Functionalities of the system and their utilisation

The first group of questions which will be elaborated on inghixchaptecovered purely
statistical factsThey were meant to giieedback onvhich of thefunctionalities provided in the
pilot system weractuallyused and with which frequency. The intentioas toestablish a
statistical foundation fdiuture PrivacyABC resarch workand other developers implementing
ABC technologiesTherefore, in the following paragraphise results of theeparate questions
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will be complemented with some considerations regardinguibealloutcome of the
guestionnaire, thiunctionalityitself and possible actions to increase the utilisation of the possible
features.

Q1. Have you ever used more than
one alias?

Figure 16: Results of question 1

The possibility to use more than one alias is one ofdheprivacy protecting features of the
ABC-technology.The more information is disclosed under one atlaes easier igetsto identify

the person behind the ali&surthermore, if one alias would be inspected and reveallatie
associated information could be related to the real identity afsteTherefore, it seems
important to include the possibility that the samser can interact under different aliases.
Nevertheless, during the pilot only 53% of tiseis took advantage dhe given possibility.
However the statistics of the system show thatghgicipants who were aware of this option
used it quite frequently. While only 40 default aliases were used (initial alias with the real name
of the participant)108 further aliases were creatédrthermore62 timesuses interacted under
amnymousaliases. Moreovethere are several aspeetglainingthe result of this questiomirst

of all, 31% of the participants were teachers or parents mainly iniegantan official capacity.
Consequentlyfor theseparticipantghere was no use for int@ting under different namesince
they had to be identifiable in their capaciBecondly, as the complete ARBE&chnologyi the
possibility to use a communication systander different aliases while staying logged in into the
system was new and unknownnbmst participants. Therefore, itnst surprising that getting
accustomedb this new feature would require some titNenethelessit would be advisable for
future developers dfimilar systems to advertise this feature to a greater extent than iitahe p
for example bya pop-up window suggestig the usage o& new aliasat every logn into the
system.
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Q6. Have you ever been in an
inspectable area within the
ABCA4Trust system?

Figure 17: Results of question 6

Even though more than half of the participants have interacted in inspectab)¢hareasber
still seems surprisingly lowDueto strictlegal responsibiliiesand oversight obligations of the
school for itspupils allbut one(namely theResticted Area for political discussions] the
RestrictedAreas in the communication system wgrgpectable (seBection5.3). However the
low numbercanbe explained by the result of another questi@®n.) which showed tha35% of
the partcipants were not aware of the fact that they were interaictiaginspectable aredsee
below chapter £.2). Therefore, it can be assumed thags thck of awareness led to the low
number.Furthermorethe resulis contradicted byhe result of the filowing question(Q9).
According tothat onenearly two thirds of the participants used thatdlinction of the pilot
system and since the all but one of the chat rdoasparts ofthe Restricted Areas were
inspectablethese participantsost likelyinteracted in inspectable aredbe satisfactory result
of the latterquestion, however, appears even nswravhencorrelated to the percentage
participating pupils (69%). ffe chat rooms with limited accefes a certain grougveremainly
setup foror by pupils Thereforgit can bepresume that nearly all pupils entered a chat room at
least onceFurthermore, 40%f the participants did not ongnter a Restricted Area with limited
access for a certain group but did even cranreaon their om.

Q9. Have you ever entered
a chat room which had
limited access for a certain
group of pupils (e.g. only
girls/only boys)?

Figure 18 Results of question 9
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Q11. Have you ever created
a restricted area with
limited access for a certain
group?

100%

40% 60%

50%

0%

Y
es No

Figure 19: Results of question 11

Q4. Have you used the ABCA4Trust
browser plugin tool to check which
data is stored about you on your

smart card?

Figure 20: Results of question 4

26% of the participants checked which dates stored about them orethsmart cardEven

thoughthis numbermay appear lovat a first glance, it wais facta very acceptable resulthe

browser plugin tool to check which data is stored abowseiheas included to simplify the

exercise of theisel® gght of access to stored data. Usérr dat a s wtlemestyt s6 ri ght s
exercised by requesting the data from the data controllahanefore normally demand a lot of

effort. Thus,it seems thaby simplifying the procedure it was possible to mogvabre

participants to check tiredata and not blindly trushe ABC4Trust project and the ABC

technology. In conclusigmore thara quarter of the participantginginterested in their data

and exercimg their right of access an unusual high numheérhis shows an increased interest of

the piloH participantdn certain aspects of data protection, such as the scope of the personal data
storage within the PrivaeBC System
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4.2.2 Usability and Transparency

This subchapter wilake a closer look at hotransparent and uséiendly the pilot system was.
In particular the issue of transparency which had been outlined as one of the specific data
protection goalén the previous deliverab[®61] is a crucial element gérivacyenhancing

technologessuchasPrivacyABCs. In this context6 t r ans par ency means t ha
involved in any privacyelevant data processing can comprehend the legal, technical, and
organi sational conditions s éThus usapityisklesells cope f o

connected to the goal of transparency. Onlysérs can comprehend their interactions in the
systemthey can sensibly balance the benefits and disadvantages of disclosing information. In
particular in a system based on Priva8BC technology which enablesers to disclosenly a
minimum of informationusability is of up most importance.

Q2. Were you aware of which alias
you were using?
96%

100%

Figure 21: Results of question 2

Based orthe previousguestion(Q1.) coveling the usage of more than one aliais question

enquired ifusers were aware at all times which alias they were actually dsirachieve and

foster this awareness, a new feature was implemented showing the current alias in the top right
corner of the Uselnterface(seeFigure2?). The resuk showed that 96% of the participants who
had used more than one alias evawaraunder whichonetheywere curently actngin the
schoolcommunication systenThis shows that the display of the current alias worked well in
enhancing theser awareness, making it transparent under whickceffen identity thaser was
acting.

Tools  Help
g% J w puanon fieo, Anonymous @

Hem Dashboard All Political Counseling Hijalp

Figure 22: Screenshot to question 2

"Harald Zwingelberg, Marit HanseRrivacy Protection Goals and Their Implications for elD Systiem
Simone FischeHubner, et al., editor$roceedings of the IFIP Summer School 28dringer Boston.
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As mentioned before (sé&hapter 4.2.1)lte next question (Q7.) of thguestionnaire showed that
only 65% of the participants were aware of the fact that they were interacting in an inspectable
area. Thisurprisinglylow per@ntage was in particular unsatisfactory since it was linked to the
interactions in inspectable areas and therefore with the most privacy intruding pamitdtthe
system. Especially in this context transparency would haveibgeEmtantbecausehe inspetion
featurelimited users to only pseudonymous interactiand allowed the revelation of their real
identity. This low level of awarenegsrovedan increasecdheed for transparency featasgithin

the systemHowever, die to the importance of this isstiavill be discussed in more detail in
chapters.3.

Q7. Were you aware of the fact that
you were interacting in an
inspectable area?

Figure 23: Results of question 7

4.2.3 Comprehension of the ABC system

The importance of transparency and usability in a prieaatyancingcommunication system has
been explained in the subchapter above. Furthermore, it was explained that transparency in its
core means comprehending the technical and organisational circumstances. Therefore, the
guestionnaire included two questid)®3. and @.) examining the comprehension of two core
features of the ABGysteni' requesting a presentation token and entering a Restricted Area in
compliance with the access polidgterestingly the resultshow that the percentageafrrect
answers nearly extyg coincides with the percentage of participating pupils.

The first questiorfQ3.) simulatedthe process of requesting a presentation token in the Identity
Selector. Duringhis processthe systendiscloses tdhe user which attributes are revealed ie th
requested tokerin the screenshot of the questigedFigure24), the only attributeequired for
disclosurewas that theiser is a pupilThe resit showed tha69% of the participantshose the
correct answer while 31% of the answers were incorHmiiever thehigh percentageate of
31%false answersould be founded in a multitude of reasdihsnay be thaparticipants

confused the ternfhame andfialia® , w highthdve led to the assyotiont hat oned s
would be disclosedAn dternative explanatiomightbethat the participant&ere uncertain about
inspectable presentation tokangenerabnd which nformation is disclosed by thesince the
example screenshot showed an inspectable presentationNekamthelesghe result shows that
nearly one third of the participants did not fully comprehend the process of requesting
presentation tokend his encompasseas particularthe knowedgewhich information would be
disclosedn the tokensThe functionality of the Identity Selector is a central part of the Privacy
ABC technology used in the pilot. Duettds fact and regardless of any possible explanatibn
this result, it appears otmost importance to improwke understandingn this matter.
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Consequentlyit is necessary texploredifferent waysof how toenhance the comprehension of
theuser, e.g. byproviding further information inhe Usernterface or interactive tutoriéaures.

| ABCATrust Kllent Applikation

L

urm:soderhamn:policies:area3s7p0

Information som ska avsldjas

Roll Certifikatet

Avsigiade sgandeskap och giltighet
° ’*\ /ﬁ\’i\ « Du dger ett giltigt Roll Certifikatet frn Nortullskolan.
» « Du dger ett giltigt Skola Certifikatet frdn Nortullskolan.

Skola Certifikatet Avslojade attributvarden

« Vérdet av Elev fran Roll Certifikatet: true.

Inspekterbara attribut

. * Anvandarnummer frin Skola Certifikatet (000209-9262) ar inspekterbar av och endast av urn:sodel:
Grunder: Beskrivning av villkor och omsténdigheter da Inspektion kommer tillimpas

Acceptera

Figure 24: Screenshot to question 3

Q3. Which information about yourself is disclosed in this
presentation token?

@ Your name

@Your age
O That you are older than 13 years Your name
OYour class 15%

Your age

@ That you are a pupil (correct answer) 8%

That you are older
than 13 years
2%

That you are
(correct answer
69%

Your class
6%

Figure 25: Results of question 3

In the second questiq@®5.) entering a Restricted Area with limited access for a certain group

here all girls 13 years or oldemwas simulated. The necessagrsonahttributes for entering are
outlined in the screeshowing the access policy (deigure26). Again in this questioyover two
thirds of the participants answered the question correctly. Additiod&i¥g (11% + 4%) of the
remaining responses were hetfrrectbys el ect i ngr 6 ébhl | gpelt sdns

Neverthelessynderstanding access policies correlates directly with the permission to enter certain

ol
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areas and thereby with choosing the correct attributes in the Identity Selethairfdisclosure

in the requested presentation takeFhereforejt was desirable to achieve the highesmber of
correct answergossible Similar to the previous questiptine conclusion has to be thabre
informationneedgo beprovided to the participant®nly therebyit canbe achieved that theser
fully comprehendghe provided Useimterface functionalities and the correlating conception of

the PrivacyABC technology.

Access Policies

Alias Policy
Attributes Funktion

Alias Name =

Policy 1
Attributes Funktion
Kon =
Alder ==

Varde

Snyggast

Varde

female

13

Figure 26: Screenshot to question 5

D6.3 Evaluation of the School Pilot Page42 of 170

Public Final version 1.0



ABCA4Trust Deliverable D6.3

Q5. Who is allowed to enter this
restricted area?
@Al girls
OAIll persons older than 13 years
@ All pupils
@ AIl girls 13 years or older (correct answer)

All girls
11%

All femal
teachers
0%

All persons
older than

13 years
4%
All girls 13
years or
older All pupils
(correc 17%

answer)
68%

Figure 27: Results of question 5

4.2.4 Trust and Acceptance

The last set of questiof®8., Q10., Q12., Q13., Q14 the first part of the questionnaire
examined the trust of the participamtith regard taspecific functionalities of the ABC
technology, the motivation behind theageof those and the general acceptance of the pilot
system.

As mentioned beforeéhe inspection function isne of the features in the pileystem worthy of
furtherdiscussionTherefore, it appeared importantfied out theopinionof the participants
about thenclusion of this featurel he inclusion of inspection constituted a balag@ctbetween
privacy protection anthe protection of the school pupitscases of emergey and unlawful

user activities in th@rivacyABC system Consequentlyhe generaliseracceptancef the
inspectiorfeatureis a centrasubject of the pilot evaluatioithe questionnaire showed that 79%
of the participants who had interactedrispectable areas fedaiferbecause they knew that
someone could assist in certain scenahtimeover, the result also proved that the participants
trustedthe school and th&ystem administratdghatthey would comply with the stated regulations
(in paticular the predefined inspection grounds) and thiatechnicalpossibility of revealing
their identity would not be abusetHowever, this result should not be generally transferred to
otherPrivacyABC systems since the particular circumstaricasclool in Sweden with mostly
teenagers as participants in the pil¢taveto be taken into accounh other settingse. g. with
older participants or different national backgrounide acceptancef theinspection feature
mightbe different depending ohe privacy concernsf the involveduser group.
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Q8. Did inspectable areas give you a
feeling of security because you
knew that someone could help if
anything would go wrong?

100%
500+

0%

Figure 28: Results of question 8

A further sign otrustwas the result of the next question. This time, however, the result showed
that the participants trusted tReivacyABC sygem itself. 96% of the participants who had

entered a chat room with limited access for a certain group were confident that all other members
in this chat were also allowed to be there. Since thmipsion to enter is based on an automated
decision at theore of the ABC technologyhe resulishowed that the majority of thsers

trusted that the system is workingthout fault.

Q10. Were you confident that all
other members in a chat with
limited access were allowed to be

there?
L T—

100%
50%

0%

Figure 29: Results of question 10

The following two question@Q12. & Q13.)correlate with the previous onelhe idea behind the
guestionconcerning access without permissieas threefoldFirst of all, a failed attempot
access a Restricted Area to whstdmeone did not have accesscould elevatethe trust in the
system which was enged about before. Secondly, since the participants were mostly,heils
idea oftryingto6 sneakd i nt o pr @therreasdnahikastyrthe éirst questoen me d
had tointroducethe second one. The second question, howevermyastant énce the school
pilot did not include any safeguards preventing pupils from swapping their smart cextise
tombola in the Patras pilot (sg273]) i and therefore it was interesting to know how many
participantddid swaptheir smart cardat least temporary. Technically it was rot possible that
someone would enter Restricted Area to which he/she should not have had access to due to
wrong or missing attributes hiis it must be assumed thattempts to enter coulcalze only be
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successfulvith a smartcard of someone elser if another participanvas already logged in into
the system. The result revealed that around one third tried to access a chat room without
permissiorand 13% of thee clainedto have succeeded. However, while the percentage rate
seems quite high it has to be mentioned that in this instance 13% is on par with 4 participants.

- Q12. & Q13.
o00% ——

5006 —

0% ‘
Did yW/

sneak into a Restricted |f yes, did you succeed?
Area with limited
access for a certain
group to which you
should not have access
to?

@Yes@BNo

Figure 30: Results of questions 12 ath13

The last question of the first part of the questionn@)i4.)explored the preferencesthe
participants in regard to logins with password/username or the pilot sy&temesult of this
guestion wasignificantfor several reasonéirstly, from the beginning of the project it was
evident that PrivacdABCs would have to compete with logi by password/usernantdgp to

now, the most common way @futhentication or identificatiowhile surfing thenternetis based

on a full di sclosure of onebés identity at
With PrivacyABCs, however, only a set dbkens and not all information abdbe useneed to
bedisclosed. Therefore, a new way of logging in is available which is additionally exceedingly
privacy preserving. Furthermore, Privacy ABCs comply with legal obligations congetata
minimisationto a greater extent. Neverthelegsyidelyspreadntroduction of Privacy ABCs will
only succeed if they are commonly acceptedidsrs.The second reason for this questionnaire
inquiry was the fact that #dllowedeach participaniotweigh the pros and cons for themselves and
to come to a final consideration regarding the pilot sysWimile the previous questions adh
ratherat possibilities to improvihe PrivacyABC system as used this specificpilot settingthis
guestion asatained the general acceptance of a new and unknown syateifmermoresince the
project pilots were thappliedusecase of this projectthe answers of the participants were not
based on pure theoretical consideratjdmg on handon experiences wita runningPrivacy

ABC system.

In the endthe questionnaire yieldedvary soundesult. 56% (28% + 28%) of the participants
would prefer a login with the ABBystem andmly 16% (4%+ 12%) would like to keep logging
in with password and username. Thenaining28%were undecidedHowever, taking into
account that it was a test pilot which could not show all the capabilitiesvaicy-ABC
technologesdue tofactual, organisational angal restrictionsn this projectjt appears likely
that the majaty of theundecidediserscould be convinced of the benefits dPavacyABC
system Consequentlya second improved pilot and further research regariagacceptance
anduser comprehension could be very beneficial.
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Q14. If | had a choice between a login with
username/password or the ABC4Trust system, | would
prefer the latter one

T w0 1206 2% gy
| A% 12% 28% g, 28%
00/ L;:’;::?_i_ig_ii - ] 0

0 T F""""_T ’_’QI_’Q _

neutral

strongly
agree

strongly
disagree

Figure 31 Results of question 14

4.3 Evaluation of User Experience and Feedback: User Acceptance
of Privacy-ABC

Understanding why people accept or reject a certain information technology solution is an
interesting field of research in the information systemsedtigations started with understanding
how the userods beliefs and attitudes on the
use. These attitudes and beliefs could also be influenced by other external and less determinant
factors.

Different user acceptance models of technology have been proposed in the last decade most of
which originate from theories in sociology and psychology. Out of alll ¢oknology

Acceptance Mod&(TAM) has a major dominance in the information sciencestpcThe TAM

was built based on sogicognitive theory called the Theory of Reasoned Action (TRA). The

TRA suggests that a person's behaviour is determined by her intention to perform the behaviour
and that this intention is, in turn, a function of his/agitude toward the behaviour and his/her
subjective norm. Intention, often regarded as the best predictor for behaviour, is the cognitive
representation of a person's readiness to perform a given behaviour. In this theory, a person's
attitude towards betviour consists of a belief that particular behaviour leads to a certain outcome
and an evaluation of the outcome of that behaviour. If the outcome seems beneficial to the
individual she may then intend to or even actually do this behaviour.

The TAM as arinformation systems theory concept based on the TRA tries to model how users
come to accept and use a technology. The model suggests that when users are presented with a
new technology, a number of factors influence their decision about how and whenlithee it.

In what follows, we will present the determinant factors affecting technology acceptance privacy
ABCs that were incorporated into the final questionnaire distributed to the pupils participating in
the PrivacyABC basedsdderhamrschool commurgiation system.

4.3.1 Perceived usefulness for privacy protection

The perceived usefulness scale was originally construct&awig, Bagozzi and Warshawith
14 scale items. The authors later revised it and lowered the scale items to 10 items and then to 6

8 Proposed byavis, Fred D., Richard P. Bagozzi, and Paul R. Warshaw. (1989): "tissstance of
computer technology: a comparison of two theoretical modglariagement scien®5.8. 9821003
(hereinafter referred to as ADavi s, Bagozzi and
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items. These were further narrowed down to four items. The last four scale items were adapted to
evaluate the perceived usefulness of PrivABLs as privacy enhancing toolEhe items are

used to analyse the extent to which the pilot participants behevé¢he PrivacsABC system will

be useful in enhancing their privacy during their participation in the Pr&8y based school
communication for different purposes such as anonymous privateAftemtevaluating the

guestionnaire, we found out that mpstticipants found the system useful for protecting their
privacy while using the Restriond5pantlickede a chat r
scale).

4.3.2 Perceived ease of use

The perceived ease of use scale has also gone through similar modei/raattivat of perceived

ease of use sinceuvitasfirst introduced byDavis, Bagozzi and Warshawhis concept is defined

as the degree to which the technology (information technology system) is regardedtas easy

understand and operate watit having to exert extra efforts to learn from the user side. The

perceived ease of use of the system has an impact on the final technology adoption phase. In

addition, it has been noted in technology acceptance research that perceived ease of esé has dir

and indirect effects towards behavioural intention. The learnability and easiness to use of the
PrivacyABC system was, therefore, analysed by adapting the constructs from the ladr@cales

Davis, Bagozzi and Warshawhe empirical results showthaito st parti ci pants ( m=
on a 5points Lickert scale) found the system easy to use.

4.3.3 Perceived anonymity

At the core of ABC4Trust project is the provision of anonymity to the pupils when using the
school online communication to exchange informasach a®nline chats, discussion rooms,
counselling sessions, and documents shaAbgolute user anonymity in online services can
easily lead to fraud. Weher users should be allowed to stay anonymous online and to what
degree of anonymity is even dgtable’ Nonetheless, researcher works have been underway to
provide anonymity in integration with accountability. Privé&BCs, therefore, give a balance of
anonymity for honest users and accountability for misbehaving users through a feature called
inspection® Whenever a pupil has a problem, be it physical, psychological, mental, financial or
any other, they can anonymously discuss it with a counsellor or the school nurse. While pupils
can feel assured that their anonymity is well protected, the coomsatli make sure that the user
is indeed a pupil of the school and entitled to access the service.

The inclusion of the perceived anonymity concept to our user study allows us to empirically
evaluate the sense of anonymity the pupils perceive while coioating in the Restricted Area
and other features of the systerhe feeling of a sense anonymity helps pupils to be more willing
to talk about the real issues they may face, which they would otherwise feel reluctant, shy or
scared to talk about if usingal identities.

Understanding how anonymity is perceived by the participants, and how they feel about it is a
vital issue that affects the final adoption of a privacy enhancing technology such as-RBécy
system. We adaptd@bsmansandBaumgartned sales™' to measure the strength of the

?SeeKang, R., Brown, S., & Kiesler, S. (2013, Apriihy do people seek anonymity on the internet?:
informing policy and design. IRroceedings of the SIGCHI Conference on Human Factors in Computing
System¢pp. 26572666). ACM.

19seeCamenisch, J., Krontiris, I., Lehmann, A., Neven, G., Paquin, C., & Raeng, K. (2012). H2.d
ABCA4Trust Architecture for Developendeartbeat 2, 1.

1 SeeBosmans, A., & Baumgartner, H. (2005). G&&levant Emotional Information: When Extraneous
Affect Leads to Persuasion and When It Does Not. Journal of Consumer Re3263%424434.

(S.426ff.)
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psychometric feeling of anonymity of the pupils during Restricted Area Thatstatistical

analysis shows that most of the pupils (mean = 3
and the feeling that Prieg-ABC system is able to protect their anonymity when they use the

Restricted Area

4.3.4 Privacy-ABCs trustworthiness

Trust, commonly defined as an individual s wil |l
characteristics of the other pagiays arimportant role in further adoption of technologté.

also plays a central role in helping information technology users overcome perceptions of risk and
insecurity by making them comfortably sharing personal information and acting on the system.

In our @ase, how much the pupils trust the PrivéddyC system is essentially investigated by
incorporating trust measurement psychometric scales adapte@&dmd scales® The analysis
shows that majority of the pupilme an =3 . 6 8, Gpoidts Licke7s@ale)dbelieva thah
the PrivacyABC system is trustworthy

4.3.5 Subjective Norm

Subjective Norm (SNhasbeendefined* as an individual's perception of whether people

important to the individual think the behaviour should be performed ohmibs. purest esence,
subjective norm is a kind of peer pressure. Whether or not a person participates or intends to
participate in any behaviour is influenced strongly by the people around them. People are also
inclined (or not inclined) to participate in a behaviousdghupon their desire to comply with
others.The contribution of the opinion of any given referent is weighted by the motivation that an
individual has to comply with the wishes of that referent. It is a concept that looks at the influence
of people in on's social environment on her behavioural intentions.

In our scenario, the beliefs of the pupils, weighted by the importance they attribute to the opinions
of the teachers, school principal, parents and peers will influentebizeiouralntention to use
the PrivacyABC system. Accordingly, we found out that the pupils are influenced by the people

around them to a considerable degfeme an = 3. 04, u = .909) of accept
school communication system.

4.3.6 Behavioural intention to use

The behavioural intention to use is the other psychological construct mainly used to estimate if
the users would like to continue using the systemakffirst posited inDavis, Bagozzi and
Warshawas a construct mainly affected by the deteantrconcepts of perceived usefulness and
perceived ease of use. Behavioural intention to use also metiafesrceived usefulness and

actual system use. As the pupils perceive the PrivdB® system to be useful, this consequently
influences their behaoural intention to use the system. Furthere,their perceived ease of use
influences perceived usefulness leading to behavioural intention to use and ultimately leading to
actual system usage.

We adapted the last scales useBavis, Bagozzi and Warshaw measure if the pupils would
like to continue the using the Priva@&BC system if it were to continue in the school. The

25eeRousseau, D. M., Sitken, S. B., Burt, R. S. and Camerer, C. (1998). Not so different after alk: a cross
discipline view of trustAcademy of Management Revj&8, 3, 393404.

13 SeePavloy P. A. (2003). Consumer acceptance of electronic commerce: integrating trust and risk with
the technology acceptance modaternational journal of electronic commerc&3), 101134.

1 SeeAjzen, 1. (1991). The theory of planned behavidrganizationalbehavior and human decision
processess0(2), 179211.
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empirical analysis shows that many of the pupilme an = 3. 27,
using the PrivacdABC system in thduture.
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5 Considerations on Legal Topics

5.1 Applicable Law

With the ABC4Trusproject beinga Europearone and sincproject partners from different
Europearcowntries cooperateih the implementation of the school pilot the question of the
applicable national law had to be answered before the start of the pilot. Even after the introduction
of a common European data protection framework this question retains its importanceesince t
European Data Protection Directi98/46/ECis notself-executing but had to be transferred into
thenational lawof the member state€oncerning thisransfer the Directie didnot only permit a

higher standard of protection but explicitly encouraigétiConsequently the different national

laws still differ fromeach other to a certain degree and national particularities have to be taken
into account.

Nevertheless, the issue of the applicable law is solved consistartigards to the processing of

personal datéhe national law of thatEEC member state is applicablewhichthe controller, who

is responsible for the data processing, has established his place of business. Ttierefore

applicability is only dependent on where the controlleritsaeadquarter but independent on

where in the EC states the data is processed. Thisated principle of domicile allows

controllers to O6exportdé their national data prot
EEC member staté& Thereforethe Swedish Personal Data Act was applicalsiace the

Norrtull skolan was established in Sweden and the data was also collected in.Sweden

Furthermore, the assistance of the Swedish IT company EDOC as well as the Germany based
company NSN did not changiee applicable lawAs thepersonal data assistant (data processor)
is only operating on behalf of the data controller the applicableatashthe correlating obligations
haveto be derived from the controller.

Further and more detailed information regagdihe applicable law as well as the contracts
between the controller, the data processor and theradessor can be found in the deliverable
[D53].

5.2 Consent Form and Informing of Users

Simultaneously to the technical setting up of the school communication system the legal
foundation of the data processing had to be establistedever, mither the Swedish Personal
Data Act nor the Europedbirective 95/46/EC providia legalpermissiorfor the intendedlata
processindout alloweddata processing based dwe tconsent of thesers'® According to Section
3 Personal Data Act\alid consents

fieverykind of voluntary, specific and unambiguous expression of will by which the
registered person, after having received information, accepts processing of personal data
concerning him or het’o

15 Recital 10Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personalatat on the free moventesf such

datg hereinafterEU Data Protection Directive5/46/EC

' Recital 18, Art. 4 (1a) EU Data Protection DirectB&/46/EC

" Section 4 Personal Data Act.

18 Section 10 Personal Data Act, Art. 7 Bldta Protection Directive 95/46/EC

19 Similar Art. 2 (h) Data Protection Directive 95/46/EC
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As one can seg@, validconsentequires that thesgr receiveformation regarding the specific
circumstances of the data processifige SwedishLaw, howeverdoes not stipulate the exact
scope ofwhichinformationhas to ke provided to theser. Nonetheless, whithe obligation to
inform the wer before her conseis distinct from the obligations of informing the registered
person in Sections 23 et s§wedishPersonal Data Adhey are obviously closely link&édIn
generalthe goal of the information provided has to be, that the data subgateito make an
informed decisionThereforethe

consent by the data subject musblhsed upon an appreciation and understanding of the
facts and implications of an action. The individual concerned must be given, in a clear
and understandable manner, accurate and fifbimation of all relevant issueg, é.%'

Therefore, in a first step thelevant issuesf the school pilot had to k#arified. In general the
following factors compose the specific circumstances of the procegséngtion and therefore
influence amongstther things the obligation inform the data subject:

1 who will process the data,

M1 whowill be the source of the data,

9 for which reasons will the data be collected and proceased,
9 which personal data will be processed

Consequently, first outline of the pilot setip showed that it wasecessaryo informthe wsers
about

the identity of the data controller, data processatsubprocessor,

which personal dataill be collected and processed,

for which purpose the data will be presed,

how the data will be processed (incluglia highlevel andunderstandable abstract of the
automatic means of processing)

for how long the data will be storeahd

to whomthe data will be disclosed or transferred to.

1
1
1
1

= =

This information was provided iiorm of an information sheet which whandedut with the
consent fornto the possible participantslowever ,t had to ke taken into account, that theaus

were mostly pupils under the age of 18 years. Thus, the provided information and the consent
form had to be understandalfbe a target group between 13 and 18 years@ishsequentlyfor

the purpose of not overwhelming the redtherinformation sheet only included the minimum
required information. For further information the URL of the ABC4Trusbsite and the contact
details of two contact persons were specified. This information was complemented by a user
manualwhich was givero the participants with their smart catdter on Furthermoresince it

was necessary that the paremttegalguardians of the pupils consented to the data processing as
well, it had to be ensured that they received the information too.

Additionally, to ensure the voluntariness of the consent it was strestez consent forrthat no
disadvantagesould result fom not consenting awithdrawingthe consent later on.
Nevertheless, after receiving the signed consent forms from the participants the realisation of this

0 t Haga subject's consent’ shall mean any freely given specifidgrdodned indication of his wishes by
which the data subject signifigdsis agreement to personal data relating to him being procéssed

% Article 29 Data Protection Working Par@pinion 15/2011 on the definition of consehtiopted on 13
July 2011, WP187, 01197/11/EN]. 19.

21 Article 29 Data Protection Working Partyorking Document on the processing of personal data
relating to health irelectronic health records (EHRAdopted on 15 February 200%VP 131
00323/07/EN, p. 9.
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assurance proved bemore problematic than initially thought. Since the number of participants
was smaller than initially estimated the situation arose thajpaoticipants and participants were

in the same class. Consequentiyyas not possible that aibmmunication between pupils and
teachers could be done via the school pilot systdrareforeandto safeguard the promisd no
disadvantageghe participating teachers were instructed to only communicate non relevant issues
via the system or supplement electronic communication with classical means such as letters or
phone calls.

Furthermorefor several reasorespaperbasedconsent fornwaspreferred to a digital one.
Firstly, to hand out and collect pag&aised consent forms during class or pareather
conferences was more convenient than sending out electronic requests. Secaiebiraic
communication before the start of the pilot would have required the collectibaerhail
addresses of all possible participants. This in itself would have consttdsdprocessing

which wauld have presupposed a legal baBisrthermore, a validlectronic consent would have
required that all participanimssess a validigital signatureFinally a papetbased credential was
preferredfor the sake of proof.

Last but not leastufther considerations had to be given fribia outsebf the pilotto the issue
which categories of personal data would be processed. Section 13 Personal Data Act as well as
Art. 8 of the Directive 95/46/EC generally forbid tcessing of sealled “sensitive personal
data’. Thisategory includes every personal daeealing racial or ethnic origipplitical
opinions, religious or philosophical beliefs, tragdon membership, and data concerning health
or sex life. Exemptions from this prohibition are only permitted in certain scenarios provided
by national law or \ith the consent of the data subjatthe processing akensitive personal
datadis explicitly mentionedn the consent fornThis prohibition appeared problematical since
chat messagagf the participantsvere stored in the system and it could not tegligted what

kind of information the participants would disclose in the Restricted Areas of the sy$iiem.
situation however, on its owwould not have been problematic since the AB€hnologywould
allow usersto stay anonymouandwould preventheallocation ofchat messagdse a certain
person. Therefore the information wouldt haveconstitutel personal datddowever,due to

legal obligations of the school the inspection feature had to be addedrtp allof the Restricted
Areas and participants were only able to interact pseudonymanstigad of anonymously
Therefore, their information had to be categorized as personal data. Consecuentiyply with
the prohibition of processing sensitive personal dhéaconsent form inaded a special reference
towards the processing of sensitive personal. ddtaeover the inspectiorieature as wkas the
inspection grounds weexplained in the information shedtonethelesghose Restricted Areas
which were most likely to entail fibcal opinionswere createds non inspectable and therefore
completely anonymous.

5.3 Inspection

One of the more discussed functionalities of the Privacy ABC technology and the school
communication system was the inspection feature. By including encrggpt#tbnal information

into the presentation tokens thgeus were not able to act anonymously any more. The additional
information allowed identifying aser if needed. Therefore, he/she was only interacting
pseudonymously. While the widespread inclusibmspectable Restricted Areas in the
communication system prevented that the full capability of the ABC technology was shown it was
necessary due to legal obligations of the school. According to Swedish Lalerttellskolan is
responsible for theafey of theminors Therefore it was necessary that skboolmaintained the
ability to interfere if the physical and mental safety of a participant would be aFusgkermore,
since the school provided the communication service to the pupils, they dsslite that the
interactions in the system were in compliance with the localdsttrimination regulations.
Nonetheless, the final questinaire showed that 79% of theeus accepted the inclusion of
inspectable areas becausgate them a feeling @ecurityto know that someone could help.
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In the endt was agreed upon that the Restricted Arglaere most likely sensitive personal data

was disclosedstayed urinspectable. Thereforéhe Restricted Areaetup for political

discussions asnoninspetable.Nonethelessit was necessary to sap counselling sessions as

inspectable areasince pupils might implya severe threattothee or s o fifeandie el sed s
would be necessary to identify them.

However, toincrease the privacy of theers asict procedure was agreed upon, and the
disclosure of the real identity was only permitted under certain prearranged conditions. These so
called inspection grounds were:

1 Situations implying a severe threat to the life, or the physical/mental integatperson
1 Breaches of the Norrtullskolan policy against discrimination and degrading treatment.
1 An existing court order or other valid administrative request

Furthermore, the inspection feature itself, the technology behind it and the inspection grounds
were openly communicated to the participants in the information sheet before they consented to
the data processing. Additionally, there were several safeguards in place reminding the
participants about the inspection functionality during their intenastiothe communication

system.

As can be seen in the screenshot beleigure32) all the inspectable areas were clearly indicated
assuctbyas mal | eyesgfige The 6eye signd was supposed t
watching and cald reveal the identity of theser in certain situations. Furthermore, for

recognition reasons it was used for other reminders of inspectable areas.

Uﬂi” RUST : : AR On

Hem Dashboard All Political Counseling Hjalp

Anonymous @'

Biobiljeter Diskussion 5 (betygsy... Diskussion 4 (trygghet)
Logga in med ditt riktiga namn och skriv Bio s vad tycker du om det nya betygsystemet? Fra Med alit som hant har i staden under hosten
* ) & * 5 ) o * o &
all . | . wal .
: & N K i

Figure 32 List of inspectable RA indicated with the 'eye sign’

As mentioned bef or e morhireicafoeitytee sshoobcanimunicatisn t he ¢ om
systentor inspectability Therefore, all theleases which had begeviouslyused in inspectable

Restricted Areas wei@somarkedwith it. Thereby, sers were supposed to be motivated to

create new aliases fdifferent interactions in Restricted A& since the more informatiarould

bedisclosed under the same alias the easweoitid getto ascertain the real identity behind an

alias. Furthermore, in the case that a pseudonym would havéinkpented andevealedall

information connected to this pseudonym could have been linked to the real ideatiseof
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UE! US ®°Supermamooo @

Hem AllaRA Skapade av skolan Politik Radgivning Hjalp

Figure 33: Inspection indicator - Alias "Superman1000" has been used in an inspectable RA

Tools  Help
HH =i Anonymous @
Hem Dashboard All Political Counseling Hijalp

Figure 34: Inspection indicator - Alias "Anonymous" has not been used in an inspectable RA

Last but not least, en requesting a new presentatioken in the Identityselector for &
inspectable Restricted Area®was alerted that this tokerould beinspectableand that the
token would includ¢he real identity of theser, even though cryptographically hidden.

T Identitetsval o
=St =

urn:soderhamn:policies:area377p0
e Information som ska avslojas
Avslsjade sgandeskap och giltighet

() ’ﬁ\ /ﬁ\/ﬁ\ « Du ager ett giltigt Roll Certifikatet fr8n Nortullskolan.
* « Du ager ett giltigt Skola Certifikatet frén Nortullskolan.

Skola Certifikatet Avslojade attributvarden

« Vardet av Elev fran Roll Certifikatet: true.
L)
= 1 a0 B i [ Inspekterbara attribut N

{5} » Anvandarnummer frén Skola Certifikatet (000209-9262) &r inspekterbar av och endast av = urn:soderhamn:inspectorpk
Grunder: Beskrivning av villkor och omstandigheter da inspektion kommer tillampas

j j Acceptera

Figure 35: Identity Selector with Inspection warning reminder

7

However, the fial evaluatiorshowedhat 3%4 of theparticipants were not aware of the fact that
they had entered an inspectable area. Therefore, it seems necessary to include even more obvious
reminders into a communication system like the one from the school pilot.

54 Data Subjectsdéd Rights

Additionally,] i ke i n every data processing operation, t
addressed. In Sections 23, 25, 26, 28 of the Swédistonal Datéct? the right to be informed,

the right of access to data and the right to rectification are stguldevertheless, in the context

of Privacy ABCs the question arises if the processing offdaaanonymous or pseudonymous

users also demands theseelr s 6 When rgdpdnding to this issue one has to differentiate

between the data ohanymous andgeudonymoussers. Anonymous usage means that there is

22 Similar Art. 10, 12, 14EU Data Protection Directiv@5/46/EC
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no linkage between the identity of thean and the disclosed informatidike a chat message for

example. Hence ampletely anonymous data cannot be categorised as persorahdtite right

of privacy ofthe s er cannot be infringed. Consequently,
characteristics of the right to privacy and aim at the effective exercseiad 6 s r i ght t o pr
us esrrights are not necessary when anonymous data or data of anonyseesiss processed.

This result is confirmed by practical consideratisimeeit is literally impossible to provide

information about the sted data if requeted by a serbecausé cannot be determined which

data is hers. Nonetheless, these considermtiannot be transfed to the data of pseudonymous

users. The inspection feature demonstrates that ineeitaations the identity of asar can be

revealed and therefore, the disclosed data which is linked ts@edpnym can be related to the

user. Therefore, whenever there is the possibility, that data can be related to a person, this person
has the right to be informed, the right of access to data and the right to rectification.

First of all, the effective exercise of these rights presupposea tiser knows, whom to contact.
Therefore, in the informatiosheetprovided before the start of the pilot tywersons ancheir
contact details werdenominateds responsibleontad persons for any requests by the
participants

Furthermore, the righobtbe informed (Section 23 and P&rsonal Datéct) was complied with

by the initial information sheet, thersent form and the user manhahded out with the smart
cards. As mentioned above, the information whichtbde provided before the consent and the
requirements of Section Zersonal Datéct are not only closely related but overlap mostly.
Therefore, no additional information was necessary.

However, more complicated was the implementation of the rightoefsado data stated in
Section 26Personal Datéct. Thisrightis based on the assumptitratthe data subjedtas to
know which information is stored about oneself, to effectiesdgrcise his or her right to privacy
Nonetheless, the whofslot systemwas designed thasars could stay pseudonymously as long
as possible and that their real identity would only be revealed in certain extreme situation
(inspection groundsHowever,the exercise of the right to access would also require the
revelation otthe reaidentity of the pseudonymouserto ascertain which information is stored
abouther. This appears problematic, since inspector and controller/data processor are two
different entities and this separation between citipa is necessary to proteders froma
possiblemisuse of personal datidevertheless, the data processor/controller is responsible for
fulfilling any requests of accessing the stored dBteovercome this problem in tlsehoolpilot

to some exterthe communication system incled a feature to che@utonomouslyvhich
information is stored about oneself on the smart card. According to the final questionfawé 26
the participants used the ABC4Trust browgkigin tool to inform themselves about their stored
data.Moreover, theusers were able to read their posted messages in the relevant chat rooms.
Consequently, the data subjects themselves had access to the data relating to them.

Furthermorethe participants were informed in the initial information sheets that the whole
comnunication system was a prototype and therefore no ptoceduregor request®f
rectification, blocking or erasure of personal dagge in placaluring the pilotFurthermore, due
to being gpilot test run the sers were not yet able to alter or delehy content or information
they had disclosed in the Restricted Areas. Nonethelesswbabove mentionedontact persons
were assigned to handle all incoming enquiries and requests on a case by cageteasisr

the exercise of theser rightto rectificationpresupposean unlawful processing of personal data
or the processing of incorrect personal d&&ction 28 Personal Data Act). Since the processing
within the pilot was based on thdormed consent of thesers thadata processingould have

only becomaunlawful if a user would have withdrawn his consedtwever,neitherthis situation
arcsenor was any incorrect data procesdedng the pilotand thusthere were no requests for
rectification, blocking or erasure of personal data
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5.5 Deletion of Personal Data

Last but not leasthe principle of data minimisation demands that personal data is deleted as soon
as possible after the purpose of the data processing is accomplished. In accordance with this
principle Section 9i) PersonBlata Act stipulates that

The controller of personal data shall ensure thatsonal data is not kept for a longer
period than that as is necessary having regard to the purpose of the processing.

Thereforethe wsers were informeth the informatiorsheethanded out with the consditms

that their personal data whle deleted the latest six months after the end of the pilot. Therefore,
when the gersare going taeturn their smart cards and smart card readers their information
stored on the cards wile deleted immediatelfrhereafterandafteranalysing the stored data of

the systenandshutting down the communication systenost ofthe remainingpersonal data

will be erasedn the following monthsNevertheless;ertainanonymised statistics willebkept

for further academiesearchAdditionally, the consent forms will be kept for six months after

the end of the projecBoth issues were communicated to the participants in the information sheet
and consent form as well.
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6 Recommendations and Conclusion

Following the socessful implementation and evaluation of the performed two rounds of the
school pilot and considering the feedback we received, we suggest the following improvements
and recommendations for an even more successful implementatienfirute.

6.1 General recommendations

We noteda need tdoe able to do fulkcale testing o4 fully integrated system before making
decisions concerning parameters and credential specificitie®wedish pilot faced a neéor
changes after the testing of systdmsd been donafter integration.

A recommendation for improvementthie School Registration System is to aligom alegal
perspectivethe idea and implementatiam orderto allow for thebulk issuance of credeats to
improvethe process of preparation of cards for pilots.

The conclusion is that the 2nd round of the Séderhamn pilot was overall successful. Issuance,
verification, inspection and revocation in combination with the Restricted Area Application
functionality served the pilot scenarios well. One important issue that needs to be improved for
the future is performance.

6.2 Recommendations for improved performance

The largest efficiency problem (and time consuming with respect to debugging) was by far the
smat card. Thus, a recommendation would be to focus on other devices, whithtfalBame
purpose with the same security. This cduéde.g. aSmartphone with a tamperproof SIM card or
similar device which could do the same computations as the smarThardneans still having to
deal with the debugginigsuesbut it would significantly shorten the development time as the
hardware could be supported much better. Also, from a usability point of viewnutciseasier

to carry around your smartphone as you always do anyway, and just install an app instead of
having a smart card and a smart card reader.

Yet anotheissuea future pilot shouldiake into accouris to make the policies used as simple and
as few apossible. Each additional condition put into a policy increases the complexity and
decreases thefficiency of the system. This also goes for credential specifications, which should
be as simple and concise as posstioléower complexity and strengthefiieiency. Specifically

one has to be careful about when to use the power of revocation as this could consume several
seconds of each proof due to extra latency because of the revocation authority and added
complexity because of the cryptographic layer.

In order to increase efficiency even more, the Verifier could also cache the revocation information
needed for the proofs instead of always fetching the latest revocation information. This means that
there is a window between the point in time where a oteades revoked and the time the

Verifier rejects use of this credential. The tolerated length of this time window would be
determined from an analysis of how important it is to prevengbgd from entering the system.

In general one should cache as mudormation as possible to save time, but two things in

particular are importa, namely the PIN code of theer and the values retrieved from the

smartcard. The PIN is important to cache as it is in no way a usat#enaygt continuously asks

the wser for the PIN code. This means a reduction to security as an adversary could then act as the
user if theuser leaves the PC without removing her smartcard. Any real system would accept this
tradeoff though. As for the values from the smartcard, thesergyertant to cache as the
communication time with the smart card alone takes up several seconds. Caching data from the
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smart card makes sense, as some of the cryptographic evidence might be the same depending on
the input to the card.

6.3 Recommendations for Inspection

Thelnspection Board has to be definedtbgschool administration befotee system is made
available to usergndthe Inspection Board needs toibstructed about the usagetbé

Inspector ApplicationThey also need tdevelop rules ang/pical cases for inspection process.

An Inspection Board should have representatives from the different groups of users utilizing the
system.

From the user side, a recommendation iswenever inspection functionality is switched on the
user should benade aware of this fact in some manner Geeion5.3).

On the technical sid¢he Séderhamnilpt built a custontool called thdnspectoMVrappera
recommendation i® have the User Application extended with Inspector functionaktgad

This way a f ul | pplcatidCduibbe budt ssing nonmal BBC&rpsentation

for logging in the Inspector to the application and standard hooks to perform the actual inspection.
On top of that, basic functionalities like changing the Plthefsmart card or unlocking the smart
card via PUK will then also be inherite@reating this extension to make the User Aggiibn

support both normal ender and Inspector functionalityi$rom WP6- considered to be a

minor task.

6.4 Recommendations for developers

Technical recommendation related to deployment is to agree the usage of common ports for web
applications like 443, 8080 and 80 instead of 8443, 844i4.chlange wuld decrease the risk of
connections bag blocked by firewall rules from fmastructure related tihe Internet connection

used.

Alerts concerning severe err@stomaticallysent by email fronthe server to developers

containing technical but not private informatiaould enhance the bug fixing tintdowever,

such a feature should be implemented with great caution, to make sure not private information can
be leaked.

6.5 Recommendations for the Restricted Area Application

The following enhancement suggesti@amns intended to make tieerfaceof the Restricted Area
Application more usefriendly:

The design of the user interface can be improved so that the user is miade/aware of
switchesof aliases (contextpy changing the background color of the whole intertacgome
similar method

The time it takes to sign in into a Restricted Area shbeldecreasei the same level as a login
using a username and a password.

The aldition of a progress indicator to inform the user when the application is busy processing in
the backgroundThis woutl be particularly usefudbr asynchronous or long operatson

The application should keep track of all attributes exchanged (used or proven) during any
communication thread. Which attribute were exchanged, wittmytunen did this happen and in
which commuication thread. This information can be used later to inform the user of how much
of his personal data he have revealed and to whom.
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The access policy editor GUI used in the pilot to define and add access policies to Restricted
Areas was built as a wizhtype of user interface. Based on the experience of both rounds of the
pilot the conclusion is that a single page layout which shows all possible options on one page
would bea more user friendly and faster way of defining access poligibtockup of the

suggested layout is shownHhigure 36.

RESTRUST NORRTULL LAN Search a .;l Jenny Gustatsson 4G}

Hem Alla RA Skolans RA Politik Radgivning Nedladdning

RA skapade av mig Senast besokta Mina favoriter Radgivning Privat chat

Redigera Restricted Area
Funktionalitet
‘/ Aktivera Anslagstavia

v Akiivera Chat
v Aktivera Dokument

Namn och beskrivning Giltighetsdatum

Access Policy
1l

Access Policy Group One

Tillagg for attribut Valj centifikat genom att klicka pa ett av plustecknen nedan och bbrja fylla i dina tillvalsalternativ.

o Certifikat ‘Skola’:

Fyll i T Efterr
kén 4/ Man Kvinna Vill e uppge
Aider [/ 684 811 & 12-14 15-17 18-20

Fodelsedatum AA | MM | DD Anvindarmummer 1234567890 Skola | Norrtuliskolan

€ Ccertifikat ‘Roll":

v Ee

o Certifikat ‘Klass’:

Arskurs | $1 2 3 4

riv vilken parallelikiass

Parallell

° Certifikat ‘Skolelever’:

Elevens anvéindarnummer

Certifikat ‘'Vardnadshavare':

Elevens anvéindarnummer 234567890

o Certifikat ‘Amne’:

Amne |y MA NO sv o) BL sL MU HKK EN

A

Figure 36: AccessPolicy Editor GUI - a more User friendly Version

6.6 Recommendations from the school administration

Based on the experiences of using Privacy AB€&hnologies and the Restricted Area Application
during the two rounds of the pilot the school sees many advantages of using a commercial version
of the PrivacyABC technologies to enhance security and to protect the privacy of pupils, teachers
and guardiain the future. A commercial solution is expected to be user friendly, fast and should
offer functionalities that are needed by a modern school.
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For the pilot to operate properte school had to change some firewall settings of the school
network toallocatesome communication ports needed by the school pilot system. As a
recommendation for the future a new application such as the Restricted Area Application based
on PrivacyABC technologies should work properly without the need of changing the firewall
settings of the schodlherefore, it would be a good idea to use standard communication ports.

One issue that was discussed at the school was if thepgRAcation would imply or add more

wor kl oad on the school p e mprsovtynisioa educatinghtlee pupitsh ool 6 s n
and all applications used should support this main goal without adding more wotkloederto

avoid adding more workload on school personnel or the need of using several different systems a
recommendation from thelsool is that a new system negd have more functionality that are

needed by a school.

Implementing a new system within the school domains shatlenevepossible be integrated

into the existing systemalreadyused by the school. A recommendatiothist a future version of

the IdM (Issuer) should retrieve data automatically from the schools own administrative systems
whereall the personal data about the users already exists. In that way changes have to be done
only in one system.

6.7 Conclusion

This glot successfully offered a privaagspecting social platform, Restricted Areas, to the pupils
so that they could have a flexible means of not only communicating with each other, but with key
adults who had an interest in their education and lives. Bying the PrivacyABC

technologies, the users of the Séderhamn pilot remained in full control of what level of personal
information they disclosed, if any at all, to whomever and whenever. In hindsight, we can see
that the users were able to utilize Restricted Area Application in the way it was intended to be
used with teachers creating Restricted Areas and defining access policies while the pupils and
their guardians could enter defined Restricted Areas and post and receive messages and
documents, et

Overall the users had a good level of understanding and appreciated the overall concept of the
PrivacyABC t echnol ogy. As part of the pilotds succe.
we incorporated methodological survey questions to deterhmw the pupils react to the

importance of the PrivaesxBC system in enhancing their privacy. A weltablished model

called the Technology Acceptance Model (TAM) was used as a basis to builce8tmgnaire

concepts. The ovall statistical analysidemonstratethat the pupils understood and trusted the

systemandthat it improves their privacy when performing different activities such as anonymous

chatting with other peers, parents or school teachers. Other measurement concepts also showed

that manypupils would use the system if it were to continue operating

The technological considerations were many, however all of the process in place allowed for a
relatively smooth implementation, deployment and operation within all the areas we had intended
to address. This does not mean that there were not any bumps in the road along the way, but that
the processes in place for isolation and debugging allowed for quick turnaround for solutions. The
Soderhamn Pilot rigourously and successfully tested and ingbtbegechnologies to an overall

solid system. A successful commercial version of these technologies in the future would require
enhancements to be made with regard to the overall performance.

While these technologies were successful within the contacethrios of the test pilots, how

these privacypreserving tools can be implemented in a more multifaceted situation may not be as
straightforward. Assuming the implementation of this technology will be complex and specific to
each installation, the solati will likewise be unique and without specific directions. Additionally

it will require service providers to rethink the way they give access and identify their customers,
while the users need to be informed about what personal information they arg ahdrimhether
inspection is on or off for a particular service/section.
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AppendixA User 6s Quesstionnaire

The followingdocumentsreincluded in the pages that follow.

AlUs er 6 s Quiergstroundin Bnglishvession
A.2U s e Quadionairei Firstroundi Swedish version
A.3U s e quéssonnairé Secondoundi English version
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AlUs er 6 s Qu eigitstiraumdii Bnglisheversion

The Pupils participating in thf@st roundwere presented with a set of tasks to test, and a
guestionnaire related to the tasks.

The tasks were

A. Trytologin to a list of Restricted Areas.

B. Create a Restricted Area and post a message to i

C. Use a Restricted Area for around 2 minutes, while other users also use the same
Restricted Area.

The guestionnaire contains a first part asking which of the Restricted Areas in task A the user
could log in to, a second part asking if the user perfotasds B and C, and a part with the
following questions on general user satisfaction:

10. Do you like the idea of this technology?

11. Do you think you understood the menus and how to use the system?
12. Did you find the response times acceptable?

13. Do yau think you would use the system in the future?

These were followed by two open questions:

14. What did you like (about the system)?

15. What did you dislike (about the system)?
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A.2 U s e Q@destionnaire i First round i Swedish version

ABCATrust

Hej, vi har skapat ndgra uppgifter som vi vill be er att utfora i syfte testa systemet. Alla som deltar
kommer att fa tva biobiljetter var. De som lyckas skapa en egen Restricted Area och kan logga in pa den
och skicka ett meddelande kommer att fi en extra biobilljet. Och de som deltar 6verbelastningstestet
kommer att fa ytterligare en biobiljett. Totalt har man chansen att fa 4 biobiljetter om man utfor foljande:

A. Logga in pa de Restricted Areas som finns i formularet och fyll svara pa formularet. (2 biljetter)
B. Skapa en Restricted Area och logga in pa den och skicka ett meddelande (1 biljett)
C. Samtidig inloggning (ca 2 minuter) for att testa systemets Gverbelastningskapacitet (1 biljett)

Deluppgift A. Logga in pa de 7 olika Restricted Areas som finns i frigeformuliret (Deluppgift A.)
Surfa till startsidan www.abc4trust.se och klicka pa ”Gé till applikationen” under "Restricted Area
Ange din PIN-kod och bekrifta
Valj ditt riktiga namn som alias niar du loggar in.
Klicka pa “Alla RA” | huvudmenyn.
Utfor (punkterna a, b, c och d) for var och en av de Restricted Areas som finns listade i
frageformuliret. Fyll i formuldret om du lyckades eller inte.

a. Forsoktatt logga in pa de Restricted Areas som finns i frageformuléret

b. Skicka ett meddelande I chatten som t.ex. “Hej, ...”

c. Klicka pa “Vaggen” och skriv (skicka ett meddelande) pa vaggen t.ex. "Hej, ...”

d. Prova girna att ladda upp ett dokument/en fil (PDF eller MS-Word format eller annat)

”»

Vi W

Obs. Man ska inte kunna logga in pa alla RA. (t.ex. elever fran drskurs 7 kan inte logga in pa en RA for
arskurs 8 osv.)

Deluppgift B. Skapa en Restricted Area
1. Valj "Mitt skrivbord” I huvudmenyn
2. Klicka pa knappen “Skapa en ny Restricted Area” (langst upp till hoger)
3. Ange ditt namn som namn pa RA. Klicka pd "Spara och g vidare” och félj instruktionerna tills du
har skapat en RA.
4. Nu ska du under fliken "Policy” klicka pa "+” och acceptera "Policy 1” som namn.
5. Klicka pa det nya "+” som dyker upp ovanfor "Attribut (egenskaper)”
6. Nu ska du ldgga till tva villkor
a. "First Name” = Nisse (Byt Nisse mot ditt eget fornamn)
b. "Last Name” = Svensson (Byt Svensson mot ditt eget efternamn)
7. Forsok att logga in pa den RA som du skapat och skicka meddelandet "Jag lyckades ...”

Deluppgift C. Samtidig inloggning pa Restricted Area som heter "Belastningstest”. Tid meddelas
senare
1. Vilj "Alla RA” i menyn och klicka pd Restricted Area som heter “Belastningstest”
2. Logga och borja testa att anvianda det under ca 2 minuter, mellan k. 20:00-20:02
a. Skicka ndgra meddelanden under Chatten
b. Skriv nagot pa Vaggen
c. Ladda upp och ladda ner nigra dokument under fliken "Dokument”
3. Detar viktigt att man ar inloggad och anvander systemet under dessa 2 minuter
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Frageformular

Deluppgift A. Vanligen ange om du kunde logga in eller inte pa dessa Restricted Areas.

Deliverable D6.3

systemet i framtiden?

Restricted Area | Lyckades !,yckades F‘orsokte
# . inte inte Kommentarer
Namn logga in ;
logga in
1 |Alla ] ] ]
2 | Flickor D I:l I:l
3 | Pojkar D D D
4 | Arskurs 7 D D D
5 | Arskurs 8 | ] J
6 | Arskurs9 D D |:|
7 | Fragor och svar |:| |:| |:|
Deluppgift B & C
# | Fraga Ja | Nej . Kommentar
svar
8 Har du utfort deluppgift B? I:I l:l I:I
9 Har du utfort deluppgift C? |:| I:] D
Fragor om tekniken och systemet i allmdnhet
# | Fragor Ja | Nej Zjet Kommentar
10 | Tycker du att idén bakom tekniken D I:I I:l
verkar bra?
11 | Tycker du att man forstar menyerna I:l I:I I:l
och hur systemet ska anvandas?
12 | Tycker du att svarstiderna ar I:l I:l I:l
acceptabla?
13 | Tror du att du skulle anvanda I:l I:l I:l

Dina ovriga kommentarer och synpunkter om projektet, systemet och tekniken.

14 | Vad tycker
du ar bra?

15 | Vad tycker
du &r daligt?
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A.3 U s e guigionnaire T Second round i English version

Survey at S°derhamn School, S

Thank you for participating in our sury

Your support provides an i mportand4Tracrtt
project.

When you answer otulre ogwne otpiicno,n y S | mmpor
right or wr dmg tehresweauresti ons. You are Ki
guestions consciously and completely.

Pl ease note that some of the questions
made fooda more accurate measurements.

All i nformation gathered wil-AB® es yusteamf
correlating academic purposes ensuring
based on the answers provided.

Souheil "Sosso" Bcher.i

Managing director, Eurodocs

Mobil e+46 (60027042 42
Fax: +46 (0PB705

E-mai |l : sosse@®@ odocs. net
Homepawww. eurodocs. net
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BaTRUST

Questionnaire- Part 1

Yes
No
Q1. Have wpu ever used more than one alias? (0]
o

(Other than the standard one provided to you at the beginning of the pilot
with your real name)

Q2. If yes, were you nevertheless aware which one you were using all the time? O
0]

Q3. Please look at the screenshot below. If you would want to login and access this Restricted
Area and click on t he botgirdommatioAabcutypur selfarewhi ch of
you proving and revealing to the system?

ABCATrust Klient Applikation

urn:soderhamn:policies:area367p0

Information som ska avsléjas

Roll Certifikatet

. Avsiojade sgandeskap och giltighet
° /*\ : M « Du &ger ett giltigt Roll Certifikatet frén Nortullskolan.
» « Du dger ett giltigt Skola Certifikatet fran Nortullskolan.

Skola Certifikatet Avsiojade attnbutvarden

« Véardet av Elev frén Roll Certifikatet: true.

® Nu oo
Inspekterbara attribut

.. * Anvandarnummer frén Skola Certifikatet (000209-9262) ar inspekterbar av och endast av = urn:sodef
Grunder: Beskrivning av villkor och omsténdigheter d& inspektion kommer tillimpas

Acceptera

«

[1Your name

[]Your age

[ ] That you are older than 13 years
[]1Your class

[ ] That you are a pup{lThecorrect answer)

Q4. Have you used the ABCA4Trust browpérgin tool tocheck which data is stored about you
on your smart card?

Yes
No

O
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Q5. Please look at the screenshot beshwwing the access policy of a certain Restricted Area.
What do you think which of the following persons or group of persangd be allowed to enter

this restricted areaddase select:

Access Policies
Alias Policy
Attributes Funktion Virde
Alias Name = Snyggast
Policy 1
Attributes Funktion Virde
Kon = female
Alder >= 13
[TAll girls
[ 1 All persons older than 13 year
[ 1All pupils

[ 1 All girls 13 years or oldefThe correct answer)
[ ] All femaleteachers
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A

Yes
No
Q6. Have you ever been in an insgable area within the ABC4Trust system? @]
o
Q7. And were you aware of this fact? O
O

Q8.If yes, did this give you a feeling of security because you knew that someone could help if
anything would go wrong? @]
@]

Q9. Have you ever enterecchat roomwhich had limited access for a certain group of pupils
(e.g. only girls/ only boy®)
o O

Q10.If yes, were you confident that all other members in this chat were alltiwteel there?
O
0]

Q11 Have you ever createdestricted area with limited access for a certain group?0
O

Q12 Did you ever try to sneak intoRestrictedArea withlimited access for a certain grotgm
which you should not have access to?

0] 0]
Q13.If yes, did you succeed? @]
0]

Q14.1f | had the choice between a login with username/password or the ABC4Trust system, |
would prefer the latter one.

Strongly
Strongly
Disagree agree
1 2 3 4 5
@) O O O O
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Q15. Please indicate how strongly you agree or disagree with the following
statements. The questions focus on how useful and easy you found the ABC4Trust

portal system.

D6.3 Evaluation of the School Pilot Page69 of 170

Strongly Strongly
disagree agree
1 2 3 4 5
Using the ABC4Trust portal improves my privacy protection. (@) (@) (@) (@) O
| find the ABC4Trust portal to be useful in protecting (@) (o) (@) (@) (e)
my privacy.
Using the ABC4Trust portal increases my privacy protection. (@) @) ©) (@) (@)
My interaction with the ABC4Trust portal is clear and (e (@) (@) (e (0
understandable.
Interacting with the ABC4Trust portal doesn’t require a lot of (o) (o) (o) o) (o)
my mental effort.
| find the ABCATrust portal to be easy to use. o Q 0 O Q
| find it easy to get the ABC4Trust portal to do what | want to o) (o) (o) o) (o)
do.
=

Plea se tur?
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gBSGTRUST

Q16. Please indicate how strongly you disagree or agree with the following
statements. The questions focus on how you would intend to continue using the
ABCA4Trust portal if it were to continue. Some of the questions concern as to how
others influence you to use the system.

Strongly Strongly
disagree agree
1 2 3 4 5
Assuming that the ABC4Trust portal is available, | intend to
) (0] (0] (0] (0] O
use it.
Given that the ABCATrust portal is available, | predict that (0] (@) (@) (0] (@)
| would use it.
| would use the ABC4Trust portal in the next year. (0] (0] (0] (0] O
My teachers think that | should use the ABCATrust portal. (0] (0] (0] (0] (@]
Other pupils think that | should use the ABC4Trust portal. (@) (@) (@) (@) (@)
The principal of my school thinks that | should use the (@) (@) (@) (@) (@)
ABCATrust portal.

| Plea se turg
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gBSeTRUST

Q17. Please indicate how strongly you agree or disagree with the following
statements. The questions focus on how trustworthy and anonymity protecting you
found the ABC4Trust portal system.

Strongly Strongly
disagree agree

The ABCA4Trust portal system is trustworthy. (0] (0] (0] (0] O

The ABC4Trust portal system is one that keeps promises by (0] O (@) (@] (@)
not disclosing more information than needed.

I trust this ABC4Trust portal system because it notifies me
what personal information I'm disclosing.

The ABC4Trust portal is able to protect my anonymity when | (@] O (@) (@] (@)
use the Restricted Area.

With the ABC4Trust portal | obtain a sense of anonymity.

The ABCATrust portal can prevent threat to my anonymity (6] (@) (0] (0] O
during Restricted Area chat on the system.

Finally, we have some questions regarding your personal information. All data will be
treated strictly anonymous and only used for the project's academic purposes.

Q18. Age: 12,13, 14,15, 16, 17, 18+
Q19. Gender: O Female O Male
Q20. Role: O Pupil O Guardian O Teacher

Thank you for your time and participation!

S
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Appendix B Legal Forms

The following is included inhe pages that follow.

The English version of the documents:

B.1Informationsheet fompupils/participants angarentdegal guardians English version
B.2 Consent form for pupils/participants and parents/legal guardi&mgylish version
B.3 Information sheetor school stafi English version

B.4 Consent form for school staffEnglish version

B.5Legal Notice and privacy policy of the websit&nglish version
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B.1 Information sheet for pupils/participants and parents/legal
guardians - English version

oS

Consortiumof the EU/FP7programmeinded Research project ABC4Trust
Norrtullskolan and Eurodocs

Information sheet for the S6derhamn pilot participation in the
research & development project ABC4Trust

Dear pupil/participant, dear parent/legal guardian,

The consortim of the European Commissifunded research and development project
ABCA4Trust would like to invite the pupils dll classesin the 7th9th gradeof the
Norrtullskolan in Séderhamn, Sweden to participate in a trial to test the deployment of a
so-called Rivacy-ABC technology system.

In the following, this fairly new technology designed to protect the identity and the
privacy of pupils engaging in digital communication withidealicated online platform of
our school will be explained.

Let us introduced you some of the capacities of this technology and the goal of the
ABCA4Trust project, especially with regard to the S6derhamn school pilot.

What is it all about? And what are Privacy-ABCs?

The abbrevi aAB Coon sftParnidvsac ¥ or g fARibutebasedy enh
Cr e d e nRrivaaABCS enable individuals preserving their privacy whenever they

need to identify or register for an Information and Communication Technology (ICT)
system in the digital sphere such as the intefirfés may be for examplie registration

on a website for onlinghopping, for a discussion forum, in a social netwankfor

anonymous polling and voting.

While surfingthe web, often a fultlisclosing secure authentication or identification is
required you may know this fronfracebook or similar networks), leaving the person only
with the option to reveal their own identity to be able using the offered service. Moreover,
in most cases service providers demand a whole lot more information than absolutely
necessary to provide theservice But these demands severétyeaten the privacy of the
uses!

PrivacyABCs allow the user to only reveal the information absolutely necessary for the
execution of the required action, and thus ressfhecprivacy of the individual!

How does this work? Only a setof-eoal | ed fAcredential so and n.
user are provided to the system. In this contéxt,r e d e n t ordyla ginglebét afn s
information thatisnecessary for the user digital setvicegi bi | i
(such as a certain forum or chat roomh os e A cr e d etetpioat thatdhe can b
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owner of the credential is indeed pupil of a particular school, of a particular class, or of a
specific age. This information can be verified by the dlgitedential without revealing
other, unrelated and unnecessary information about the user.

For examplea certain service may require that a person is of a certain age or older before
it can be used. By using credentials, it is possible verify a cextgrn(e.g. older than 14
years) withoutgiving away the exact birthdate. Thus, Privacy ABCs enabtenamal
disclosure of personal dataf the user, making an anonymous and pseudonymous usage
of most different IT services possible.

What is the ABC4Trust project?

ABCA4Trust is a research and development project funded by the European Commission

under its 7th Research Framework Program (FP7) as part of the ICT Trust & Security
progr amme. The project name i s abmasedacr onym
Credent al s f oThe ABCATwudt project has gathered partners frdifferent

countries of EuropeThe Séderhamn Kommun isne partner of the project and is

presenting the project pilot launahthe Norrtullskolan.

Having started in November 2010 with diiwa of four years, the project aims at

achieving a more thorough understanding of Privddy C6s by enabl ing the
in practice and their federation in different domains. In doing so, the project team runs

pilots, also called trials, in various eronments. This is done to obtain real user feedback

on Privacy ABC systems and to learn how good the so far developed system works.
Hopefully, these trials will give the opportunity to test the use and performance of the
technology with the help of usewdth different skills and needs. For more information

about ABCA4Trust, please visit our websatevww.abc4trust.eu

The Soderhamn pilot

The ABCA4Trust project launches a pilot deploying PrivacB C6 s a't the el eme
school Norrtliskolan in S6derhamn, Sweden. This pilot will integrate several types of

digital communication between pupils, guardians and school personnel needed by the
schod. Today, Swedish schools mainly use the public Internet as the means of school

related communication. However, using correlating publisdivices currently available

in the web severely |l ack proper protection
This especially occurs if the same username is used in different settings, allowing cross
context linkage and revelation of identity. But Swedish schools are also obliged by laws

and regulations to inform the guardians when a pupil is absent from alclasklition,

schools are obliged to create individual teaching plans for each student. Such individual

pl ans contain private data and very sensit.
ability to write and other important skills, wishes and géaithe future.

The school pilot will use PrivaexBCs to enable secure and by minimal data disclosure,
privacy-preserving identification in communications between staff, pupils and guardians.
The first pilot application at the Noritgkolan will involve privacy-preserving
community access and school internal social networking for pupils via a specifically
dedicated online platform. Thereby, this pilot addresses the specific challenges posed by
the fact that internet users get ever youngdradten are minors.

The communication services provided on the online platform entail the following
possibilities for the participants:
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U Chat rooms to be used by pupils and/or staff

U Online forums for discussing lessons and other school related nestersll as
political discussions. These may be set gpopenly accessible forums or as
personaRestricted Areswhere only a predefined group of participants can enter
(e. g. children of a certain age or class).

U Online counselling sessions iMRestricted Areas with health personnel
(counsellors, social workers, nurses, coaches), where staff can provide counselling
in a safe environment while pupils are not necessarily required to reveal their
identity.

U Document areas where staff can share documentsgf@des and development
plans) with pupils and their guardians.

U Online polls set up by the school staff

Especially in the context of counselling, when not being fibtoereveal their identity,

pupils may be more willing to talk about the real issues thay face which they would
otherwise feel reluctant, shy or scared to talk about. However, to guarantee the physical
and mental safety of each participating pupil, the ABC system foresees irRigisieted

Areas Restricted Aresa for counselling the revdlai on o f the pupil 6és
inspection) in certain predefined emergency situations (called inspection grounds). Such
inspection grounds can be:

U Situations implying a severe threat to the life, or the physical/mental integrity of a
person

U Situatims demanding an intervention according to the Ndskolan policy
againstdiscrimination and degrading treatment. This policy can be found at
http://bit.ly/1e7ptSnfor further reading.

U An existing court order or o#n administrative requebinding for Norrtullskolan
or Séderhamn Kommun

In case a participant (pupil, legal guardian, or school staff) reports an emergency
situation, it will in a first step always be investigated by an assigned School Inspection
Board. This Board will evaluate the claimed reason for the inspection, and in case it is
valid, it triggers a formal inspection process, forwarding the request to an assigned
Inspector. This Inspector will perform a double check and is equipped with the téchnica
capability to reveal the identity of the pupil. The whole process will also be protocolled.
This procedure guarantees that no single entity is able to arbitrarily spoil the privacy of
the pupil and the identity is revealed in emergency cases only. 8dheol Inspection

Board decides that the case does not require the identification of the user, it either closes
the case or may decide to delete the content and/or write a warning to the respective
Restricted Area

Besides the inspection procedure dés@id above ot her possibilit
behaviour such as storing-#eldresses or setting cookies are not strictly necessary in the
system used for the Restricted Areas. However, for usability reasons and to avoid the
necessity to frequently fauthenticate with the smartcard, session cookies are used but

each change of alias names creates a new session with different cookies preventing
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tracking across sessions. The separate system for issuing the necessary credentials for
later use on the Restréxl Area system requires session cookies for its operation, but
there the user is identified by name anyway. Beyond this the sites abc4trust.se and
portal.abc4trust.se do not use cookies unless the language selector is set to another
language as Swedisheke a cookie is used to set the preferred language.

Who is involved in the trial?

U Teachers and other school personnel (also called staff)

U Pupils of grades 7, 8, 9 (all A,B,C,D), excluding ones whose parents refused
their children to participate in thmlot

U Guardians of pupils who participate

The total quantity of users in this pilot is more than 800 people. The participation in the
trial is free and voluntary. In case the pupil of the class targeted for the trial wishes to
participate, he/she can aglkestions at any point in time by directing the enquiries to a
contact person which is named below.

How does the pupil participate in the pilot?

For the duration of the trial, the pupil will receive a set of credentials which will be stored

on asmart cad provided bythe schoal The pupil will receive the credentiamart card
together with an appropriate card reader t
computer at homer with a PC at the schaolhe credentials on themart cardare

protected by a IN known only to the participant. Thus, the pupil will receive the

following requisites for the pilot:

U Smartcard
U Onetime password for themart cardPIN)
U Card Reader

With the credentials stored on temart cardpupils will be able to identify themsels

for access to restricted chat rooms and restricted information in the IT system provided
for the school. Thereby, they will be able to remain anonymous when asking private and
sensitive questions from school personnel. But also, the school persamesiscae that

it communicates with the right authorized pupils of the respective school, gender, age or
form.

The pilot will help to gather information on the usability of the proposed ABC system

under especially challenging usability conditions poseadtiren users, hardly willing

to read manuals or to use a matgp procedure to enter a school site. Whenever the

pupil wants to access a certain IT service provided for the school (as mentioned above),

the integrated ABGsystem provides an online intade between the browser and her

smartcasad For this reason, it empl ofiestd at lsatf t war
runs |l ocally on the pupil ds PC. This softw
participant is required to provide data stored on hed and asks for consent. Moreover,

it enables the pupil to browse, delete, or locally backup the Pr&BEs stored on the

own smart cardA number of card readers will also be available in the school, connected

to common computers. For moredepth exfanation and help regarding the handling of

the smart cardthe UserClient software, how to obtain credentials or to participate in
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school I nternal | T services, pl ease refer
portal pagewww.abc4trust.se

What happens with the personal data?

For the usage of the school internal IT services as described above, the following personal
information from the participantsill be usel within the pilot:

U First name

Last name

School

Class

Gender

Date of birth

Subject (meaning individual school courses, such as maths, English, physics etc.)

[ et ent-RN enti et ant i en

The named data is securely storedairSchool Registration Systewhich is run and
administered byhe ABC4Trust project partner Eurodo@sie processing is necessary for
the purpose of issuing respective credentials to be stored locally emé#necard of the
participants and to fissue credentials in case of lost cards. In addition, access to this data
may become necessary feurodocsto ensure and measure the functionality of the pilot
system and for tracking and remove errors.

Participants have the possibility to access and rectify data stored irSdheol
Registration Systeranline, or by contactingurodocs or the schodturodo is assisted

by ABCA4Trust project partneNokia Siemens Networks Management International

GmbH (NSN), Munich, Germany, in setting up, running, and administeringstmol

Registration SystemFor this it may become necessary to grant employees of NSN
physical or online access to tl8ehool Registration Systefar administration purposes,
validation of the systemb6s functions as we|l

To protect the participantés personal dat ¢
acess the system under the supervisionEofodocsit will be avoided to transfer

personal data to NSN (Germany), unless such transfer becomes necessary for
troubleshooting tasks that cannot be done locallfbsodocsemployees or online. In

this case, theersonal data underlies the same security requirement# agoifild reside

with the schoolAny communication between NSN and t8ehool Registration System

will be protected against unauthorized access by third parties. Retrieved credentials are
storedon thesmart cardunder the control of the participant and accessible only with the

PIN which will be handed out to the participants.

All personal information provided by the participating pupils will be treated
carefully and confidentially. It will be sbred securely and will not be used or disclosed
to third parties without the pupil dés and t

Since this pilot is part of scientific research project, aggregated and anonymised data will
be used to complete the research workthoé project as well as it will be used for
academic purposes, like the publication of scientific proceedings; for drafting various
informative reports, containing presentations of graphs and statistics that will be publicly
available. The personal data the collected, stored and processed will be deleted 6
months after the end of the trial.
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User consent andeffect of not consenting

The processing of personal data in this pilot falls under the scope of the Swedish
protection law. To lawfully process this dathe schoolheeds an informed consent of
each participant. A consent folimattached to this information sheet.

The pupils ad their responsible parefiegal guardiansre free to give consent and an
already provided consent may be revoked any time by notice towssdschool.Not
providing consent or revoking it later will not caumey disadvantages in class. Please
note thawithout giving consent, the pupil may not participate in the trial.

Contact details of the responsibl@arties for questions and other inquiries:

Norrtullskolan, Norrtullsgatan 13, S6derharm@oran.Hank@soderhamn.s®270 - 75759

Eurodocs AB S:a Hamngatan 582650 Soderhamysosso@eurodocs.n@&70-5 742 742

More information about the project can be foundwatw.abc4trust.eu

More information about the ABC system can be found in the user manual at:
www.abcA4trust.se/portal/help/usermanual

Come and join our school pilotwe 6 d b e h a p poy and your waeticigatiomia
the ABC4Trust pilot trial!

Sincerely yours,

Norrtullskolan and Eurodocs
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B.2 Consent form for pupils/participants and parents/legal guardians
- English version

e &

Consortium of the EU/FP7programrfnded Researgbroject ABC4Trust
Norrtullskolan and Eurodocs

Consent form for the ABCA4Trust So6derhamn pilot
participation

This consent form addresses you as a participant and/or responsibldeuatentardian

in the first trial of a PrivacdABC system at the Norrliskolan within the Ekfunded
research and devel opment project ABC4Trust
dataas stated abowill be collected, stored and processed byEhebdocs.Self provided

user content may also concern sensitive peakdataFor this,Norrtullskolankindly asks you

for your written consent to process the said personal data. For an explanation of the
system deploying PrivaeXBCs that will be tested and the type of personal data
processed for which purposes, pleaséerr to the information sheet handed out as
attachment to this form. Further information about the technical specifics can be found
under the project websitewfw.abc4trust.e)y and especially in the user manuadttlis
provided online atwww.abc4trust.se/portal/help/usermanual.pdf

Inter alia, thigpersonal informatiowill be processed during the trial

U First name

Last name

School

Class

Gender

Date of birth

Subject (e. g. maths, English, physics etc.)

oo occ

Beyond these bits of personal data used to enable the creation of the credentials and
correlating accesses to the system, other personal data may find its way into the system
through the conteniploaded by the participants themselves, e.g. in the forwhde

using the system participants may reveal particularly sensitive information such as racial
or ethnic origin, political opinions, religious or philosophical beliefs, thagien
membership ndata concerning health or sex life.

Eurodocs $ assisted by ABCA4Trust project partn®tokia Siemens Networks
Management International Gmb¥ISN), Munich, Germany, in setting up, running, and
administering theSchool Registration Systefdata processor}-or this it may become

necessary to grant employees of NSN physical or online accessSohthel Registration

Systemf o r admini stration purposes, validatio
tracking and removing of searsonalrdata, precautiopsr ot e c
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have been made. NSN can only access the system under the supervisimodaoics It

will be avoided to transfer personal data to NSN (Germany), unless such transfer becomes
necessary for troubleshooting tasks that cannot he zally byEurodocsemployees or
online. In this case, the personal data underlies the same security requirements as if they
would reside withthe school.Any communication between NSN and tisehool
RegistrationSystem will be protected against unauihed access by third parties. In
accordance with the principles of thé&wedish Personuppgiftslagen (PUL)
(http://www.datainspektionen.se/fragoth-svar/personuppgiftslagd, all personal
information provided by the participating pupil and related parents will be stored securely
and will not be used or disclosed to third parties without explicit consent to do so. The
participation in this trial will be completely confidet and personal data will be
averaged and reported in aggregate. The personal information provided while using the
above described services will only be used for the completion of this research project; in
aggregated (i. e. anonymised) form for academicpgses, like the publication of
scientific proceedings; for drafting various informative reports, containing presentations
of graphs and statistics that will be publicly available. If any questions about these
procedures remain, please refer to the resiptsnperson at Norrtiskolan Goéran Hanell

for any further inquiry or explanatioif.the participating pupil does not wish to complete

this trial, we kindly ask to infornGoran Hanelland he/she will facilitate the withdrawal

from the trial. Not consenting or revoking consent does not have negative implications on
a participation in class. This consent form will be securely kept Matfitullskolanuntil

6 months after the end of theopect.

Please express your consent regarding the above dedcidbedrticipation below

U By signing this consent form below, | indicate that | have read and understood the
terms and conditions of the trial.

U As parentlegal guardian, | hereby explitly consent that my child may
voluntarily take part in the trial.

U As pupil, | hereby consent to participate in the trial under the above described
terms.

The explicit expression of consentludes the later usage of the collected and processed
personé data in aggregate@. e. anonymisedform for scientific research aimed at
improving the PrivacdABC technology and for correlating research and dissemination
publications.

Date

Name of participating pupil

Class of participating pupil
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Signature of participating pupil

Nameof at least one responsgblegal guardian

Signature of at least one responsible legal guardian

Please give the signed consent formGo6ran Hanell
Contact informationNorrtullskolan, Norrtullsgatan 13, S6derhamn,
Goran.Hanell@soderhamn,$270 - 75759
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B.3 Information sheet for school staff i English version

oS

Consortium of the EU/FP7programrunded Research project ABC4Trust
Norrtullskolan and Eurodocs

Information sheet for the Séderhamn pilot participation in the
research & development project ABC4Trust

Dear member of school staff,

The consortium of the European Commissionded research and development project
ABCA4Trust would like to invite théeachersof all classesn the 7th9th gradeof the
Norrtullskolan in Séderhamn, Sweden to participate in a trial to test the deployment of a
so-called PrivacyABC technology systemMoreover, other school staff responsible for
the chosen set of classesy. counsellors, sodiavorkers, nurses, coaches etug invited

to participate in this trial.

In the following, this fairly new technology designed to protect the identity and the
privacy of pupils engaging in digital communication withideadicatednline platform of
our school will be explained.

Let us introduce to you some of the capacities of this technology and the goal of the
ABCA4Trust project, especially with regard to the S6derhamn school pilot.

What is it all about? And what are Privacy-ABCs?

The abbrevi aABiCoon sfitParnidvsac ¥ or g fARibutebaseady enhar
Cr e d e nRrivaayABCS enable individuals preserving their privacy whenever they

need to identify or register for an Information and Communication Technology (ICT)

system m the digital sphere such as the interiiéis may be for examplie registration

on a website for onlinghopping, for a discussion forum, in a social netwankfor

anonymous polling and voting.

While surfingthe web, often a fultlisclosing secureushentication or identification is
required you may know this fronFacebook or similar networks), leaving the person only
with the option to reveal their own identity to be able using the offered service. Moreover,
in most cases service providers demandhale lot more information than absolutely
necessary to provide their servi@it these demands severétyeaten the privacy of the
uses!

PrivacyABCs allow the user to only reveal the information absolutely necessary for the
execution of the requireaktion, and thus respete privacy of the individual!
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redential so and n.

How does this work? Only a setof-soa | | e d C
d e nt ordyla Ginglebat afn s
e

A
user are provided to the system. In this contdxt, r e
information thatisnecessary for th user 6s el igibildi
(such as a certain forum or chat roo)h o s e A cr e d etetpioat thatdhe c an b
owner of the credential is indeed pupil of a particular school, of a particular class, or of a
gpecific age. This information can be verified by the digital credential without revealing
other, unrelated and unnecessary information about the user.

For examplea certain service may require that a person is of a certain age or older before
it can be sed. By using credentials, it is possible verify a certain age (e.g. older than 14
years) withoutgiving away the exact birthdate. Thus, Privacy ABCs enabtenamal
disclosure of personal dataf the user, making an anonymous and pseudonymous usage
of most different IT services possible.

What is the ABCA4Trust project?

ABCA4Trust is a research and development project funded by the European Commission
under its 7th Research Framework Program (FP7) as part of the ICT Trust & Security
programme. The projectanme IS an acronym whibased st an
Credent i al Fhe ABCATrudt mpnoject las gathered partners frifferent

countries of EuropeThe Sdderhamn Kommun isne partner of the project and is
presenting the project pilot launahthe Norrtullskolan.

Having started in November 2010 with duration of four years, the project aims at
achieving a more thorough understanding of Privddy C6s by enabl ing t hi
in practice and their federation in different domains. In doing so, the project team runs
pilots, also called trials, in various environments. This is done to obtain real user feedback

on Privacy ABC systems and to learn how good the so far developed system works.
Hopefully, these trials will give the opportunity to test the use and perfornudnte

technology with the help of users with different skills and needs. For more information

about ABC4Trust, please visit our websatevww.abc4trust.eu

The S6derhamn pilot

The ABCA4Trust project launches a pildeploying Privacs ABCo6 s a't the &el e
school Norrtliskolan in S6derhamn, Sweden. This pilot will integrate several types of

digital communication between pupils, guardians and school personnel needed by the
school. Today, Swedish schools mainly tise public Internet as the means of school

related communication. However, using correlating publisdivices currently available

in the web severely | ack proper protecti ol
This especially occurs if the samseuname is used in different settings, allowing cross

context linkage and revelation of identity. But Swedish schools are also obliged by laws

and regulations to inform the guardians when a pupil is absent from a class. In addition,
schools are obliged toreate individual teaching plans for each student. Such individual

pl ans contain private data and very sensit
ability to write and other important skills, wishes and goals for the future.

The school pilot Wi use PrivacyABCs to enable secure and by minimal data disclosure,
privacy-preserving identification in communications between staff, pupils and guardians.
The first pilot application at the Noritgkolan will involve privacypreserving
community accessind school internal social networking for pupils via a specifically
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dedicated online platform. Thereby, this pilot addresses the specific challenges posed by
the fact that internet users get ever younger and often are minors.

The communication serviceprovided on the online platform entail the following
possibilities for the participants:

Hl et

Chat rooms to be used by pupils and/or staff

U Online forums for discussing lessons and other school related matters as well as
political discussions. These may bd s@ @& openly accessible forums or as
personaRestricted Areswhere only a predefined group of participants can enter
(e. g. children of a certain age or class).

U Online counselling sessions iMRestricted Ares with health personnel
(counsellors, socialiorkers, nurses, coaches), where staff can provide counselling
in a safe environment while pupils are not necessarily required to reveal their
identity.

U Document areas where staff can share documents (e.g. grades and development
plans) with pupils and tlreguardians.

U Online polls set up by the school staff

Especially in the context of counselling, when not being fbtoereveal their identity,

pupils may be more willing to talk about the real issues they may face which they would
otherwise feel reluctanshy or scared to talk about. However, to guarantee the physical

and mental safety of each participating pupil, the ABC system foresees irRibgisieted

Ares f or counselling the revelation of the p
predeined emergency situations (called inspection grounds). Such inspection grounds can

be:

U Situations implying a severe threat to the life, or the physical/mental integrity of a
person

U Situations demanding an intervention according to the Ntsklan policy
againstdiscrimination and degrading treatment. This policy can be found at
http://bit.ly/1e7ptSnfor further reading.

U An existing court order or other valid administrative request

In case a participant (pupilegal guardian, or school staff) reports an emergency
situation, it will in a first step always be investigated by an assigned School Inspection
Board. This Board will evaluate the claimed reason for the inspection, and in case it is
valid, it triggersa formal inspection process, forwarding the request to an assigned
Inspector. This Inspector will perform a double check and is equipped with the technical
capability to reveal the identity of the pupil. The whole process will also be protocolled.
This praedure guarantees that no single entity is able to arbitrarily spoil the privacy of
the pupil and the identity is revealed in emergency cases only. If the School Inspection
Board decides that the case does not require the identification of the ushgrickises
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the case or may decide to delete the content and/or write a warning to the respective
Restricted Area

Who is involved in the trial?

U Teachers and other school personnel (also called staff)

U Pupils of grades 7, 8, 9 (all A,B,C,D), excludingones whose parents refused
their children to participate in the pilot

U Guardians of pupils who participate

The total quantity of users in this pilot is more than 800 people. The participation in the
trial is free and voluntary. In case the pupil of theads targeted for the trial wishes to
participate, he/she can ask questions at any point in time by directing the enquiries to a
contact person which is named below.

How doesoneparticipate in the pilot?

For the duration of the trial, the pupids well a the involved school staifill receive a
set of credentials which will be stored onsmart cardprovided bythe schoal The
participantswill receive the credentiamart cardogether with an appropriate card reader
to connect with thgperso® s  persanal computer at honoe with a PC at the schaol
The credentials on themart cardare protected by a PIN known only to the participant.
Thus, the prticipantwill receive the following requisites for the pilot:

U Smartcard
U Onetime password for themart cardPIN)
U Card Reader

With the credentials stored on tlemart card the pupilswill be able to identify
themselves for access to restricted chat rooms and restricted information in the IT system
provided for the school. Thereby, they will be ateremain anonymous when asking
private and sensitive questions from school personnel. But also, the school personnel can
ensure that it communicates with the right authorized pupils of the respective school,
gender, age or formMoreover, the school pensoel will be able to use their own
credentials to set up chat rooms, online forums, document sharing areas, and polls to be
used by a certain set of users (e. g. all children from class 7, only children age 13, only
boys etc.). Also, school staff with cefating roles may also set up restricted and
protected counselling sessions for the pupils (e. g. counsellors, social workers, nurses,
coaches).

The pilot will help to gather information on the usability of the proposed ABC system
under especially challemyy usability conditions posed by children users, hardly willing
to read manuals or to use a mastgp procedure to enter a school site. Whenaver
D6.3 Evaluation of the School Pilot Page85 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

participantwants to access a certain IT service provided for the school (as mentioned

above), the integratieABC system provides an online interface between the browser and
hersmartcard For this reason, it emplCign® & haoft wa
runs locally on theuseb s PC. This software component i
participant is regired to provide data stored on her card and asks for consent. Moreover,

it enables the pupil to browse, delete, or locally backup the Pri&kB€Es stored on the

own smart cardA number of card readers will also be available in the school, connected

to canmon computers. For more-depth explanation and help regarding the handling of

the smart cardthe UserClient software, how to obtain credentials or to participate in

school internal IT services, please refer to the pilot handbook available at the ilot

portal pagewww.abc4trust.se

What happens with the personal data?

For the usage of the school internal IT services as described above, the following personal
information from the participantsill be usel within the pilot:

First name

Last name

School

Class

Gender

Date of birth

Subject (meaning individual school courses, such as maths, English, physics etc.)

oo ccoc o c

The named data is securely storedairSchool Registration Systewhich is run and
administered byhe ABC4Trust project partner Eurododshe processing is necessary for
the purpose of issuing respective credentials to be stored locally eménecard of the
participants and to fissue credentials in case of lost cards. In addition, access to this dat
may become necessary feurodocsto ensure and measure the functionality of the pilot
system and for tracking and remove errors.

Participants have the possibility to access and rectify data stored irSdheol

Registration Systeranline, or by contagtg Eurodocs or the schodturodocss assisted

by ABCA4Trust project partneNokia Siemens Networks Management International

GmbH (NSN), Munich, Germany, in setting up, running, and administeringsti®ol

Registration SystemFor this it may become nessary to grant employees of NSN

physical or online access to tBehool Registration Systefar administration purposes,
validation of the systemdébs functions as well

To protect t he parti c nsphave beers madee NSNacanaohly dat a,
access the system under the supervisiorEwfodocs.It will be avoided to transfer

personal data to NSN (Germany), unless such transfer becomes necessary for
troubleshooting tasks that cannot be done locallfebsodocsemgdoyees or online. In

this case, the personal data underlies the same security requiremerittsvasild reside

with the schoolAny communication between NSN and t8ehool Registration System

will be protected against unauthorized access by third paf/etrieved credentials are

stored on thesmart cardunder the control of the participant and accessible only with the

PIN which will be handed out to the participarAd. personal information provided by
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the participating pupils will be treated carefully and confidentially. It will be stored
securely and wil/| not be used or discl osec
parentds explicit consent. Since this pilo
and anonymised data will be alst® complete the research work of this project as well as

it will be used for academic purposes, like the publication of scientific proceedings; for
drafting various informative reports, containing presentations of graphs and statistics that

will be publicly available. The personal data in the collected, stored and processed will be
deleted 6 months after the end of the trial.

User consent andeffect of not consenting

The processing of personal data in this pilot falls under the scope of the Swedish
protection law. To lawfully process this dathe schoolneeds an informed consent of
each participant. A consent folimattached to this information sheet.

All participantsare free to give consent and an already provided consent may be revoked
any time by notice towardbe schoolNot providing consent or revoking it later will not
causeanydisadvantages in class. Please note that without giving consengrsoampay

nat participate in the trial.

Contact details of the responsibl@arties for questions and other inquiries:

Norrtullskolan, Norrtullsgatan 13, S6derharm®oran.Hanell@soderhamn, 270 - 75759

Eurodocs AB S:a Hamngatan 582650 Soderhamrsosso@eurodocs.n@70-5 742 742

More information about the project can be foundwatw.abc4trust.eu

More information about the ABC system can be found in the user manual at:
www.abcA4trust.se/portal/help/usermanual

Come and join our school pilotwe 6 d be happy t o pardcipationime y o u
the ABC4Trust pilot trial!

Sincerely yours,

Norrtullskolan and Eurodocs
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B.4 Consent form for school staff i English version

oS

Consortium of the EU/FP7programrunded Research project ABC4Trust
Name & address of school partner

Consent form for the ABCA4Trust Soéderhamn pilot
participation

This consent form addresses you as a participant in the first trial of a PABEY

system at the Norrtiskolan within the Etfunded research and development project
ABCA4Trust. During thistral , t he participantdés personal d
processed by th&urodocs.For this, Norrtullskolan kindly asks you for your written

consent to process the said personal data. For an explanation of the system deploying
PrivacyABCs thatwill be tested and the type of personal data processed for which
purposes, please refer to the information sheet handed out as attachment to this form.
Further information about the technical specifics can be found under the project website
(www.abc4trust.e)y and especially in the user manual that is provided online at:
www.abc4trust.se/portal/help/usermanual.pdf

Inter alia, thigpersonal informatio will be processed during the trial

U First name

Last name

School

Class

Gender

Date of birth

Subject (e. g. maths, English, physics etc.)

[ et en-R ent R et BN ent i e

Beyond these bits of personal data used to enable the creation of the credentials and
correlating accesses to thgstem, other personal data may find its way into the system

through the content uploaded by the participants themselves, e.g. in the féumotocs

is assisted by ABCA4Trust project partnBiokia Siemens Networks Management
International GmbHNSN), Munch, Germany, in setting up, running, and administering

the School Registration Systefdata processor). For this it may become necessary to

grant employees of NSN physical or online access t&th®ol Registration Systefar

administration purposes, vdliat i on of the systembés function
removing of errors. To protect the participg
made. NSN can only access the system under the supervisiBaradocsit will be

avoided to transfer personaltdato NSN (Germany), unless such transfer becomes
necessary for troubleshooting tasks that cannot be done locdllyrbgocsmployees or
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online. In this case, the personal data underlies the same security requirements as if they
would reside withthe sclool. Any communication between NSN and tisehool
RegistrationSystem will be protected against unauthorized access by third parties. In
accordance with the principles of thé&wedish Personuppgiftslagen (PUL)
(http://www.datainspektionen.se/fragoch-svar/personuppgiftslagen/ all personal
information provided by the participating pupil and related parents will be stored securely
and will not be used or disclosed to thpdrties without explicit consent to do so. The
participation in this trial will be completely confidential and personal data will be
averaged and reported in aggregate. The personal information provided while using the
above described services will only bsed for the completion of this research project; in
aggregated (i. e. anonymised) form for academic purposes, like the publication of
scientific proceedings; for drafting various informative reports, containing presentations
of graphs and statistics thatill be publicly available. If any questions about these
procedures remain, please refer to the responsible person atliNkotan Goran Hanell

for any further inquiry or explanatioif.the participating pupil does not wish to complete

this trial, wekindly ask to informGéran Hanelland he/she will facilitate the withdrawal

from the trial. Not consenting or revoking consent does not have negative implications on
a participation in class. This consent form will be securely kept Matttullskolanuntil

6 months after the end of the project.

Please express your consent regarding the above dedcidbedrticipation below

U By signing this consent form below, | indicate that | have read and understood the
terms and conditions of the trial.

U As part of the school personnel | herebyexplicitly consent tovoluntarily
participate in the trial under the above described terms.

The explicit expression of consentludes the later usage of the collected and processed
personal data in aggregat¢d e. anonymisedform for scientific research aimed at
improving the PrivacdABC technology and for correlating research and dissemination
publications.

Date

Name of participat

Signature of participant

Please give the signed consent formGo6ran Hanell
Contact informationiNorrtullskolan, Norrtullsgatan 13, S6derhamn,
Goran.Hanell@oderhamn.s®270 - 75759
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Goran.Hanell@soderhamn,$270 - 75759

B.5 Legal Notice and privacy policy of the website i English version

ol &

Legal Notice

This website is the information and access portal for the participants of the Séderhamn school

pilot in the ABCA4Trust ICT research and development projed. provided by members of the
ABCA4Trustconsortium, and while we endeavour to keep the informatjpto date and correct,

we make no representations or warranties of any kind, express or implied, about the
completeness, accuracy, reliability, suitability or availability with respect to the website or the
information, products, services, or relatedmrics contained on the website for any purpose. The
information in this website is provided fAas i s0
information is fit for any particular purpose. The user thereof uses the information at its sole risk

and lability.

Every effort is made to keep the website up and running smoothly. HowevekB@&Trust
consortium takes no responsibility for, and will not be liable for, the website being temporarily
unavailable due to technical issues beyond our control.

Through this website, you are able to access other websites (e.g. Harthkbuttons and links

which are not under the control of tABC4Trust cosortium. We have no control over the
nature, content and availability of those sites. The inclusion ofliaky does not necessarily
imply a recommendation or endorse the views expressed within $wepgease be aware that the
ABCA4Trust consortium is not responsible for the content and the privacy practice of such other
sites. We encourage our users to beraw#en they leave our site and to read the privacy policy

of these third party sites. €hfollowing Rivacy Policy applies solely to this web portal of the
ABCA4Trust consortium.

Privacy Policy

This is a privacy policy for theBC4Trustwebsite. This weli falls under the responsibility of

the ABC4Trustconsortium It is concerned with the dissemination and exchange of information

about theABC4Trust research projeca s wel | as giving the pilotds
Privacy ABC System they haveragd to testlt is not concerned with commercial transactions or

with the exchange of data for marketing purpo3d® ABC4Trustwebsite does not work with

any third party that serves ads to this site.

Concerning traffic datavhich is created by browsinthe web portal, we do not store personal

data of the users. Personally identifiable information like IP addresses are not stored after the
delivery of the web page. We only store and use anonymous data on the used browser type for
statistical means to admster this web portal. These data are not linked to a name, a Cookie, an
IP address or another unique identifido registration is requiretb access the main site of this

web presence

The abc4trust.se portalvebsite does not retainlP-addresses. For abc4trust.se and
portal.abc4trust.seookiescontaining the language code are usdbédflanguage selector is set to
another language as Swedisfhe subpage idm.abc4trust.se uses session cookies to issuing
credentials to a previously identified user.
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During access to our site, specific data are stored ilexy These data cannot be related to
individual personsin detail the data stored are:

Name of the requested file

Date and time of request
Datavolume of request

Message if transmission was sessful

=A =4 -4 =4

The logfiles are used for statistical purposes only. Under no circumstances they are passed on to
third parties.

The user has the right to request at any time information about the stored personal data. She has
the unrestricted right of deletionpdating and correction of the stored personal data unless
required otherwise by the applicable law. This can eey.dbne by sending an-naail to:
privacy@abc4trust.eu

If we decide we need to change our privpolicy, we will post those chang#ss websiteso our
users are always aware of what information we collect, how we use it, and under circumstances, if
any, we disclose it.

We invite you to contact us if you have questions about this polipyiesicy@abc4trust.eu

Contact

Eurodocs AB

S°dra Hamngatan 50
826 50 S°der hamn

Il nf o@eur odocs. net

© ABCA4Trust 2013
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Appendix C  User Manual

The followingis included in the pages that follow.

C.1 User Manual Séderhamn roundilEnglish version
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C.1 User Manual i S6derhamn round 1 i English version

The following user manual in English is from the fitmtind of the pilot. Theser manual from
the second round of the pilot exists only in Swedlste following is a scanned version of the
User Manual. For a high quality original version of the User Manual in Swedish used for the
second round please visittp://bit.ly/1fElelq
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4
H%TRUST Attribute-B ased Credentials for Trust

User Manual

Soderhamn pilot, round 1
English version

Disclaimer: The information in ¢this document I provided ‘oz 12", and no guarantee or warranty 1sgiven that the
information i< fit for any pardicular purpose. The obove referenced consortium members shdl have no Uablilizy
for damages of any kind induding withou! limitation direct, specid, Indirect, or conequentiol damages that
may resul? from the use of these materials aibfect to any Uabillly which 1< mandatory due o applicable low.
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Figure 90 Enter the password from backup.

Figure 91 Success message ......veeeivecnnnne v 63
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Figure 94 Enter PIN ... .65

Figure 95 Enter new PIN ...
Figure 96 Success message ...
Figure 97 Web Browser menu....
Figure 98 Choose Unlock card...
Figure 99 Notification message .
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Figure 100 Entér PUK i i S AU R TR QU R B Qs s AR il 68
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ABC4Trust

1 How to start?
1.1 How to get your Smart Card

Please contact teacher responsible for classroom to get the guidance in onder to retrieve the card and
other requisites.
For the next step you will need:

*  Smart Card initialized with secret Key and given by School Administrators

® Letter with Card Number, PIN and PUK code

Figure 1 ABC4Trust Smart Card
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ABC4Trust

Figure 2 Smart Card Reader

DeviceID pin puk

35 4220 48520787
CARD# PIN PUK
1234 1234 12345678

Figure 3. PIN and PUK from letter

SMART CARD #1234

NAMN: LEIF OLOFSSON

PERSONNUMMER: 661111-1234

LOSENORD: R7HI#1)

Figure 4 One-time password

1.2 Howte Setup Your PC

In order to Setup the PC following steps must be done:

*  Make sure your computer software is matching minimal requirements for pilot
* Launch Mozilla Firefox or Internet Explorer
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* Install User Service using installer from hup://abedtnust se/Portal/he Ip
e Connect Smart Card Reader to computer
®  Visit the School Portal on http://abedtrust.se

Now step by step!

Step 1
Plug the USB cable of Card Reader to the PC

Figure 5 Card Reader

Step 2

Wait for installation of drivers as shown in the image below

;B Installing device driver software ™ *
Click here for status.

Figure 6 Update manager

Step 3

Please visit the School Portal, “Help & Downloads™ section (hitp://abedtrust.se/ Portal/help) and
download the ABC4Trust User Service Installer .exe

Step 4
Launch the installer and go through all steps until the finish.
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Waeicome to the ABCATrust User
Service Selup Wizard

This wizard wil gace you trough the rstalston of
ASC4Trust Uney Serves.

@ recommenced that y cose o SO aoGRCYINS
befre slarteg Sebp. This wil make 1 posstse % wpdiate
relevant systen fles winout haing 10 16000t your
computer

Oick Insnal 10 start e insmalanon,

Figure 7 First step of setup

mTRUST Peate wat whie A €nst User Service 8 berg rataed
Irsing aed g sevce

(momas ]

Figure 8 Installation Process
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B ABCATrust Uses Service Setup Lz g
Compileting the ABCATrust User
Service Selup Wizard

ABCATrust User Senace has been rstaled on your
coguer,

T

Chck Frwsh %0 dose 0 wirerd

("2,
=
o

o
<t

Figure 9 Finish Setup

Step 5
After this process is finished you should have installed two components:

1. Firefox / Internet Explorer Plugins
2. Local ABC4Tmst Service (needed to work with Smart Card)

Step 6
Now we have to check if browser plugin was set up suecessfully (on example of Firefox).

1. Restart Firefox and you will get the screen like Figure 10 Firefox plugin installation

2. Then please select the corresponding tab as shown in order to accept ABC4Tust User
service’s mstallation.

3. Now, continue the installation and restart your browser (Figure 11 Restart Firefox after install)
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Ancther program on your computer would like to modify Firefox with the
following add-on:

ABCA4Trust User Service 0.2
By ABCATrust Consortium
Location: C:\Program Files\ABCA Trust\User Service\Extensions)..,

AL Install add-ons only from authors whom you trust.
V| Allow this installation

You can always change your mind at any time by going to the Add-ons
Manager.

[ Continwe ]

Figure 10 Firefox plugin installation

Ancther program on your computer would like to modify Firefox with the
following add-on:

ABCATrust User Service 0.2
By ABCATrust Consortium
Location: C\Program Files\ABCA Trust\User Service\Extensions\...

£ Install add-ons only from authers whom you trust,

[V] Allow this installation

You can always change your mind at any time by going to the Add-ons
Manager.

You must restart Firefox to finish installing
this add-on,

{

| Restart Firefox | | Cancel |

Figure 11 Restart Firefox after install
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ABC4Trust

Troubleshooting

If you camot see the windows update manager natification figure (Figure 6 Update manager). you
have to restart your pe with your smart card connected to your computer via your reader, as the Figure
S Card Reader, shows.

If you cannot see the plugin at your Firefox browser, as Figure 10 Firefox plugin installation, shows
please restart your browser. If the plugin notification is still missing, you have to repeat the setup
procedure from the beginning.

If the ABC4Trust User Service is NOT rumning at the services menu. as Fel! Hittar inte
referenskiilla. shows.

I Please restart your pe and repeat the above Step 7.

2. If the ABC4Trust User Service is not running. you have to uninstall the ABC4Trust User
Service and repeat the setup procedure from the begiming.

1.3 Smart Card User Interface

Your Smart Card contains your Credentials therefor it is a subject of additional security matters.
Smart Card user service has protection with encryption and user interface to let user grant access to
infarmation on the card in a controllable and safe way.

Within any opemtions which requires information or check with a help of Smart Card there are several
dialogs to let user manage operations.

Let’s leam the typical scemanio of 1ite 1ac honwith Smart Card mterface.

Step L. Enter PIN code

Inorderto prove that you’re anowner of the card amd let the system to decrypt your data you have to
enter your PIN code.

Figure 12 Enter PIN code

Please note that to make the comfort if your usage of the system better — PIN code is safely cached
during one session of work with application, so this dialog might not appear if you have recently
entered it.

Step 2. Request of Smart Card

While user performs the action which needs a Smart Card he will receive a popup which will ask to
choose the source of credentials (your Smart Cand).
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It is recommended to Keep Card in Card Reader and attached to computer all the time when
you use and application — otherwise you will get errors.

Vongladi. Vammmatntunns Pl
s balans i ehae P e

et l it
AT OTYTR UTINT R Pl b ki

Irvozcler Oclizan

LT P R et

Figure 13 Request to use Smart Card Credentials

Step 3. Choose policy

Pseudonym is a unique card identifier which is serving as a key to encrypt data and Keep them secure.
It is obtain to the card while registering the Smart Card on KIM (How to Register Your Smart Card)

To choose a pseudonym simply choose the option on the top of popup. it is a Presentation Policy
which includes the pseudonym.
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Figure 14 Make selection

Troubleshooting

| abez || o

¥ormm el bebms

B T R T T

veardaeyn ifermaoen
HaCzserpize

PTG SIS

Zaz - umr o aadateryiis) ez

tosger o wlismimtinn

In case of difficulties you might be interested in following parts of Chapter Fel! Hittar inte

referenskiilla..

1.4 How te Register Your Smart Card

Before reading tlus step, malke suwe you have successfully completed chapter “How to Setup Your PC”

Step 1

Plug the USB cable of card Reader to your computer and place the smart card into the card Reader as

the figure below shows.
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Figure 15 Place Smart Card

Step 2

Openweb address of S chool Portal, than follow a link “Get Credenhals” to access the Identity
Manager (IdM)

Soderhamn Portal

Bachur Rerocanon Recor

......

Figure 16 Follow Get Credentials link
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Step 3

Now you are redirected to IDM Portal welcome page as shown in the following figure below. Please
click onthe “Login™ link on the left c olumnn of this page.

gﬂ LN =nma

€ 8 et L d =Pl dr - w e (B ey £l & B
LY, |

4
TR ST o N:mos'hmnm 4
Ot ldM Portal ="y

T

| e———

1isyim v sz e e T, v Lase 1 wgin T

e
A3C4Trazz Sersoraum
Surodoc:
btk

Copyrght 202 NSH AN righes resered

< >

Figure 17 IDM

Step 4

At this point you need to login via your One-Time-Password (OTP). Enter your matriculation number
and your OTP in the corresponding box as shown the figure below and click on the login button.
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Figure 18 Login with civic reg.# and OTP

In case if authentication failed on this step please check the Troubleshooting section at the end of
Chapter.

Step 5

If the authentication is successful you will see a welcome message.

Now you can access your account informationand all your athibutes under the “Admin” mem (Figure
20+ Attributes List). To cortime with smart card regis hation click on “Regis tex™.
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Figure 19 Login welcome message
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Figure 20 Attributes List
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Step 6

At this point you should be seeing the page shown in the figure below. Please click on the link
“Register your Smart Card”.

DV Tunal

i
BB N de aatizac 3 Tl d = vi-c|@®-awt Pl # DO~

400

/f = Noa Siemans
ORkaTRUST dM Portal | 2, o

Aalwin - Ustattributes

D (e I
q 3

Register rrn yires o registor o sienied ol hufare reeguseting
Credentialz e s pries Y- ARG oIt

Firstmame it .
Lazmame Jicvzson
Clvic Reqlstration Humber GG0LC - 103D |

Logout
Pl (a_mostster your st cara )

SUEA sl G b
Eurodocs
s badekenclan

<8 >

Figure 21 Register Card

Step 7

The ABC4Trust User Service application requests your PIN in order to unlock the card. Please enter
your PIN in the comes ponding box as following Figure shows and click the “OK” button.

Figure 22 Enter PIN

Step 8
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Now the “Ciedenthal selection mterface pops up and asks to subrt your e quest. You have to select
all the following options:

e Policy: Autharized Students only

*  Nocredential

*  Pseudonym Options

* Inspector Options

Press Submit to continue. You will be asked to proceed with the Credential Selection in the other
window. Click on the OK button.

o omaeb vttty
= gryeezmze pabne: of elaox e

P T S E S
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| Crederto Otzes
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Laliee ogdan
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il "o Memnvxe
O LRI S R PP & ¢ mpmwnrir geeabans
Y - 2<3P4 1 v IcceaTe regln vy
Irsoccier JoMons
Treicha Tsw N u e awa Trv qors L Ll smmvas mim
3

|#de 1] |vm ol

Figure 23 Credential Selector

ib. User Manual - Sodethamn - Englsh « Round!.docx Page 20 of 70

D6.3 Evaluation of the School Pilot Page 113 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

ABC4Trust

BR2E T s o

Feisz mpen e CrIdinty Bzizclont nlte et wnzow.

]

Figure 24 Close the waiting window

Step 9

The System authenticates you by using the stored data in your smart card and if authentication is
successful you will see a “Venfication OK message. If your regishation has completed successfullya
message will be shown on top of the page.
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Ity 04 e TeddIn wis el

Figure 25 Successful verification message
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Figure 26 Card registered
Page 22 of T

Jb. User Manual - Soderhamn « Englsh « Round!.docx

D6.3 Evaluation of the School Pilot Page 115 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

ABC4Trust

Step 10

Now your smart card is registered and you can proceed with obtaining your credentials (How to
Obtain a School Credential and How to Obtain All Credentials). To proceed with this step you have to
Logout.

AW Fon s
€ e . v c| B- Gy £l & D-

4
TRUST ety
GBarrUS IdM Portal | 20,
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] L) Chock 5C Sma Care SUCCESSRUL paccrsd
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g e
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ool T s e wgindmr yoor srenard warel hefars rseusting
) o K Firsthame it -
Cacoame ez ~—
AA7ATE S Canerhis Civic Reqistration Humber GG0LC 2-103D k
Eurodocs
NoTtakzkelan
Ins.u&-'-‘d'-.ulna'ljwé“i'ia-l‘uu-;lwa;.lsc-‘u" >

Figure 27 Logout from IdM

T roubleslwoting the SC’s Registration
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Figure 28 Failed Enter with OTP
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Figure 29 Clean cookies

If you cannot access your account at step 5. you have to check and reenter your OTP and your
matriculation number.

Jb. User Manual - Soderhamn « Englsh « Round!.docx Page 24 of T

D6.3 Evaluation of the School Pilot Page 117 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

ABC4Trust

If you cannot access credential selection menu at step 8, you have to check your smart card
connection to your computer via your reader (as the Figure 15 Place Smart Card shows).

If you cannot receive system’s authentication atstep 9 or get an error message, you have to check
your smart card connection o your computer via your reader (as the Figure 15 Place Smart Card
shows).

If your status of your smart card does not appear as registered. you have to repeat the registration
procedure from the beginning.

1.5 How to Obtain a School Credential

Befare proceeding cument phase:

*  When you want to register at the School Pilot and obtain a valid School eredential, you have
to complete successfully the above regishation phase (see “How to Register Y our Smart
Card”) and to possess a valid user Privacy ABC on his smart card.

*  You must have installed the ABC4Trust service at your computer.

*  You havetoplug the USB cable of card Reader to your computer and place the Smart Card
into the card Reader.

Step 1
Visit S chool Portal and choose “Get Credentials™ to exter the Idertity Mamager (IdM)

Soderhamn Portal

Get Crodentas STNO® ADSicaton el & Downloads

O W S v b W Sy e P te e Bee e b e et s
) Gemaet aem it ae Geriel Sesel i v

ety amager nt Meves et hnes e ot Vo ot Vet
Bachup Rasocason Repent
U Bun et b Tuee 4 Lang A R R s Ae Ut A e T AT
et ]
Soc b e Sos n rgeem s v
Figure 30 Get Credentials

Step 2
You awe rediected to IAM portal, lut the “Logm™ link on the left
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Figure 31 IdM wekome screen

Step 3

D6.3 Evaluation of the School Pilot

You need to loginvia ABC Tecluwology. Select the log mwith ABC token’ tab as shownin figuie m
order to be logged in.
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Figure 32 Login with token

Step 4

The ABC4Trust User Service application requests your PIN in order to unlock the cand. Please enter
your PIN in the cones ponding box and click the “OK” button

Figure 33 PIN Authentication

Step 5
If the authentication is successful you will see a welcome message.

Now you can select “credentials” link in the functions menu of your account page

Jb. User Manual - Soderhamn « Englsh « Round!.docx Page 27 of T

D6.3 Evaluation of the School Pilot Page 120 of 170 Public Final version 1.0



ABCA4Trust Deliverable D6.3

ABC4Trust

€ an

— |‘ |dM Portal

e N My Seheal Raglstration System ]
Functions —
—

{ i FSSOT
sin S -<lC Lot Dicvszon
L e ——

Fias Saen r"t:uyq.' T e B e tal

Rejislur
Crodentinls Tre Ik Forta 12 0272 of a2 Scaccl Requzrater Syzzom wack wss cengned by WSk
' Al e s g Lo %,
Lupuul Hetlitechmpls e L T e of vour vwsupel oo Loy storsd i Joe 1M Daeless, wdo

SR E BT E T PRI ST P ) O

Thasem samelmenlias anm nmepnnmel T o mseing Dk ) s i s e

23C47ruzs Cersartum Triz 5 'ACEExpCroree pomcrad by

Hokau Saizanus buoseans' Lbr Joutnology ond 2livaeyr WO 2N2 SU7

Euradoczz Annarrresnr.,
Hartalzkosn 5
LCopyright 2UTL HSH All rights rezerved &
v
bepesl A= Ace i smeatal nses e >
Figure 34 CredSchool page
Step 6
At this point your account page must be similar with the page shown in the figure below. Please click
on the link “Get Credertial”
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Figure 35 Click Get Credential to obtain credSchool

Step 7

Now the “Ciedential selection: mterface pops up and asks to subiut your equest. You have toselect
all the following options:

Policy: Autharized Students only

No credential

Pseudonym Options

Inspector Options

Press Submit to continue. You will be asked to proceed with the Credential Selection in the other
window. Click on the OK button.
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