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What’s U-Prove

 Minimal disclosure technology developed in
the early 90s

— Think “PKI with privacy-by-design”

* Provides unlinkability between issuance and
presentation

* Provides minimal disclosure of attributes

* Released by Microsoft
— Specs under Open Specification Promise
— Code under open-source and tech preview
http://www.microsoft.com/u-prove
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Minimal disclosure illustrated

Contoso

Present your
f?cmzenshlp and
e that you
_an engineer
&l 3 or more

Who is

this?
atum

Name:

Citizen:

| Role: NSNS




U-Prove Agent Architecture

* Interprets RP policy

* Brokers interactions with CP and RP
SRV «  protocol encodings

Service (Azure) * Delivers optional client components
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U-Prove demos/PoCs
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http://www.mediainteroperabilitylab.org/demo/fraunhofer-nab-uprove.mp4
http://www.microsoft.com/showcase/en/us/details/9b9f8886-ce4c-42b5-ae84-685be5312048
http://www.microsoft.com/showcase/en/us/details/6f5c3d35-c1db-46d3-8449-3c4fb6794224
http://www.microsoft.com/showcase/en/us/details/3f1bca8e-52a6-42ac-9a2a-1ccd5203b11a
http://bit.ly/upa-rp1
http://bit.ly/upa-rp2

