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Identity  Management  (IdM)  
An  early  approach  

Fear  not,  for  I  have  redeemed  you;;    
I  have  called  you  by  name:  you  are  mine   
[Isaiah  43:1]  
  

    
  

  [   43:1]  
  
No  temas,  porque  yo  te  he  redimido,    
te  he  llamado  por  tu  nombre;;  mío  eres  tú   
[Isaías  43  1  ]  
  
Fürchte  dich  nicht,  denn  ich  habe  dich  erlöst;;    
ich  habe  dich  bei  deinem  Namen  gerufen;;  du  bist  mein!   
[Jesaja  43,1]  
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Typical  federated  architecture  for  
Identity  Management  (IdM)  

Identity  Service    Provider  
                                        (IdSP)  

Relying  Party  (RP)  

User  

trust  

1.  request  
access  

2.  policy  
3.  token  
request    

5.  token  
4.  token  
response  
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Identity  Service    Provider  
                                        (IdSP)  

Privacy  (and  security)  issues  of      
typical  federated  IdM  architectures  

Relying  Party  (RP)  

User  

trust  

1.  request  
access  

2.  policy  
3.  token  
request    

5.  token  
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Identity  Service    Provider  
                                        (IdSP)  

Identity  Management  and  
Overidentification  

Relying  Party  (RP)  

User  

trust  

1.  request  
access  

2.  policy  
3.  token  
request    

5.  token  
4.  token  
response  
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Identity  Management  (IdM)  
2  sides  of  a  medal  with  enormous  economic  potential  

People  live  their  life  
in  different  roles  (professional,  
private,  volunteer)  
using  different  identities  
(pseudonyms):  email  accounts,  
SIM  cards,  eBay  trade  names,  

  
  

Differentiated  identities  
help  to  

protect  
privacy,  especially  anonymity    
personal  security/safety  

enable  reputation  building  at  the  
same  time  

Identity  management  systems  
support  users  using  role  based  
identities  

in  the  right  context  

Organisations  aim  to  sort  out  
User  Accounts  in  different  IT  
systems  
Authentication  
Rights  management    
Access  control  

  
  

Unified  identities  
help  to  

ease  administration  
manage  customer  relations  

  
  

Identity  management  
systems  

ease  single-­sign-­on  by  unify  
accounts  
solve  the  problems  of  multiple  
passwords  
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Partial  Identities  needed  
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11  

Agenda  
Some  Privacy  Problems  in  Identity  
Management  and  Assurance  
Identity  Management  and  Overidentification  

Problem  
Attribute  Based  Credentials  
The  ABC4Trust  Project  
The  Trials  
The  Architecture  

  
What  we  would  like  from  you  



12  

Identity  Service    Provider  
                                        (IdSP)  

  
Relying  Party  (RP)  

User  

trust  

1.  request  
access   2.  policy  

3.  token  
request    

5.  token  
4.  token  
response  
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Identity  Assurance    
4  Entities  and  multiple  names  

Requester  (user,  requesting  entity,  assuring  
entity,  ...)  
Relying  Party  (service  provider,  relying  
entity,  ...)  
Assurance  Token  (password,  credential,  
identifier,  ID,  identity,  ...)  
Assurance  Token  Provider  (credential  
provider,  identity  (service)  provider,  ...)  
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Identity  Assurance    
4  Entities  and  multiple  names  
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Requester  
  (user,  

requesting  
entity,  
assuring  
entity,  ...)  

Relying  
Party  
  (service  
provider,  

relying  entity,  
...)  

Assurance  
Token  (pw,  
credential,  
identifier,  ID,  
identity,  ...)  

Assurance  Token  Provider  
(credential  provider,  identity  (service)  provider,  ...)  
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The  4  Entities  and  their  
relations  

Requester   Relying  
Party  Assurance  

Token  

Assurance  Token  Provider  
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Requester   Relying  
Party  

Assurance  
Token  

(reference)  

Assurance  Token  Provider  
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Requester  

STORK  European  eID  PEPS    
  

Relying  
Party  

  
Assurance  
Token  

(reference)  

Assurance  Token  Provider  
  

Gateway    
Home  Country  of    
Relying  Party  

Gateway    
Home  Country  of  

Assurance  Token  Provider  
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Attribute  Based  Credentials  
(privacy-­ABCs)  
Certifying  relevant  attributes  
Token  issuance  and  presentation  unlinkable  

(that  have  a  serial  number)  

Users  can  disclose  (minimal)  subsets  of  the  encoded  
claims  

To  respond  to  unanticipated  requests  of  RPs  
Without  invalidating  the  token  integrity  
E.g.  Certificate  for  birth  date  -­>  Claim  for  being  over  21  

Two  major  approaches  and  technologies  
U-­Prove  (Credentica  -­>  Microsoft)  
Idemix  (IBM)  
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Issuer  

User  
Verifier  

Zero-­Knowledge  Proofs  

Idemix  (Identity  Mixer)  

Damgard,  Camenisch  &  Lysyanskaya  
Strong  RSA,  pairings  (LMRS,  q-­SDH)  

Blind  Signatures  

U-­Prove  

Issuer  

User  
Verifier  

Brands,  Paquin  et  al.  
Discrete  Logs,  RSA,..  

Two  approaches  for  
privacy-­ABCs  
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Identity  Definition  in  ISO/IEC  IS  24760-­1:2011  to  
reduce  the  risk  of  overidentification  

  

Identity  (partial  identity):  
Set  of  attributes  related  to  an  entity  

  
  (ISO/IEC  24760)  
Part  1:  Terminology  and  concepts  (IS:2011)  
Part  2:  Reference  framework  and  requirements  (WD)  
Part  3:  Practice  (WD)  
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ABC4Trust  
Objectives  
A  common,  unified  architecture  for  ABC  systems  to  enable  

Comparing  their  respective  features  and  
Combining  them  on  common  platforms  

-­   
Open  reference  implementations  of  selected  ABC  systems  
Deployments  in  actual  production  enabling  

Minimal  disclosure  
Provision  of  anonymous  feedback  to  a  community  to  one  is  
accredited  as  a  member  

Relevant  Standards    
e.g.  in  ISO/IEC  JTC  1/SC  27/WG  5  
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ABC4Trust  
Project  Facts  
Scheduled  duration:  November  2010     October  2014  

Partners:  12  partners  from  industry,  academia,  research  centres  and  data  
protection  authorities  

Costs:     13.59  Million  (   8.85  Million  EU  funded)  

Funding:  The  ABC4Trust  project  receives  research  funding  from  the  
European  Union's  Seventh  Framework  Programme  under  grant  agreement  n°  

  

Web  Page:  www.abc4trust.eu  

Project  coordination:  
   Deutsche  Telekom  Chair  of  Mobile  Business  &  Multilateral  Security  
   Goethe  University  Frankfurt  
   60629  Frankfurt  am  Main,  Germany  
   contact@abc4trust.eu  
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ABC4Trust  
Partners  
Johann  Wolfgang  Goethe-­
Universität  Frankfurt,  DE    

Alexandra  Institute  AS,  DK    

Research  Academic  Computer  
Technology  Institute,  GR    

IBM  Research  -­  Zurich,  CH    

Miracle  A/S,  DK    

Nokia-­Siemens  Networks    
GmbH  &  Co.  KG,  DE    

Technische  Universität    
Darmstadt,  DE    

Unabhängiges  Landeszentrum    
für  Datenschutz,  DE    

Eurodocs  AB,  SE    

CryptoExperts  SAS,  FR    

Microsoft  Research  And  
Development  France,  FR    

Söderhamn  Kommun,  SE    
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Project  Workflow  

27  

Analysis  of  ABC  
Technologies  

[WP2]  

Architecture  Design  
[WP2]  

Comparison  
[WP3]  

Reference  
Implementation  

[WP4]  

Testing  
[WP4]  

Pilot  Requirements  
[WP5]  

Deployment  of  the  two  pilots  
[WP6][WP7]  

M
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t  [
W
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D
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m
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School  internal  social  
network  for  
communication  among  
pupils,  teachers,  and  
personnel  

Provide  trusted  
authentication  while  
protecting  anonymity  

Usability:  make  privacy  
technology  
understandable  for  non-­
technical  users  (e.g.  
pupils)  

ABC4Trust  Pilot  Trial:  
Community  Interaction  

Norrtullskolan  School  
Söderhamn,  Sweden  
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Course  ratings  conducted  
anonymously  without  
lecturers  knowing  

  

Conduct  polls  based  on  
attendance  

Issue  multiple  credentials  
(student  cards,  class  
attendance)  

Verify  with  anonymous  

infrastructure  

ABC4Trust  Pilot  Trial:    
Course  Rating  

Computer  Technology  Institute  
Patras,  Greece  
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2012  

M13:  Architecture  V.1  
and  pilot  scenarios  
M13:  Architecture  V.1  
and  pilot  scenarios  

M23:  Initial  implementation  
and  pilot  software  
M23:  Initial  implementation  
and  pilot  software  

2011  2010   2013   2014  

M36:  Evaluation  of  
Pilots  
M36:  Evaluation  of  
Pilots  

M48:  Final  
Event  
M48:  Final  
Event  

ABC4Trust  
Milestones  
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The  ABC4Trust  Architecture  

Roles  
Design  approach  
Components  and  their  interaction  
Protocol  message  flow  
Data  formats  

33  
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Monday,  2012-­02-­13  

13:00  -­  13:20  Welcome  and  brief  introduction  round  of  the  participants  
13:20  -­  13:55  Introduction  (Kai  Rannenberg  (GUF)  Marit  Hansen  (ULD)  ,  Ioannis  Krontiris  (GUF))  
13:55  -­  14:55  Session  1:  Overview  of  ABC4Trust  Architecture  (Ioannis  Krontiris,  GUF)  

30  min  Presentation  WP2  architecture  (D2.1),  30  min  Discussion  and  questions    
  
14:55  -­  15:15  Coffee  break  
  
15:15  -­  16:20  Session  2:  Privacy-­ABCs:  Features  and  Properties  (Anja  Lehmann,  IBM)  

45  min  Presentation  Privacy-­ABCs,  20  min  Discussion  and  questions    
16:20  -­  17:10  Session  3:  Artefacts  /  XML  (Gregory  Neven,  IBM)  

20  min  Presentation  WP2  Architecture  (D2.1),  20  min  Discussion  and  questions    
  
17:10  -­  17:30  Coffee  Break  
  
17:30  -­  18:30  Session  4:  ABC4Trust  Pilot  Patras  (Yannis  Stamatiou,  CTI)  

  
  
18:30  -­  18:45  Wrap  up  of  the  meeting  so  far  (Speakers)  
  
19:00   Transfer  to  Hotel  Sedartis  
19:30  -­  22:00  Social  event  at  Hotel  Sedartis  

www.abc4trust.net  
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Tuesday,  2012-­02-­14  

08:15  Transfer  from  Hotel  Sedartis  (i.e.  check-­out  before  08:15    !!)  
08:30  -­  09:00  Welcome  coffee  
  
09:00  -­  09:50  Session  5:  ABC4Trust  impact  on  privacy,  impact  of  the  draft  EU  regulation  
(Marit  Hansen,  ULD)  
  
09:50  -­  11:50  Session  6:  ABC4Trust  Pilot  Söderhamn  (Souheil  Bcheri,  EDOC)  
  
11:00  -­  11:20  Coffee  break  
  
11:20  -­  12:00  Session  7:  Smart-­Cards  (Jakob  Illeborg  Pagter,  ALX)  

20  min  Presentation  WP3/4  work,  20  min  Discussion  and  questions    
  

12:00  -­  12:40  Session  8:  General  discussion,  open  issues,  etc.  
  
12:40  -­  13:00  Wrap  up  of  the  meeting  &  outlook  (Speakers)  
  
13:00  -­  13:45  Lunch  
13:45  End  of  the  meeting  

www.abc4trust.net  
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What  we  would  like  from  you  

Take  a  good  look  at  the  ABC4Trust  
presentations    
Let  us  know:  

  
What  we  should  consider  (more)  
What  you  like  

  
How  you  think  we  should  disseminate  the  results  

Thanks  a  lot  already  now  

www.abc4trust.net  
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Identity  Theft  (?)  
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