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« WP2 Objectives

* Architecture
= Roles
= Design Approach
= Components and their interaction
» Protocol message flow
Data formats

 Future work
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| OB

* High-level features and concepts of privacy-ABCs defined
« XML specification of all data formats defined

« System Architecture and components for handling privacy-
ABCs defined

« Component APIs defined

» Reference implementation started
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Blind Signatures

| OB

Zero-Knowledge Proofs

User ' !.>
Verifier

Verifier
U-Prove |ldemix (Identity Mixer)
Brands, Paquin et al. Damgard, Camenisch & Lysyanskaya
Discrete Logs, RSA,.. Strong RSA, pairings (LMRS, g-SDH)

Different concepts, terminology, interfaces
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Abstraction of concepts of privacy-ABCs & unification of features

A common unified architecture
= That is independent of the specific technologies
» Federation of privacy-ABC Systems based on different technologies
» |nteroperability between different privacy-ABC technologies

Avoid technology lock-in
Raise trust in privacy-ABC technologies

Users will be able to
= obtain credentials for many privacy-ABC technologies and
= use them on the same hardware and software platforms
= without having to consider which privacy-ABC technology has been used.

Service providers and ldentity Service Providers will be able to
= adopt whatever privacy-ABC technology best suits their needs.
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Issuer Revocation Authority

Credential Revocation

Credential Issuance

Revocation info
retrieval

i
i 1

\

Revocation info

retrieval
Presentation Token

User

Token Inspection

Verifier

Inspector
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 Credentials
= List of attributes, encoding, etc.

« User binding and device binding
e |ssuance policies

 Pseudonyms
= Verifiable, certified, scope-exclusive

* |nspection + Revocation
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a

presentation policy
B ] presentation token
:L_ ‘,fﬁi !ﬁ

User

Verifier

* Presentation Policy

= which (combination of) credentials from which issuer
= which attributes or attribute predicates to reveal

* Presentation token
= description: mechanism-agnostic revealed information
» evidence: mechanism-specific crypto blobs

» untraceable and unlinkable by default,
traceable and linkable when so desired

2012-02-13 loannis Krontiris, Goethe University Frankfurt




0O =4 O L e LW P

1o

11
12
13
14
15
16
1r
1a
19
20
21
22
23
24
25
26
27
28
249
30

e

TRUST

Presentation Policy ]

=T¥xml version="1.8" encoding="UTF-B"7=

=PresentationPolicyAlternatives xmlns="http:/fabcdtrust.eu/wp2/abcschemavl.@"
xmlns:xsi="http://www.w3.0org/ 2001/ ¥ML5chema-instance"
xmlns:xs="http: //fwww.w3.org/ 2001/ XMLSchema"
xmlns:xenc="http: //fwww.w3.0rg/2001L/84 / xmLenc"
xsi:schemalocation="http://abcdtrust.eu/wp2sfabcschemavl.® schema.xsd"
Version="1.8"=

<PresentationPolicy PolicyUID="policyl" EnforceSamelserBinding="true" EnforceSameDeviceBinding="false"=

=Message=
=Monce=aDkIUEMz0TMjOT11emZHQ21BURc=</Nonce=
</Message=
<Pseudonym Alias="nym" Scope="http://sweden.gov/pollB1@5" Exclusive="true"/=
=Credential Alias="id"=
=CredentialSpecAlternatives=
=CredentialSpeclID=urn: sweden: id=/CredentialSpeclID=
=/CredentialSpecAlternatives>
=IssuerAlternativess
=IssuerParametersUID=urn:sweden: id: issuer=/IssuerParametersUID=

= i =
Fﬂisclusedhttribute AttributeType=“urn:sweden:id:city“f:l

=/Credential=

<AttributePredicate Function="urn:oasis:names:tc:xacml:1l.8:function:date-less—than"=
=Attribute CredentialAlias="id" AttributeType="urn:sweden: id:bdate" />
=ConstantValue=1984-81-20=/ConstantValue=

=/AttributePredicate=

=/PresentationPolicy=
</PresentationPolicyAlternativess|
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Presentation Token ]

TRUST

=Txml version="1.8" encoding="UTF-B"7=

=PresentationToken xmlns="http:/fabcdtrust.eu/wp2/fabcschemavl.@"
xmlns:xsi="http:// www.w3.0org/ 2001/ XML5chema—-instance"
xmlns:xs="http: //www.w3.0rg/ 20081/ XMLSchema"
xmlns:xenc="http://www.w3.0rg/ 2001 ,/84  xmlenc"
xsi:schemalLocation="http:/fabcdtrust.euf/wp2/Sabcschemavl.d schema.xsd"
Version="1.8"=

=PresentationTokenDescription PolicyUID="policyl" EnforceSamelserBinding="trues"
EnforceSamelDeviceBinding="Talse">
=Message=
=Monce=aDkIUEMz0TNjOTLlemZHQ21BURc=</Nonce=
=/Message=
<Pseudonym Alias="nym" Scope="http://sweden.gov,/ poll@las" Exclusive="true"=
=PseudonymValue=MERZVXpyRAValWS 1Y XdVMHRISHI=</PseudonymValug=
=/Pseudonym=
=Credential Alias="id"=
=CredentialSpeclID=urn:sweden: id</CredentialSpecUID=
<IssuerParametersUID=urn:sweden|:id: issuer</IssuerParametersUID=
=DisclosedAttribute AttributeType="urn:sweden:lid:city'=
zAttributeValue= «fAttributeValues=
=/DisclosedAttribute=
=/Credential=
<AttributePredicate Function="urn:0asis:names:tc:xacml:1.@:function:date-less—than =
<Attribute CredentialAlias="id" AttributeType="urn:sweden:id:bdate" /=
=ConstantValue=1804-01-208</ConstantValue=

=/AttributePredicate=
=/PresentationTokenDescription= <%’/////
<CryptoEvidence= ... =/CryptoEvidence=

</PresentationToken=
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High-level view of Architecture

TRUST

« Contains all mechanism-agnostic components of Privacy-ABC systems

User Verifier

User Side Deployment Verifier Side Deployment
Request resource
Browser _ Presentation policy
/Appl. | ¢

Presentation token |

Identity Selector | ~ Access Control |
ABC-Engine ABC-Engine
Crypto Engine Crypto Engine
(e.g. Idemix, U-Prove (e.g. Idemix, U-Prove
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User Verifier

* canBeSatisfied(p:PresentationPolicyAlternatives) — boolean

* createPresentationToken (p:PresentationPolicyAlternatives) — PresentationToken

* createlssuanceToken (m:IssuanceMessage, atts:Attribute[]) — IssuanceMessage

* issuanceProtocolStep (m:IssuanceMessage) — IssuanceMessage or CredentialDescription
* updateNonRevocationEvidence ()

* listCredentials()— anyURI[]

* getCredentialDescription(creduid:anyURI) — CredentialDescription

* deleteCredential (creduid:anyURI) — boolean

11 = 11

Manager
Crypto Engine } Crypto Engine h Key
g. Idemix, U-P g. Idemix, U-P Manager
(e.g. Idemix rove \ Revocation (e.g. Idemix rove
‘ 1 Proxy
Smart Card
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ABCE Components - Issuance “
TRUST




| OB

« D2.1: Architecture for Attribute-based Credential Technologies —
Version 1 (Nov. 2011)

« D2.2: Architecture for Attribute-based Credential Technologies —
Version 2 (Jan. 2014)

« D2.3: Benchmarking criteria (Nov. 2013)

« [D8.4: Architecture for Standardization (Feb. 2012)]

« Architecture - Version 2
» Advanced features to be supported (limited spending, inspection of proofs)
= Extend the XML schema
= Architecture of Crypto Engine
» [ncorporate feedback from Pilots
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| OB

v High-level features and concepts of privacy-ABCs defined
v' XML specification of all data formats defined

v' System Architecture and components for handling privacy-
ABCs defined

v' Component APIs defined

v' Reference implementation started

Thank you!
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. | e | Limiting processing to
Vacation in - necessary data is supported

Wolf-Land ~ Whydo — py priyacy- ABCs with:
) ﬂﬁgthey need

our  Selective disclosure of
attribute-values out of a
certificate and

Inspection allowing
conditional disclosure of data
once this is really necessary.
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Purpose binding is supported by Privacy-
ABCs as

* Unlinkability between presentation tokens
prevents mixing of purposes and profiling

* Unlinkability requires separate storage of
tokens and related data for each incident
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application-level components

Zoom-in: Issuance

e

] TRUST

User Issuer
(1) identification (non ABC) &
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|
A4
Revocation Authority
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Protocol Message Flow ]

* E.g. Issuance

ABC request (with authentication)

I
I
I
I
]

I Issuance message (with issuance Policy) Tg

| < o |

| Issuance message (with issuance token) g- I

>

S —
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I Issuance message © I
c o

I € S ol
)

| Issuance message 8- |

- __ 1

Last issuance message

A

Generate

ABC
I
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« Data formats in XML
= Credential Specification
= Parameters
» [ssuance/Presentation Policy

I n
= [ssuance/Presentation Token oo
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Building the architecture requires defining the

= Components in different layers

» Interfaces and APls
« External APlIs
 Internal Interfaces between the components

= Data formats
* Credential formats

= Protocol Specification
* Message formats
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There are 5 types of entities:

| OB

Issuer Revocation Authority

’\? credential revocation .'
User o
revocation info retrieval
User
I S S U e r credentialissk @ /

Verifier " aredential rvocation
Revocation Authority N \
Inspector Inspector p e

& X 4
token inspection

The entities can be involved in the followings steps:

Setup
Issuance
Presentation
Revocation
Inspection
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